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Introduction to ElectricFlow

ElectricFlow™ is an enterprise-grade DevOps Release Automation platform that simplifies provisioning, build
and release of multi-tiered applications. Our model-driven approach to managing environments and
applications allows teams to coordinate multiple pipelines and releases across hybrid infrastructure in an
efficient, predictable and auditable way.
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Web-Based System

Atits core, ElectricFlow automation platform is a web-based system for automating and managing the build, test,
deployment, and release process. It provides a scalable solution, solving some of the biggest challenges of
managing these "back end" software development tasks, including these challenges:

e Time wasted on script-intensive, manual, home-grown systems that
© Are error prone
© Do notscale well
© Have little or no management visibility or reporting
e Multiple, disconnected build and test systems across locations, resulting in:
© Redundant work
© Inability to share or reuse code files across teams
© Hard to manage build and test data

e Slow overall build and release cycles that directly impact:




ElectricFlow

© Release predictability

©  Time-to-market

Automation Platform

The automation platform has a three-tier architecture, AJAX-powered web interface, and first-of-its-kind build
and release analytic capabilities for reporting and compliance. With this solution, your developers, release
engineers, build managers, QA teams, and managers gain:

e Shared platform for disseminating best practices and reusing common procedures
¢ Ability to support geographically distributed teams

e Continuous integration and greater agility

e Faster throughput and more efficient hardware utilization

e Visibility and reporting for better project predictability

e Better software quality by integrating and validating against all target platforms and configurations

For examples of ElectricFlow architecture configurations, see ElectricFlow Architecture on page 37.

What Makes ElectricFlow Unique?

ElectricFlow provides enterprise-class speed and scalability for software build and release management. Itis
easy to install and use on a simple build, yet scales to support the largest and most complex build and test
processes. ElectricFlow distributes jobs in parallel across multiple resources for faster overall cycle time.

ElectricFlow supports multiple teams, working in multiple locations, programming in multiple languages in an
environment that can be centrally controlled and managed. Shared assets and reuse make individual teams
more efficient by eliminating duplicate work, and gives organizations the power to deploy cross-company
standards.

ElectricFlow's unique analytics provide visibility into one of the best indicators of project success: compiled,
tested, working code. ElectricFlow's analytics database stores all build and test information for real-time and
trend reporting giving your organization the power to collect pinpoint statistics and to gain visibility into
important productivity metrics such as trends in error rates. Additionally, out-of-the-box reports provide
information about cross-project status and build trends by project and resource utilization. ElectricFlow's
integration with virtual lab automation (VLA) solutions also allows you to snapshot or reproduce a specific build
for auditing or troubleshooting purposes.

ElectricFlow provides unified process automation across the entire build-test-deploy life cycle and across
heterogeneous tools via integrations with leading ALM tools. Integrations with SCM tools enable continuous
integration, triggering builds whenever code is checked into the specified repository/branch. When used with
VMware Lab Manager, ElectricFlow can dynamically provision either physical or virtual resources without
manual intervention. This feature delivers efficient, dynamic resource provisioning and reduces development
and QA dependence on IT operations.

36



Introduction to ElectricFlow

ElectricFlow Architecture

ElectricFlow was designed to support small, mid-range, or enterprise scale software production. Based on a

three-tier architecture, ElectricFlow scales to handle complex environments. The ElectricFlow multi-threaded

Java server provides efficient synchronization even under high job volume.

The ElectricFlow server manages resources, issues commands, and generates reports.
An underlying database stores commands, metadata, and log files.

Agents execute commands, monitor status, and collect results in parallel across a cluster of servers for
rapid throughput.

Simple Architectural Overview

This local configuration applies to all the use cases. The ElectricFlow server, web server, artifact cache, Artifact

Repository server, workspace, command-line tools, resources, agents, and job steps are all in the automation

platform.

In this local configuration:

The ElectricFlow server manages resources, issues commands, and generates reports.
Resources, agents, and databases are managed in the automation platform.

An underlying database stores commands, metadata, and log files.

Procedures, which include job steps, are defined in the automation platform.

Job steps are executed on resources in the defined environments.

Applications (which include procedures), components, and environments are defined for deployment
automation.

Pipelines, stages, and tasks are defined for pipeline management.
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If you are only evaluating ElectricFlow, the ElectricFlow software, the database, the ElectricFlow server, the web
server, and the repository server can reside on the same machine.

In a production environment, the database should reside on a separate machine from the ElectricFlow server to
prevent performance issues. It is acceptable for the ElectricFlow server, web server, and repository server to
reside on the same machine in a local configuration, but not required.

Expanded Remote Configuration

ElectricFlow is not limited by only the components shown in the previous configuration. This configuration
applies to all the use cases.

The following shows a remote web server configuration and is an example for how you may set up a remote
web server installation.
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This type of remote web server configuration helps prevent network latency. If you have multiple sites,

ElectricFlow can be configured to help you work more efficiently.

Other Configurations

Go to the ElectricFlow Installation Guide (http:/docs.electric-cloud.com/eflow_doc/FlowIndex.html) for other

architecture configurations:

Proxy (universal) resources
Remote database

Multiple remote web servers
Multiple remote repository servers

Clustered configuration for horizontal scalability and high availability

Roadmap to ElectricFlow

Depending on what you want to do, go to the appropriate section.
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Use Case Definition Go to
Build-test Executing automated build and test processes, resulting in reduced costs, Automation
automation increase quality, reliability and traceability, and accelerated time to Platform on
market. Build-test automation is a key enabler of continuous integration page 498
(CI).
Deployment Executing automated application deployment processes, resulting in Deployment
automation reduced costs, increase quality, reliability and traceability, and Automation
accelerated time to market. Deployment automation is a key enabler of on page 42
Application Release Automation (ARA) and continuous delivery (CD).
Deployment
Examples on
page 130
Pipelines Executing automated end-to-end software development and delivery Pipelines on
processes, resulting in reduced costs, increase quality, reliability and page 283
traceability, and accelerated time to market. Pipeline managementis a key
enabler of Application Release Automation (ARA) and Continuous
Delivery (CD).
Release The Release feature captures, executes, visualizes, and controls the life Release
planning and | cycle of multi-application enterprise releases, where outputs from multiple Management
management | teams are coordinated to produce a final release to be pushed to on page 356
production. Releases allow you to execute and manage automated
software release processes (including end-to-end software development
and delivery processes), enabling Application Release Automation (ARA)
and Continuous Delivery (CD).
You can use the Release feature to deliver software releases through
traditional methods and/or ARA and CD methodology. ElectricFlow
manages all the releases, regardless of the release methodologies used
by the release team.
Automation Where you create, configure, and manage the objects that make the build- | Automation
platform test, deployment, and pipeline management possible. Platform on
page 498

Using Special Characters in ElectricFlow Object Names

You should avoid using the following special characters when naming objects in ElectricFlow. These characters

have special purposes or meanings within ElectricFlow or in the scripting language being used.

However, if any of these characters are used in object names, then your implementation must correctly escape

them at runtime (meaning in context of the scripting language, such as JavaScript, Groovy, or Perl) to avoid

errors or unexpected behavior.
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Character Description

/ Used for absolute property paths in ElectricFlow. The path syntax
is similar to a file system path specification.

[lor. Used in JavaScript.

Might cause problems when used in job names. Some operating
systems do not allow directories containing this character.

\ Used for escaping.

(space) or ' Should be enclosed in quotes when used in ectool or JavaScript.
Otherwise, it should be escaped properly. Also, spaces might
cause issues when used in resource pool names and should be
avoided.

, or; Might cause issues when used in user names (such as in a list of
approvers).
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Deployment Automation

ElectricFlow™ DevOps automation accelerates development processes and simplifies operations. It
accelerates the continuous delivery of software and makes software release processes more repeatable,
visible, scalable, and efficient. It provides domain-specific capabilities to automate some or all phases of your
software delivery process, including the build, test, integrate, deploy, and release processes. It gives distributed
DevOps teams shared control and visibility into infrastructure, tool chains, and processes. It enables agility,
availability, predictability, and security across many build-test, deployment, and release pipelines.

ElectricFlow uses a “model driven” approach to abstract the application architecture from the environment,
infrastructure details so that the same application can be deployed to many environments using parameterized
processes. ElectricFlow supports the creation, versioning, deployment, required middleware, and infrastructure
details for a complete release package. You can model and version applications and environments to
orchestrate the software release flow, and also to standardize and automate the deployment of applications
between environments.

ElectricFlow Deploy makes deployments manageable, reproducible, and error-proof by modeling the
application, the environments to which it will be deployed, and automating the workflow needed for the
deployment. The model can be broken into these parts of your application deployment:

e What-You are deploying the application, which contains references to the files being deployed.
e Where—The application will be deployed to an ElectricFlow environment.

e How-You run processes that orchestrate deployment tasks to deploy the application to the environment.

Deployment Fundamentals

What: Application model
Where: Environment model

How: Various Processes

Applications and Processes

This section describes what you model (an application) and how you deploy it to an environment.
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Deployment Fundamentals

What: Application model
Where: Environment model

How: Various Processes

Applications are modeled by providing information about their components and defining the processes that
orchestrate the deployment of those components. An application object in ElectricFlow consists of one or more
application tiers. For example, MyApp is a three-tiered application with the Web, Application and database
server (DB server) tiers.

Application

Tiers MyApp
Components ) - _ |
Wi
(eg myWarFile) eb Tier Application Tier DB Server Tier

App Processes
(eg. Deploy)

Meta-data
(Name,
properties,etc)

An application tier is a logical grouping of components. Each tier contains components. A component is based
on an artifact and contains a reference to that artifact. This can be through the file system or an artifact
repository. The application tier also contains component processes. A component process is a set of actions to
be taken on that specific component when the application is deployed. The set of steps in a component process
can be defined as

e Direct commands
e C(Calls to ElectricFlow plugins, procedures, or utility functions
e Component operations based on the component definition

e Manual steps
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Tiers
Content Reference
Components
(e myWarFile)
Component omp Froce ep
Processes : gin Actio
(0
App Processes Step 1
(gg. Deploy) L

Step Step
z

Meta-data (Mame,
properties, etc)

Step 4

Application processes are at the application (parent) level. These processes are invoked to orchestrate
operations against the application. The steps in an application process can be defined as:

e Calls to component processes

e Direct commands

e (Calls to an ElectricFlow plugin, procedure, or utility function
o Manual steps

e Avollback step to roll back to a previous state or to a specific snapshot

Tiers

Content Reference
Components
(eg mvWarFile)
Component omp Froce ep
Processes : gin Actio
0
App Processes Step 1
(eg- Deploy)
0

2 plo Step Step
3

Meta-data (Name,
properties,etc)

Step 4
Step Step
2z 3

Step 4

Properties and parameters allow the same application to be deployed to many environments in a repeatable,
reliable, and scalable way. They are used extensively throughout ElectricFlow and can be dynamically passed
to all operations, including application deployments.
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e Properties provide a flexible and powerful mechanism to manage data during all operations. They can
be attached to any ElectricFlow object, such as applications, processes, tiers, components, and
credentials. Go to Properties on page 915 for more information.

e Parameters provide a way to getinput from users at runtime to deploy the application to a variety of
environments. Parameters can be attached to processes, process steps, components in the application.
Go to Deployment Examples on page 130 and Parameter - create new or edit existing parameter on
page 679 for more information.

Go to Deployment Examples on page 130 for examples of how to author and deploy an application in the Ul.

In an application, you can also:

e Define process steps based on commands or scripts using the ElectricFlow DSL, ElectricFlow RESTful
API, ElectricFlow Perl API, Groovy, or JRuby. See the ElectricFlow API Guide on the Electric Cloud
Documentation page for the commands and code samples.

e Create a library of standardized reusable components to promote best practices across the enterprise
and speed up application authoring with master components. Go to Master Components on page 75 for
more information.

e Save snapshots of the application throughout the software release process. A snapshotis an immutable
version of an application with specific artifact versions that can be used to optimize and troubleshoot the
application. Go to Snapshots on page 275 for more information.

e Track changes for non-runtime objects such as projects, applications, environments, processes,
components, artifacts, resources, and properties in the Change History. Go to Configuring Change
Tracking on page 863 for more information.

Environments

This section describes where applications are deployed.

Deployment Fundamentals

What: Application model
Where: Environment model

How: Various Processes

Environments are modeled using resources that are statically defined on the system, dynamically spun up at
deployment time, or a combination of both. An environment object in ElectricFlow contains one or more tiers.
These tiers should map with the tiers in the application and are logical groupings of resources. Each tier defines
the resources in that tier, which could be static resources in the ElectricFlow system or dynamic configurations
that are spun up on deployment. An environment also contains an Environment Inventory that details the current
versions of each component or snapshot deployed in that environment.
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ElectricFlow

Environment Tier

Resources

Dynamic resource
configs

Meta-data
(Name, properties,
credentials, etc)

Inventory

*  Snapshots
Enyv Inventory *  Artifact versions
*  Process versions

Once you have defined your application and environment, they must be connected with a tier map. Thisis a
mapping of the application tiers to the corresponding environment tiers where the application will run. Tier maps
provide a level of indirection, allowing you to freely add or remove resources from an environment without
having to make any changes to the automation.

Application Environment

Go to Creating Environments on page 156 for more information about modeling static environments.

Go to Deploying Applications in Dynamic Environments on page 202for more information about modeling
dynamic environments.

Property Reference Use Case

Property referencing is one of the most powerful features in the ElectricFlow product suite. Mastering property
referencing will let you extend ElectricFlow to meet your organization’s deployment needs.
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This use case shows how to leverage properties to create a flexible deployment model. It assumes that you are
developing an ElectricFlow application for a web application deployment to production. The deployment
process requires that the application is properly tested in the DEV and QA environments before deploying it to
the production. Each of these environments uses different database connections for certifying various aspects of
the web application. The QA environment uses a database that is created specifically to test the scalability
aspects of the application. The challenge is to determine how to manage the database configuration across
these environments.

Start by modeling three environments under a project called Banking:

e DEV

e QA

e PROD
13 Environments 1 v = All projects select[ AW | O Add 4

1 [E Environment Templates | 0 &) Rescurce Templates |

EE @ clumsy_bird-env-dsl = Default 3= 3EH 0§ = . 3
BE m DEV ZBankingg 2= 08H 0 «f =
EE 1 he-store dev & Default 3= 3H 0 B = I N
EE @ heatclinic-dsl SDefaut 2T 2F 0+ @ = 1
H BE © heatclinic-ge ZDefaut 2= 2F 1 of = . 3
n EE @ j-env-dsl & Default 2= 28 1§ = 1 B
EE @ jpetstore-ge == Default 2= 2B 1 = N
n EE @ PROD ZBanking 1= 1H 0 @ = ; T
n EEmQA = Default 1= 18 08 @ == : =N
m EE | QA ZBanking 2= O0FE 0 ef = 1 3

Then create the appropriate database (DB) credentials in the Banking project for each database used with
these stages. Each credential is identified by a name:
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1 Properties Folder +mll Add 4
5E Dev Select [ ar |
| MName Value -

= mll DEV
¥ DB_credential db-dev = |

1 Properties Folder +mll Add 4
5HE oA’ Select [ ar |
| MName Value -

=~ mll QA/
% DB_credential db-qa H

1 Properties Folder +mll Add 4
EE PrROD Select [ ar |
| MName Value -

=+ il PROD
% DB_credential db-prod H

For each environment, create a property called DB _credential and initialize it with its corresponding DB
credentials name.

To leverage these properties in an application or component process step, use $ [ /myEnvironment /DB _
CREDENTIAL] to identify and access the DB credential information as described in these following knowledge
base articles:

https://helpcenter.electric-cloud.com/hc/en-us/articles/202827083-KBEC-00032-Hiding-an-application-s-
password-with-a-credential

https://helpcenter.electric-cloud.com/hc/en-us/articles/206611313-KBEC-00325-Can-t-access-attached-
credential-using-ectool-getFullCredential
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Using this credential information, you can connect ElectricFlow to the appropriate database and populate the
necessary test data. In this use case, myEnvironment refers to the currently running environment. There are
similar shortcuts available for other deploy objects, such as myApplication or myEnvironmentTier. You can
extend this concept to store environment- or environment-tier specific attributes such as port numbers or URLs.

Deployment Strategies

ElectricFlow provides several ways to deploy applications, including deployment policies (such as rolling
deployments, blue/green, canary, and dark launch) and deployment options (such as smart deploy, staging
artifacts, and error handling). By default, applications are deployed to all resources in the environment at once,
and process steps are run sequentially. You can customize how an application is deployed using the options
described in Application Deployment Options on page 64. For example:

e When authoring processes, you can define the error handling method for a process step or use rollback.

e Before the running an application, you can stage artifacts to ensure that all the artifacts are available at
runtime, reducing the deployment time.

e Atruntime, you can deploy everything (full run), only changed objects (smart deploy), specific objects
(partial run), and/or snapshots.

In some situations, instead of deploying an application to all machines in the environment at once, itis better to
deploy the application in batches.

As you get closer to production environments, reducing the downtime and risk while releasing newer versions
becomes business critical. This is especially critical in production environments with live end-user traffic all the
time. In some cases, the applications are the backbone of a website and are critical to the business, such as a
banking or investment website. Any downtime on the production website can adversely affect the business.
ElectricFlow allows modeling the various deployment strategies described in the following sections. The end
goals of all these strategies are very similar — reducing the downtime and risk. ElectricFlow also allows
modeling strategies such that they can be practiced in lower environments like QA or Pre-Prod to ensure
success during production rollouts.

Rolling Deployments

One way to reduce the downtime and the risk associated with application deployments is to use rolling
deployments. The goal is to minimize downtime to zero or as low as possible withoutimpacting the availability
of business critical applications. Rolling deployments are release patterns where the application is gradually
deployed to the machines one at a time or in batches. Rolling deployments can be run throughout the release,
but they are especially useful near the end of the release process, close to the production environment.

The Rolling Deployment strategy is applicable when the environment caters to end-user traffic and the
environments being upgraded is the same.

This is an example of a rolling deployment in a load-balanced environment. When a new version needs to be
added to both nodes, itis deployed to the first node while the second node is actively handling the end-user
traffic. After the new version is successfully installed on the first node, it starts to handle the end-user traffic while
the new version gets applied to the second node. After the new version is successfully installed on the second
node, both nodes can actively handle traffic.
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Both nodes running . . . Patching 1% node .. . Patching 2™ node ... Both nodes running ...
[ —— M _

L m i L

Rolling deployment is an excellent strategy for reducing downtime when you have environments with large
numbers of static resources. ltis also a cost-effective strategy as no additional resources are required, unlike
other strategies. A Rolling deployment generally requires thinking about backward compatibility across the
application components.

ElectricFlow natively supports the modeling of rolling deployments for the desired environments. For an
environment, you can choose if rolling deploymentis enabled. For environments in which you wantto run a
rolling deployment, you can choose between a phased-based or batch-based deployment.

¢ Rolling deployment using phases: This rolling deployment strategy is useful where there is a
deterministic mapping between resources and the phase to which they belong. You can either assign
resources to phases manually or dynamically using expressions.

¢ Rolling deployment using batches: This rolling deployment strategy is useful for environments with large
numbers of resources where deterministic mapping between resources and batches is not necessary.

You can decide batch sizes by specifying a number or percentage per tier. Examples are deployment to
two resources at a time for the Web tier or to 25% of the resources at a time in the application server tier.

You can also specify a property reference (s []). This is useful when you want to apply a property
reference to control the batch size based on applications, external configuration files, and so on.

Go to Rolling Deployment Use Case on page 52 for an example of modeling rolling deployment.

Blue/Green Deployments

This technique reduces downtime and risk by running two identical production environments referred to as blue
and green. The key difference between rolling deployment and blue/green deployment is that there are two
physically separate environments. At any time, only one of these environments is live, serving all of the
production traffic. While new versions of the applications are deployed to the second (blue) environment, the
first environment (green) is serving production traffic. When the new versions are satisfactorily deployed to the
second (blue) environment, all of the end-user traffic (100%) is diverted to it to make it live. After the switch, the
green environment becomes inactive and next release can be applied to it and the process can be repeated.
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Old Version
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senver SEnver

Application Database
Server Server

New Version

The blue/green deployment strategy is especially useful with dynamic cloud environments. If environments are
automatically spun up for every new deployment,the blue/green deployment strategy becomes compelling as
the older environment can be decommissioned easily. The blue/green strategy is also useful when itis
mandatory to maintain a separate mirrored environment for disaster recovery, as required by some financial
companies.

While blue/green deployment makes it much simpler to recover from unforeseen deployment errors, as there
are two separate environments, it comes with a higher cost. Because the blue/green strategy requires more
than one environment and resource duplication, the overall costs might be higher than rolling deployments.

ElectricFlow allows modeling blue/green deployments with multiple options, but the most logical option is to
create separate blue and green environments in the product. These environments are identical for all practical
purposes. They can be created before the deployment if they are using static resources, or they can be created
dynamically at the deployment runtime using environment templates. Modeling blue and green as separate
environments also allows keeping track of the component inventory independently so that users can always
know what is deployed to the blue vs green environments at any time.

Go to Blue/Green Deployment Use Case on page 61 for an example of modeling a blue/green deployment.

Canary Deployments

This technique is an advanced variation of the blue/green deployment. Similar to blue/green deployments, there
are two separate environments. In steady state, only one environment is handling the production traffic. During
deployment time, new versions are applied to the second inactive environment similar to a blue/green
deployment. Once the second environment with the newer version is satisfactorily tested, a portion of the end-
user traffic is diverted to it. The first environment runs the old production version of the applications and bears
the majority of the traffic while the second environment runs the new version of the applications and caters to a
small portion of the traffic. This is a great way to test the new version with live traffic, and if everything looks fine,
all the traffic can be diverted to the new version, or if there are issues with the new version, the older version can
be keptinstead.
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ElectricFlow allows modeling canary deployments similar to blue/green deployments by creating separate
environment objects. They can be created before the deployment if they are using static resources, or they can
be created dynamically at deployment runtime using environment templates. Modeling them as separate
environments also allows keeping track of the component inventory independently so that users can always
know what is deployed to which environment at any time.

The canary strategy is quite similar in purpose and implementation to strategies like Dark Launch where the
purpose is to launch a new feature to a subset of users. These features can be either partially visible or not
accessible at all, and that can be controlled using feature flags. Modeling such a deployment strategy in
ElectricFlow is similar to a canary or blue-green strategy.

Other Deployment Strategies

Deployment strategies can be named differently, but they all serve the core purpose of reducing downtime and
risk. While modeling such a deployment strategy in ElectricFlow, the best practice is to ask a question—does this
strategy require a single environment or multiple environments logically? Based on that answer, you can
choose to model using a rolling deployment style, blue/green style, or even a combination. ElectricFlow allows
the flexibility to model most of these scenarios.

Rolling Deployment Use Case

Rolling Deployment is one of core strengths of the ElectricFlow. You can develop your application model
independent of the deployment strategy and the environment model. When you model an environment, you can
enable rolling deployment. You can also enable rolling deployment on an environment by selecting the rolling
deployment option when you deploy an application.

In the list of application run details, ElectricFlow filters out any component process step that has no resource to
execute in a particular phase of the rolling deployment. (The platform job details page continues to show all
steps in the process.)

This example shows how an e-Commerce company uses the rolling deployment strategy to deploy its shopping
cart application to production. The shopping cart application consists of three tiers, the Web, App and DB tiers.
The company wants to deploy this application to the PROD environment in four phases:

e First phase: Deploy only to the DB tier and verify the DB upgrade.

e Second phase: Deploy to a few resources in the App and Web tiers and verify that the application was
deployed successfully.
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e Third phase: Deploy to a few more resources in the App tier based on some rules.

e Fourth phase: Deploy to the remaining resources.

Modeling this rolling deployment consists of the following:
1. Creating the "ShoppingCart" application with three tiers that map to the corresponding components.
Creating an environment named PROD with tiers matching applications tiers.
Configuring the PROD environment to support rolling deployment.
Defining the rolling deployment phases.
Running the application on the PROD environment using rolling deployment.

Viewing the application deployments details.

N o o A w N

Summary

Creating the "ShoppingCart" Application

Create the "ShoppingCart" application with three tiers that map to the following components.

& Default / Applications / 2 ShoppingCart Tier 3 +=  Process v2 #%  Map +5 4§

1l
i
1l

DB
DBUpgrades

Note: In ElectricFlow, you can develop your application model based only on business requirements without
having to give any special considerations to the deployment strategy.

Creating the PROD Environment

Create an environment named PROD with tiers corresponding to the applications tiers.

<« = Default | Envirenments / §E PROD Available Tier 3 =

Web DB

App
4

Configuring the PROD Environment
Configure the PROD environment to support rolling deployment.

To enable rolling deployment on the environment:
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Click in the upper right corner of the Environment Visual Editor, and select Rolling Deploy.

Available

Tier 3 4=

The Rolling Deploy dialog box opens.

Rolling Deploy
PROD
e Phases the de O
o zes the de O
BB Phases
[Ej Batch Sizes

There are two rolling deployment strategies that are supported out of the box:

e Phasing: Phases are the preferred option when you want to control the resources and specify the order
in which they are used.

e Batching: Batch Sizes are the preferred option when you do not need to control the resources. The
resources are selected at random based on the specified batch size.

You can configure both these strategies on the environment, but only one can be active ata time
Defining the Rolling Deployment Phases

In this example, the phasing strategy will be used during the rolling deployment.

What you need to know about phases:
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e Phases are ordered, and rolling deployment relies on this phase order.

e There are three types of phases:

In this example:

e Tagged: Tagged phases are useful when you want to explicitly control the resources used

during a rolling deployment

Expression: Expression is useful when you want to pick resources for a phase dynamically at
run time using conditions. This is done using JavaScript expressions. This is useful when you
do not want to tag individual resources and instead want to apply an expression to pick the
resources.

Broadcast: This type of phase can be used where you want the deployment to run on all the
unused resources in environment.

While not mandatory, the broadcast phase will most likely be the last phase in the phase
order. The broadcast phase combined with the expression will provide flexibility during the
rolling deployment.

There can be only one broadcast phase for an environment.

e PHASE1 is a tagged phase.

e PHASE2 is a tagged phase.

e PHASES3-EXP is an expression phase.

e PHASES3-BC is the broadcast phase.

To add phases:

1. In the Rolling Deploy dialog box, click Phases to use phasing as the rolling deployment strategy.

o a0 k0w N

In the Phases dialog box, click Add+ in the upper right corner to add a phase.
Enter the name of the first phase (PHASE1) and click Save.

Enter the name of the second phase (PHASEZ2) and click Save.

Enter the name of the third phase (PHASE3-EXP) and click Save.

Enter the name of the fourth phase (PHASE-BC) and click Save.

To assign resources to the phases
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In PHASE1, assign the only resource in the DB tier to PHASE1.
1. Select PHASE1.

Rolling Deploy on E E PROD

Assign Phases to this Environment Resources

1 ¢ PHASE1 [ : 0E
2.t PHASE2 0E
3. ¢ PHASE3-EXP 0 E
4. $ PHASE3-BC 0E

+© +(m)
+<O +(w)
+§ +(wm)

+{ +(m)

2. Click Assign Phases to this Environment Resources.

A dialog box showing all the resources across all the tier opens.

3. Select the resources that you want for this phase, and then click Assign Phase in the upper

right corner.

For PHASE1, select the DB resource:

€ [QFna. ] snowony [@ O Pools - 0 Selected B 9Resources - 1 Selected

Assign Phase BB

v Name Platform Up/Down Tiers

+ 1. B PRODes A finux 4 Up DB

Phases

=

4. SelectPHASE1.

4 Phases - Select one

O BB PHASEI
O BB PHAsE2

O BB PHASES-EXP

(O BB FPHASE3-BC

(O ] Unassign Phase

5. Click OK.

In PHASEZ2, repeat the same steps described for PHASE1 and assign a few resources from the App and

Web tiers to PHASEZ2.
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e For PHASE3-EXP, enter an expression to deploy a few more resources in the App tier based on the

some rules.

1. Select PHASE3-EXP and click

+9

to define the phase with an expression phrase.

2. Enter the expression phrase.

3. PHASES-EXP O +io) #

:

X Phase Gondition @

var phaseResources = [J;
for(var i=0;i<resourceList.length;i++){
ifresourceList(i].resourceName == "BR1" || resourceList[i]. resourceName
phaseResources.push(resourceList|i]);

"BR2" {

}

Note: When you click ?, a pop-up window opens and shows sample code for phase
conditions.

Py e mte sy sl

Rollin

This sample code will returns all resources
that are of type "windows"

Be
Specify a fragment returns a set of resource
to be picked up for a phase Available

environment variables for scripting
¢ il L s o

w

L s Lict Ao o

Phase Condition ®

3. Click Save.
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+ (iw1)
e For PHASE3-BC, click to make this a broadcast phase to deploy to the remaining resources.
4. $ PHASE3-BC 0 +O #(o) o
X Broadcast

Deploy to all remaining unassigned Resources in the Tier [J

e Click Save to save the definition.

IMPORTANT: You can name the phases in your rolling deployment any name you want, such as ORANGE,
YELLOW, EAST, WEST, and so on. What is important when defining the phases is the order and type of the
phases.

At this point, rolling deploymentis enabled on the environment with phasing as the default strategy, and phases
are defined as follows:

Rolling Deploy on PROD
Assign Phases to this Environment Resources [>]5]
1. ¢ PHASET1 2 +O +im) &
2. § PHASE2 3 +O +(e) ¢
3. $ PHASE3-EXP 0 +O +ie) o
4 ¢ PHASE3-BC 0 +Q tie) &

Note: This is an example setup explaining the available options. Itis not necessary to use all the different types
of phases. For your deployment, choose the phase types that apply to your use case.

Running the Application on the PROD Environment Using Rolling Deployment
When you are ready to run the application, go to the dialog box to set the runtime settings for the deployment:

When you select the PROD environment, the option to enable Rolling Deployment is available because rolling
deployment was enabled on the PROD environment. If you select another environment where Rolling
Deploymentis not enabled, the rolling deploy option will not be available. This way, the same application
process can automatically behave in different ways based on the chosen environment, giving you the benefit of
the model-driven approach.
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New

Run 2 ShoppingCart

Deploy v

.

1 @ Select Snapshot ¥ @ Sompare g
) & Artifact ) Selectec ::
Tl Parameters =1

[ Rolling Deploy @

Smart Deploy is (-] Artifact Staging is 2]

Rolling deploymentis now enabled.

Rolling Deploy @ - |

Clicking shows the rolling deployment details.

You can enable or disable phases and to insert a manual step after each phase. When you click Insert Manual
Step after each Phase, the options to run the manual step and the field to assign users who can perform the
step are available.
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Rolling Deploy

HE5PROD

1. PHASE1 0B =
2. PHASE2 0E

3. PHASE3-EXP 0E
0B

. PHASE3-BC

Insert Manual Step after each Phase @

QO Onsuccess
QO _onEmor

(® _onBoth

Assignees

Viewing the Application Deployment Details

Once the rolling deployment starts on the PROD environment, you can view the job details to see the
breakdown and progress of the deployment. You will notice the job step breakdown corresponding to PHASE1,
PHASE2, PHASE3-EXP, and PHASE3-BC. You will also see the automatically inserted manual step after each

phase.

o Appications /View Fun /o ShoppingCart / @ Depicy /B PROD bAeos() ¥

n (5) 85_Deploy_ShoppingCart_Default_20180805153204 vad Aug05,2016- 15:82 000128 @ B 99% ¢+ B
n (@) Pnase PHASE! Aug 05, 2016 - 15:32 (5 00:00:04 100% ¢+ 9
n (&) Manual Approval - Phase PHASE! completed Aug 05, 2016 - 15:32  (§00:01:18 50% ¢ 0O
u ° Phase PHASEZ Aug 05, 2016 - 16:32 (3 00:00:00 0% & 91
n @) Venual Approval - Phase PHASE2 completed Aug 05, 2016 - 15:32 (5 00:00:00 0% & |
n ° Phase PHASES-EXP Aug 05, 2016 - 15:32  ( 00:00:00 0% ¢ 9=
n ° Manual Approval - Phase PHASES-EXP completed Aug 05,2016 - 15:32  (500:00:00 0% &
n o Phase PHASE4-8C Aug 05, 2016 - 15:32  (00:00:00 0% ¢ 9
n ° Manual Approval - Phasa PHASE4-BC completed Aug 05,2016 - 15:32 ¢ 00:00:00 0% &

Note: Any phase thatis skipped because there is no resource associated with itis not shown.

You can also use property references to access the current rolling deployment type or the iteration thatis in
progress:

e Toreturn the rolling deployment type (phase or batch), use $[/myJob/rollingDeployType].

e To return the rolling deployment iteration that is in progress (such as PHASE1, PHASE2, and so on for
batch rolling deployment strategy or phase name for phase strategy), use
$[/myJob/currentRollingDeployIteration].
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Summary

This example shows how to deploy an application to the PROD environment using the rolling deployment

strategy and meet these conditions:

The deploymentran in four phases.
In the first phase, deploy only to the DB tier and verify the DB upgrade.

In the second phase, deploy to a few resources in the App and Web tiers and verify that the application
was deployed successfully.

In the third phase, deploy to a few more resources in the App tier based on some rules.

In the fourth phase, deploy the remaining resources.

Blue/Green Deployment Use Case

Blue/green deployments are very straightforward to implementin ElectricFlow. Because blue and green are two

physically separate environments, they can be easily configured in the ElectricFlow environment model. Once

these models are defined and mapped to applications, the blue/green deployment can be executed like other

deployments in ElectricFlow.

This example shows how an e-commerce company can use the blue/green deployment strategy to deploy its

shopping cart application to production. The current deployment process mandates that the application be

tested in development and QA environments before the application is deployed to the production environment

where the blue/green strategy is used.

Modeling this blue/green deployment consists of the following:

1.

2
3
4.
5
6

Creating four environments

Mapping the environments to the ShoppingCart application
Creating a pipeline with three stages

Creating three tasks for the PROD stage

Running the pipeline

Summary

Creating Four Environments (DEV, QA, BLUE, and GREEN)

Create four environments called DEV, QA, BLUE, and GREEN.
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Note: BLUE and GREEN are names for the environments in this use case. You can use any names you want for
them as long as itis clear how they map to BLUE and GREEN.

Mapping the Environments to the ShoppingCart Application

Select the ShoppingCart application, and map the application tiers to the corresponding environment tiers in
DEV, QA, BLUE, and GREEN.

viow B & Q

Tier 2 += Process » 2 £¥ Map + 5 +3
B BLUE

8 DEv

EH GREEN

Creating a Pipeline with Three Stages

Create a pipeline with three stages called DEV, QA and PROD.

A G | Prgsires | O SteppngCanipsns stage 3 ks +000

Creating Three Tasks for the PROD stage.

In PROD stage, create three tasks:
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These are the task details:

Number Task Name

Description

1 DeployShoppingCart

This is another process task similar
to whatis in the DEV and QA stages
that the environment name is
parameterized. The system will
automatically switch deployments
between the BLUE and GREEN
environments.

2 CertifyDeployment

This is a manual step to review and
certify the deployment.

3 completePostCertificationTasks

This is an automation task to run
any post certification tasks such as
updating the load balancer and
switching the environmentin
preparation for the next pipeline run
(for example, update the TargetEnv
parameter)

| Default

Topi-ivel Progertss | RolingDapksy

TageiEr BLLE
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Running the Pipeline

In a blue/green deployment, before you run the pipeline, the GREEN environmentis serving all of the
production traffic, and the BLUE environment is ready to be upgraded to the new software version.

Before starting the deployment, setthe Rol1lingDeploy/TargetEnv property on the project to the first
environment to which you want to deploy. Rol1lingDeploy/TargetEnv will be setto BLUE because the
GREEN environment is currently catering to end-user traffic.

When the pipeline starts:
1. The pipeline will start at the DEV stage and continue to the PROD stage.

2. Once the deployment reaches the PROD stage, the application process task will deploy to the BLUE
environment based on the property value $[/myProject/RollingDeploy/TargetEnv], which was
set to BLUE at the beginning of the run.

3. Once the deployment task has completed, there is a manual step to functionally verify the deployment.
If there was a need for some automated testing, those tasks can easily be added to the pipeline stage.

4. Once the deployment completes successfully, switch the user traffic to the BLUE servers, and update the
RollingDeploy/TargetEnv property to GREEN.

Setting the property value to GREEN will ensure that the next deployment will happen to the GREEN
environment while the BLUE environment serves all of the production traffic.

Summary

This example shows that blue/green deployments is very straight forward and easy to implementin
ElectricFlow.

Canary Deployment Use Case

The purpose of a canary deployment is to deploy an application to a small set of servers for validation by a
subset of users. Once user validation is complete, the application is rolled out to a larger set of servers. This is
very similar to blue/green deployments where you can model separate environments and use pipelines to
control deployments to higher-order environments. To implement this use case, see the Blue/Green
Deployment Use Case on page 61 first. The key difference with canary deployments is that part of the traffic is
routed to the environment with the latest version. You can achieve this by interacting with load balancers using
plugins such as F5's BiglP at the righttime in a pipeline task or process step.

Application Deployment Options

ElectricFlow supports the following out-of-the-box options to deploy applications:
e When authoring processes or procedures:

e When defining a step for an application or component process, you must select the actions if
a step fails:

On Error: Select Stop running to stop the process or Continue running to go to the next step
in the process. The defaultis Continue running.
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Run if: When there are conditions to be met before going to the next step, select one of the
following options. The defaultis all.

¢ all: All conditions must be met before the step proceeds.

e any: Atleast one condition must be met for the step to proceed.

You can also attach parameters that affect how the step is executed at runtime. Depending
on the type of step that you selected, different sets of parameters or fields are displayed.

Go to Example: Modeling and Deploying Applications on page 133 for examples of how to do
define component and application process steps.

¢ When defining a step for an application process, you can select one of these options:

Components—Use this to run a component process when the step is executed.
Plugins—Use this to run a third-party plugin.
Command-Use this to run one or more commands or a script.

Procedure—Use this to run a set of best practices, subroutines, modules, or functions
that you can create and reuse at the platform level.

Utilities—Use this to run a higher-order operation than a third-party plugin for
application modeling.

Manual-Use this when a manual step is to be performed by a designated assignee.

Rollback-Use this to restore the deployment model to a previous state before a
deployment failed.

Step Type

Components

Plugins

Command

Procedure

Utilities

Rollback
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e When defining a step for a component process, you can select one of these options:

Component Operations—Use this to run a component operation.
Plugins—Use this to run a third-party plugin.
Command-Use this to run one or more commands or a script.

Procedure—Use this to run a set of best practices, subroutines, modules, or functions
that you can create and reuse at the platform level.

Utilities—Use this to run a higher-order operation than a third-party plugin for
application modeling.

Manual-Use this when a manual step is to be performed by a designated assignee.

Step Type

Component Operations

Plugins

Command

Procedure

Utilities

Manual

e You can use process branching to specify the path through an application or component
process based on transition conditions other than out-of- the-box options. Decisions about
the next step in the flow are made while the process runs. This is similar to the transition
conditions for workflows in the automation platform (see Workflow Overview on page 1060
and Workflow Details on page 803).

Go to Process Branching on page 117 for more information about process branching states
and conditions and how to setthem in a process.
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e When defining a step for a procedure, you must select the Error handling action if the step
fails.

You can set the parameters for subprocedure steps.
You can also set run conditions and preconditions for command and subprocedure steps.

Go to Step - create new or edit existing step on page 668on how to set these options.

e When modeling environments:

Environment tiers in the environment model represent groups of targets defined by their purpose, such
as web servers, databases, and artifact repositories. For example, an environment may have
environment tiers for the different types of web servers called "Apache," "Tomcat," and "MS SQL", which
contain all the files for your company's website in one or more locations. The resources in the Apache
environment tier are the Apache servers in each location.

Environment Reservation and Calendaring allows you to manage and reduce deployment conflicts and
risk when deploying applications, pipelines, or releases.You can schedule blackout periods for planned
maintenance work and reserve environments to ensure that resources are available when you need
them. The Calendar view makes it easy to visualize planned deployments and conflicts.

When staging artifacts before the runtime:

Artifact staging retrieves artifacts that will be deployed before the deployment run starts. This ensures
that all the artifacts are downloaded and available during runtime. It also reduces the application
runtime. Artifact staging is enabled by default. Go to Artifact Staging on page 113 for more information.
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e Atruntime, select one of the following ways to deploy the application. Go to Example: Modeling and
Deploying Applications on page 133 for deployment examples.

Smart deploy

This deployment method reduces risk and time by only deploying changed objects.
ElectricFlow automatically detects the differences between whatis about to be deployed and
what has already deployed to an environment. It deploys only those objects not yet deployed
to a specific resource or to resources where the object version is different. You can use this
method throughout the software release life cycle.

Full run

The system deploys the application with all the application processes, components, and
artifacts.

Partial run

The system deploys the application with only the selected application processes,
components, and artifacts.

Selecting artifacts with specific versions to deploy
The system runs the application with only the selected versions of the artifacts.
Snapshot

The system deploys a snapshot of the application. Also go to Example: Creating, Deploying,
and Comparing Snapshots on page 277 for an example using snapshots.

A combination of these ways:

Full Partial | Artifacts Snapshot
Run | Run with
Specific
Versions
Smart Deploy Yes Yes Yes
Full Run Yes Yes
Partial Run Yes Yes
Artifacts with Yes Yes
Specific
Versions
Snapshot Yes Yes
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Artifact Staging

ElectricFlow retrieves the artifacts that will be deployed in an application run before the deployment
starts. This ensures that all the artifacts are downloaded and available on the target. It also minimizes
the time it takes to retrieve artifacts and reduces downtime during the deployment. Go to Artifact Staging
on page 113 for more information.

When an action fails in the process

When an application deployment fails, you can use rollback to restore the deployment to a previous
state before the failure occurred. This operation is supported only in application processes in the
deployment model. Go to Rollback on page 115 for more information.

Automated Environment Discovery

Automated Environment Discovery, also referred to as auto-discovery, makes it easier to create models using your

existing resources and environments for deployment automation. You need to set up the resources and

environments before creating the deployment model and authoring processes in ElectricFlow. When deployments

have large numbers of resources and environments, automated environment discovery speeds up application

authoring by:

Providing resource discovery using middleware plugins, such as EC-WebSphere, on existing resources
and environments.

Allowing the use of discovered resource configurations to accelerate process authoring and deployment
automation.

You can initiate the discovery operation on resources from the following pages in the Ul:

At the platform level, go to the Cloud > Resources page.
From the Environments Visual Editor for a specific environment.

From an environment tier in the Environments Visual Editor.

Resources Page

Starting from the Cloud > Resources page:

1.

Select one or more resources.

Example:
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2. Click the Resource Discovery button ( ) in the upper right corner.

The Resource Discovery dialog box opens.

3. Inthe Discover Using field, select the plugin to use to run the Discover procedure for the selected
resources.

4. (Optional) If the plugin requires a configuration for the Discover procedure, select the configuration from
the drop-down listin the Configuration Name field.

Example:
Resource Discovery
Discovery Using: = |BM WebSphere v
Configuration Name: = websphereConf v

5. Click OK.

If the discovery request was successfully submitted, a message appears in the dialog box:
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If the discovery could not be run because the user does not have the appropriate permissions or because there
were errors, an error message appears describing the error.

Environment Visual Editor

Starting from the Environments List:
1. Click on an environment name to select it.

The Environments Visual Editor opens.
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2. Click the button and select Resources Discovery.

Example:

The Resource Discovery dialog box opens.

Example:

- Select Plugin v
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3. Inthe Discover Using field, select the plugin to use to run the Discovery procedure for the selected
resources.

4. (Optional) If the plugin requires a configuration for the Discovery procedure, select the configuration
from the drop-down list in the Configuration Name field.

Example:

- IBM WenS phere v

websphereConf v

5. Click OK.

If the discovery request was successfully submitted, a message appears in the dialog box:

If the discovery could not be run because the user does not have the appropriate permissions or because there
were errors, an error message appears describing the error.

Environment Tier

Starting from an Environment Tier:
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1. Selectan environmenttier in the Environments Visual Editor.

2. Click the button for the tier, and select Resource Discovery.

Example:

Dewis H

Froperties =] h

Accuws Condrol ‘

(hange Mistory )

Capmbidmn 4

Rl o it cmelal E

The Resource Discovery dialog box opens.

3. Inthe Discover Using field, select the plugin to use to run the Discovery procedure for the selected
resources

4. (Optional) If the plugin requires a configuration for the Discovery procedure, select the configuration from the
drop-down listin the Configuration Name field.

Example:

- IBM WebSphere v

weDsphere Cont v

5. Click OK.

If the discovery request was successfully submitted, a message appears in the dialog box:

Successfully initiated the Configuration Discovery for the Tier Resources

74



Deployment Automation

If the discovery could not run because the user does not have the appropriate permissions or because there were
errors, an error message appears describing the error.

Master Components

Master components promote component reuse. They provide an easy way to create new components by
reusing existing component definitions and the underlying process definitions. Master components are
components that can be created and managed independent of any application. A master component consists of
a component definition and one or more component processes. Master components are then leveraged to
create application components either by referencing or copying them.

You can use master components to create a library of standardized reusable components which can help to
promote best practices across the enterprise (such as a standard WebSphere component, standard IIS
component, and so on). When deployments have large numbers of similar components, this can be used to
speed up application authoring by leveraging prebuilt component and component-process logic.

A component has two parts:

e The component details describe the artifact on which the componentis based. It can include where the
artifacts are stored (the source or repository server), artifact name, artifact version, the directory where
the artifact can be retrieved, and so on. You can parameterize part of the artifact definition to account for
variations in the artifact details every time you deploy the application. This allows you to reuse the
master component in multiple deployment scenarios. For example, you can create a master component
that has a standard process to deploy and undeploy, and the only thing that changes is which specific
artifact to use based on parameters.

e Component processes are used to define the automation steps to perform on the artifact defined in the
component details. These processes can be used to deploy, undeploy, or do any other action. Each
master component can have one or more component processes, and each process can have specific
automation steps. These steps can describe how to perform specific tasks such as publish or retrieve an
artifact, stop a server process, copy files, restart the server, and so on. A master component must have at
least one component processes. You can parameterize the master component processes so that certain
behaviors can be achieved when master components are used in an application definition. For example,
you can have port number as a component process parameter for a master component, and have
different values for the port number in different application models where this master componentis used.

After creating the master component, you can reference or copy it to create a new componentin an application.

e You can reference a master component when authoring an application. The new application component
will have the same properties as the master component. Any changes made to the master component
will affect all the application components that reference it.

Use the reference method when you want to maintain lineage with the master component so that the
application component continues to inherit definitions from the master component. Before making a
change to a master component, check how many applications reference it and determine the impact of
changing it.
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e You can also copy a master component when authoring an application. The new application component
will have the same properties as the master or existing application component when itis created.

Use the copy method when you want to use a master component just as a baseline for your application
component. After an application component is created from a master component, any subsequent
changes to the master component will not affect the application component. To get the latest changes in
the application component, you delete and recreate the application component, and copy the latest
master component to create a new application component.

You can also take an existing component that was originally copied from a master component, modify it,
and then save it as a new master component that can be reused and shared by other users.

Master Component Examples

This example shows how to create a master component, create parameters for the artifact definition, define the
component processes, create parameters for the component processes, and use the master componentin an
application, promoting the component reuse throughout your organization. It does not include how to author
applications and environments or how to deploy the application. For information about these tasks, see the
example in Example: Modeling and Deploying Applications on page 133.

In the following steps, you will learn how to:

1. Create a master component and parameters for the artifact definition.

2. Author component processes and parameters.

3. Use the master componentin an application.

Creating a Master Component and Parameters for the Artifact Definition

This section shows how to create a new master component and create parameters for the artifact definition.

Example:
.
4 4 Master Components v &= All projects Select [ Al Add 4
rys—
(5 B dataload_mc == Default Jul 13, 2015 02:46 admin 0 Used vi =

Default Jan 23, 2016 21:16 admin 0 Used v2

(5 1 HC Cleanup DB
{5 1 HC Config
{5 1 HC HeatClinic

Default Jan 23, 2016 21:16 admin 0 Used v2

Default Jan 23, 2016 21:16 admin 0 Used v2

By default, the master components for all projects are displayed.

If you want to see only the objects for a specific project, click the down arrow in the All projects field to select
one or more projects one of these ways:

e Click on the name of one or more projects.
e Enter the search criteria in the Search field. The projects that match the criteria appear in the list.

If there are no matches, a message appears stating that there are no resource templates in the selected
projects.
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Starting from the Master Components List:
1. Click the Add + button.
The New dialog box opens.
2. Click Master Component > Create New to create a new master component.

3. Enter the name of the new master component and select a project to which the master component
belongs.

Note: You can include hyperlinks as part of an object description for any ElectricFlow object.

Example:

New

New Component

I

Electric Cloud v

jboss-mc-prod

4. Click Next.
The Component Details page dialog box opens.

5. Click the down arrow in the Content Location field.
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6. Selectan artifact repository where artifacts are stored, which is represented as a plugin.

Example:
Select EC-Maven.

&~ Component Details

jboss-mc-prod Description

o
&

EC-Maven v

Configuration Name:
Public Server URL.
Repository Required

Avrtifact: Required

Version: @ Latest

Classifier:

Artifact Extension: Required
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7. Enter the information about the artifact.

The information that you enter depends on the artifact repository (plugin) that you selected.

Example:

For EC-Maven, enter the following information.

Server URL: http://repo-demo jfrog.org/artifactory/
Repository: jboss-releases

Artifact: org.jboss.el;jboss-el

Version: Exact

Artifact extension: jar

We will be parameterizing the artifact name and replacing jboss-el with a variable. For now, enter
the information in the Artifact field above because itis required and the component cannot be
created without this required information.

If you had selected another plugin, you may not have to do this.

jboss-me-prod Description
EC-Maven W  Browse
Configuration Name: I m

Artifact Extension: jar Required

Server URL: |http:/frepo-demo.jfrog.org/artifa

Repository: jboss-releases Required
Artifact: org.jboss.el:jboss-el Required
Version: (O Latest

(®) Exact

Classifier:

Click OK.

The component that you created now appears in the list.

Go to the row for the master component that you just created, and click the button.

Select Parameters.
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11. In the Parameters dialog box, click There are no Parameters yet. Add one +, or click Add +.

Example:
0 Parameters Add 4
@ jboss-me-prod Select
Name Type Required

There are no Parameters yet. Add one +

12. In the New Parameter dialog box, enter the parameter settings.
Example:
In the Name field, enter artifactName.
In the Label field, enter Artifact Name.

Keep the rest of the fields as is.

Parameters

New Parameter

artifactName

Artifact Name\ Cancel

Text Entry v
o

Required @

Defer Expansion @

This parameter has default value and is required. The user must enter a value for this parameter
when this master componentis used in an application.

80



Deployment Automation

13. Click OK.

Example:

The Parameters dialog box now shows that there is one required parameter for the master
component called Artifact Name and that the user has to enter the text (the artifact name) for it.

1 Parameters T Add <4
@ jboss-me-prod Select
MName Type Required
$ 1. [3J Arifact Name Text Entry v >
14. Go to the row for the master component that you created, and click the button.

15. Select Details to modify the artifact definition with the artifact-name parameter.

16. In the Component Details dialog box, go to the Artifact field and replace jboss-el with $[artifactName].

Example:
Component Details
jboss-mc-prod Description
EC-Maven ¥  Browse

Configuration Name
Public Server URL: @ hittp://repo-demo.jfrog.org/artifactory/

Repository: jhoss-releases Required

Artifact: |grg,jhoss.el:4[artifactName]| Required
Version Latest

® Exact

Classifier

Artifact Extension: jar Required

17. Click OK.
You have now created a master component with one parameter for the artifact definition.

Note: The other ways to create a master component are:

- Create it from an existing master component by selecting an existing component from the "Create from existing
component" listin the dialog box.

- Create from an existing application component by selecting an application and an application tier associated
with that application and then an existing component in that application and application tier.

The next step is to add processes to the master components and create parameters for the processes.
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Authoring Component Processes and Creating Parameters

This section shows how to author component processes for the master component created in the previous
section and create parameters for those processes.

Starting in the Master Component list:

1. Go to the row for the master component that you created, and click the button.

2. Select Add process.
The Component Process dialog box opens.
3. Enter the component process details, and click OK.
4. Define the component process in the Component Process Visual Editor.
For detailed instructions and examples, go to Authoring Component Processes on page 137.
5. Selectthe Deploy process.

The Component Process Visual Editor for it opens.

Example:

<« Master Components / @ jboss-mc-prod % Deploy Used: 1x Step 1 +d

Component Process

Details 1

g Pajameters Ry

Properties [m]

Access Control g

Track Changes @

Delete T

6. Click the button on the right side, and select Parameters.
7. Inthe Parameters dialog box for the Deploy process, click There are no Parameters yet. Add one +, or
click Add +.
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8. Inthe New Parameter dialog box, enter the parameter settings, and click OK.
Example:
In the Name field, enter portNumber.
In the Label field, enter Port Number.

Keep the rest of the fields as is.

Parameters

New Parameter

portNumber

Port numbeﬁ Cancel

Text Entry v

I
Required @

= Defer Expansion @

This parameter has no default value and is required. The user must enter a port number when this
master componentis used in an application.

9. Click OK.

Example:

The port number parameter is created for the Deploy process.

The Parameters dialog box shows that the port number parameter is required for the Deploy process.

1 Parameters T Add+
# Deploy Se\ect
Name Type Required

$ 1. L3 Portnumber Text Entry v >

B

10. Close the Parameters dialog box.
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11. Reference the master componentin an application, or copy it to an application.

e To reference the master componentin an application, go to Referencing a Master Componentin
an Application on page 85.

e To copy the master component to an application, go to Copying a Master Component to an
Application on page 90.

After you add the component to an application tier, a dialog box appears prompting you to enter values for
the parameters for the master component process, starting with this step.

You have now authored component processes for the master component and have created a parameter for it.

Viewing the Master Component Details

You can ensure that the artifact definition and component process step defined by the master component are
correct by viewing the master component details in the following places.

They first appear in the artifact definition:

Component Details

jboss-me-prod Description

EC-Maven v

w
@
o

Configuration Name
Public Server URL: @® http://repo-demo.jfrog.org/artifactory/

Repository: |jboss-releases Required

Artifact: |org.jboss.el:4[artifactName Required
Version Latest
® Exact

Classifier.

Artifact Extension: jar Required

They also appear in the component process step details. When you view the component process details for the
Deploy process in the Component Process Editor, you can see that the Deploy process consists of one step
called Retrieve, which is defined by the jboss-mc-prod master component.
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| Define Step

On Error: Stop running O Continue running @

Parameters inherited from component

Using a Master Component in an Application

After master components have been defined, they can be used in application models. There are two ways to
leverage master components in an application:

e Reference the master componentin an application.

e Copy the master component to an application.
To review the implications of these methods, go to Master Components.

Referencing a Master Component in an Application

When you reference a master componentin an application, itis added to the application as an application
component with the same definition, processes, parameters, and properties as the referenced master
component. Any changes made to the master component will affect all the application components that
reference it. Use the reference method when the componentis used in multiple applications and you want to
ensure that these application components continue to inherit all changes made to the master component.

This section shows how to author a new application that references the master component created in the
previous sections.

Starting in the Applications List:
1. Click the Add + button.
The New dialog box opens.

2. Click Application > Create New to create an application.
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3. Enterthe pipeline name, select a project where the applications in the pipeline will be deployed, and
enter a description of it.

Example:

New

Application

— Select Project v

4. Click OK.

The Applications Visual Editor for your application opens. This is where you will author the application.

Notice that there is an undefined application tier (Tier 1) with an undefined componentin it.

5. Click the button in the application tier and select Details to open the Applications Tier Details
dialog box.

6. Change the tier name to Data in the Name field, and click OK to rename the application tier.
The Applications Visual Editor now shows one environment tier called Data.

Example:

< == Electric Cloud / Applications / e Your Results Tier 1 4= Process ) g} map +2

7. Click the + button in the component to add a component to the application tier.
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8.

10.

11.
12.

Select Create from existing master component.
A list showing all available the master components opens.
You can also create a new application component using one of these options:

e Create a new application component—Clicking this creates a new component as described
in Creating a New Application on page 134.

e Create from existing application component—Clicking this opens the Create from existing
component dialog box. Click in the Select Application field and select an application. Then
click in the Select Tier field and select an application tier. A list of components in the selected
application and application tier appears. Select a component from this list.

In the Create a reference to a master list, select a master component.

In this example, select the master component called jboss-mc-prod.

Click Next.

The Create from existing component dialog box opens.

In the New dialog box, change the name to jboss-mc-results, and click Next.
Click Next.

If the master component has parameter for its artifact definition, you are prompted to enter values for
those parameters in the next step.

Example:

€« New

1. L3 Artifact Name Required

If the component does not have parameters for its artifact definition, click OK. Then go to the Component
Process Visual Editor and add a parameter to the component, starting at Step 9 in Creating a Master
Component and Parameters for the Artifact Definition on page 76Authoring Component Processes and
Creating Parameters on page 82
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13. Enter the values for the parameters, and click OK.

Example:

The jboss-mc-results component has one parameter called Artifact Name.

Enter jboss-prod in the Artifact Name field.

< New

1. £ Arifact Name

jboss-prod|

14. Click OK.

The Applications Visual Editor now shows that the application has an application tier with a referenced
master component.

IMPORTANT: If you want to edit the master component, you need to do this in from the Master
Component list. (There is no button in the lower right corner where you can access the component
processes.) The Ul also lets you know that this is a master component because the icon is different

than that for a normal component.

Example:

The Applications Visual Editor now shows that the application has an application tier called Data with a
referenced master component called jboss-mc-results.

Your Results

=] Data

i

boss-me-re...
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15. Define the application process to include a step that references the master component.
a. The first step is defined by the jboss-mc-results component and its Deploy process.

After you select the Deploy process, you are prompted enter to a value for the port number. Then
click OK.

Example:

This is the parameter that is created for the master component process.

| Define Step

On Error: Stop running O Continue running @

l = @ iboss-mc-results / ¥ Deploy

1. L3 Port number

[os8

b. The second step prints the port number that you entered in the previous step.
Example:

This is the application process:

4% Result summary

-4

Now you can deploy your application as described in Deploying and Troubleshooting Applications on page
161.
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Copying a Master Component to an Application

When you copy a master componentto an application, it becomes an application component with the same

definition, processes, parameters, and properties as the master component on which itis based. After an

application componentis created from a master component this way, any subsequent changes to the master

component will not affect the application component. Use this method when you want to use a master

component just as a baseline for your application component.

For details about how to create master components and parameters for them, see Creating a Master

Component and Parameters for the Artifact Definition on page 76 and Authoring Component Processes and

Creating Parameters on page 82.

This example describes how to copy a master component in an application.

Starting in the Applications list:

1.

Click the Add + button.
The New dialog box opens.
Click Application > Create New.

Enter the name of the new master component and select a project to which the master component
belongs.

In this example, we will create a new application called "Your Group Summary" that will include the
master component called jboss-mcjc.

Click OK.
The Applications Visual Editor for your application opens. This is where you will author the application.

Notice that there is an undefined application tier (Tier 1) with an undefined componentin it.

Click the button in the application tier and select Details to open the Applications Tier Details
dialog box.

Change the tier name to Data in the Name field, and click OK to rename the application tier.

Click the + button in the application tier to add a component to it.
Select Create from existing master component.

A list showing all available the master components opens.

In the "Create a reference to a master" list, select a master component.

Select the master component called jboss-mcjc, select Use a copy, and select a project to which the
master component belongs.
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10. Click Next.

The Create from existing component dialog box opens.

Example:

< New

Create from existing component

iboss—mcic_copy

11. Change the name of the component to something that gives it more context.

Example:

After changing the component name to jboss-mcec and clicking OK, the Data tier now has a new
application component called jboss-mcec, where "ec" refers to a software version:

Your group status

Data

jboss-mcec

12. Ifthe master component has parameters for the artifact details, modify the artifact details of the new
application component and remove the parameter reference.

a. Go to the Component Details dialog box.
b. Replace the parameter ($ [artifactName]) in the artifact details section with a specific value.

In the example, replace $ [artifactName] with jboss-5-maintenance, where software versions
starting with lower case letters are maintenance releases

c. Click OK.
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13. Define the application process to include a step that references the new application component.
a. The first step is defined by the jboss-mcec component and its Deploy process.

After you select the Deploy process, you are prompted enter to a value for the port number.
Then click OK.

Example:

This is the parameter that is created for the component process.

- Define Step

On Error: Stop running O Continue running @

o = @ iboss mcec / R Deploy

1. L3 Portnumber

11075

b. The second step prints the port number that you entered in the previous step.

Example:

This is the application process:

Group status

-

s
Retrieve

1
B

Set port

14. Make other modifications to the application component and its component processes within application.
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Now you can deploy your application as described in the Guidelines for Modeling and Deploying Applications

in ElectricFlow on page 130.

Creating Master Components Based on Existing Application Components

Starting from the Master Components List:

1.

Click Add +.
The New dialog box opens.
Click Master component > Copy Application Component.

A list of existing applications opens.lt shows the list of available applications. The defaultis to show the
applications for all projects. If you want to see only the applications for a specific project, click the down
arrow in the All projects field to select one or more projects one of these ways:Click on the name of one
or more projects.Enter the search criteria in the Search field. The projects that match the criteria appear
in the list.You can also search for one or more applications by entering the search criteria in the Search
field next to the All projects field. If there are no matches, a message appears stating that there are no
applications in the selected projects.

Example:
&~ New
- All projects v

Heat Clinic Store 1.1 == Default h
HeatClinic == Default ]
HeatClinic DSL == Default h
Jpetstore2 &= Default =)
ShoppingCart &= Default
Your Results == Electric Cloud
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3. On the left side of the dialog box, select an existing application.

A list of existing components in that application appears on the right side.

Example:
<« New
= All projects v | Q
Heat Clinic Store 1.1 == Default | Cleanup DB |
*£ HeatClinic Default / Config
HeatClinic DSL == Default Heatclinic
jpetstore2 == Default
ShoppingCart == Default
Your Results == Electric Cloud

4. Selectan existing application component.

The Create from existing component dialog box opens with the name of the selected component

highlighted.

Example:

Create from existing component

— Default v
Cleanup DB

Description

5. Change the name of the component, and enter an optional description.

You can also change the project to which the master component belongs.
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6.

7.

Example:

Create from existing component

= Electric Cloud v
Archived DB

Save on the App Server.

Click OK.

The Master Component List now includes master component you just created. It shows the list of

available master components. The default is to show the master components for all projects. If you want
to see only the master components for a specific project, click the down arrow in the All projects field to
select one or more projects one of these ways:Click on the name of one or more projects.Enter the

search criteria in the Search field. The projects that match the criteria appear in the list.You can also
search for one or more master components by entering the search criteria in the Search field next to the

All projects field. If there are no matches, a message appears stating that there are no master

components in the selected projects.

Example:

-4 5 Master Components

v & All projects

6 =& Applications

5 (® Master Components

Select

Add 4

{> B Archived DB

== Electric Cloud

Jan 28, 2016 15:22

admin

0 Used

v2

{5 | dataload_mc &= Default
H &3 1 HC Cleanup DB == Default
{& B HC Config == Default
H {3 1 HC HeatClinic == Default

Jul 13, 2015 02:46

Jan 27, 2016 21:23

Jan 27, 2016 21:23

Jan 27, 2016 21:23

admin

admin

admin

admin

0 Used

0 Used

0 Used

0 Used

vi

v2

v2

v2

Creating Master Components Based on Existing Master Components

Starting from the Master Components List:

1.

Click Add +.

The New dialog box opens.
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2. Click Master component > Copy Master Component.

A list of existing master components opens.lt shows the list of available master components. The default
is to show the master components for all projects. If you want to see only the master components for a
specific project, click the down arrow in the All projects field to select one or more projects one of these
ways:Click on the name of one or more projects.Enter the search criteria in the Search field. The projects
that match the criteria appear in the list.You can also search for one or more master components by
entering the search criteria in the Search field next to the All projects field. If there are no matches, a
message appears stating that there are no master components in the selected projects.

Example:
New
= All projects v
Archived DB == Electric Cloud
dataload_mc == Default
HC Cleanup DB == Default
HC Config &= Default
HC HeatClinic == Default

3. Select an existing application component.

The Create from existing component dialog box opens with the name of the selected component
highlighted.

Example:

New

Create from existing component

= Default v

dataload_mc

4. Change the name of the component, and enter an optional description.

You can also change the project to which the master component belongs.
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5. Example:

New

Create from existing component

o Electric Cloud v
Clinic DB

Production DB

6. Click OK.

The Master Component List now includes master component you just created. It shows the list of
available master components. The default is to show the master components for all projects. If you want
to see only the master components for a specific project, click the down arrow in the All projects field to
select one or more projects one of these ways:Click on the name of one or more projects.Enter the
search criteria in the Search field. The projects that match the criteria appear in the list.You can also
search for one or more master components by entering the search criteria in the Search field next to the
All projects field. If there are no matches, a message appears stating that there are no master
components in the selected projects.

Example:
.
6 Master Components v &% All projects Select Add 4
- {> B Archived DB == Electric Cloud Jan 28, 2016 15:22 admin 0 Used v2 =
& 8 Clinic DB == Electric Cloud Jan 28, 2016 15:38 admin 0 Used v1 =
¢ @ dataload_mc = Default Jul 13, 2015 02:46 admin 0 Used v =

T B P I A BT el s P od B S s e it P, |

Master Components List Ul
How to get here:
One of these ways:

e From the Home page:

1. Click the Applications launch pad to open the Applications List.
2. Click the Master components tab.

e Click the Main menu button, and then click Applications > Master Components.

This is a Master Components List:
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PE Mas.e,oompmn.s$

ev == All projects

10 #§ Applications

9 Master Components

Select

All

Add 4

e
|

> B com.ec.artifact_dsl == Default Aug 05, 2016 - 04:23 e v2 % %
n Cleanup DB e = Default v 3 ¥ v2i B
n Deploy PROD == Default v 3 ¥ v2i =
n Deploy QA &= Default v 3 ¥ v2i
u Upgrade DB = Default v 3 ¥ v2i 33
(> B dataload_me¢ == Default Jul 13, 2015 - 02:46 v 1% =
| _ - 1

Details

10

DSL export

Add process

Parameters

Properties

Access Control

Change history

Delete

< 9 Master ¢{ Description:
Reference to <html=<a

href="http://www.cnn.com”
target="_blank"=CNN</a=</html=

~N _
{> B com.ec.artifact_dsl

== Default
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4 Used v?2 >
Deplo

play — = :
Undeploy

- > ¥y 2 0

Breadcrumb identifying the object you are viewing and the total number of master components.

Search field.

It shows the list of available master components. The default is to show the master components
for all projects.

If you want to see only the master components for a specific project, click the down arrow in the
All projects field to select one or more projects one of these ways:

e Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria
appear in the list.

You can also search for one or more master components by entering the search criteria in the
Search field next to the All projects field. If there are no matches, a message appears stating
that there are no master components in the selected projects.

Name of the master component.

Name of the project to which the master component belongs.

Date and time when the master component was created.

Number of applications dependent on this master component reference.

Number of component processes for the master component.

Hide or show the applications that reference the master component.
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Click the Menu button to open the context menu. You can get more details about the master
component:
e Details—The name and description of the object.
o DSL Export—Click this to quickly and easily generate and exporta DSL script from
the ElectricFlow Ul.
e Add Process—Add a component process. The Component Process dialog box
opens.
10 A master component can have one or more component processes.
e Parameters—The parameters defined for the master component.
e Properties—The properties in the object.
e Access Control-The access control configuration in the automation platform for the
object.
e Track Changes—The change history of the object.
e Delete—Delete this object.
Applications that reference the master component. This allows you to perform quick impact
11 analysis to understand which applications would be impacted if a referenced master
componentis changed.
Clicking the i button shows information about the element.
12
This shows the description of the master component.
13 Clicking on the down arrow next to number of component processes (number 9 above) shows
the list of processes for this master component.

Environment Reservations

Environment Reservation equips the operations team with capabilities that allow it to impart control on
environments or environment teers, making application deployments more reliable and predictable.

Every environment has an enable or disable flag that you can leverage to control the deployment, acting as an
ON/OFF switch for the environment. Once enabled, an environmentis open for deployments 24 hours a day. An
additional option called Reservation Required can be used to restrict deployments on enabled environments.
Deployment to environments that require reservation are permitted only if the application, pipeline, or release
has a valid reservation. This is a good way to control deployments to controlled environments, such as

production environments.

There are two main types of environment reservations:

e Blackouts
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These are times during which all deployments are prohibited to the environment. They are useful when
an environment needs to be brought down for system upgrades or maintenance tasks or to reflect
restricted time periods based on business needs such as trading windows for financial institutions.

e Environment reservations for applications, pipelines, and releases
Environment reservations can be exclusive or nonexclusive.

Exclusive reservations are useful when you want to control deployment conflicts. Only one application,
pipeline, or release can have an exclusive reservation on an environment at any time. This helps to
avoid conflicts due to double booking. Exclusive reservations can be set by not allowing overlap.

Nonexclusive reservations are useful when itis acceptable for reservations to overlap at the same time.

Environment PROD Enable/Disable

Blackouts

Environment Reservations

=] Exclusive Environment
. Reservations
Environment Reservations

IMPORTANT: Environment reservation rules are only validated and enforced at the beginning of application
deployments. If you try to run an application when the reservation exists in the future, the job will wait for the
reservation window to open before it is executed. This will relieve you of having to wait for the reservation
period to open before the application is deployed.

This is a summary of the business rules for environment reservations that are validated when you try to run an
application.

e Check whether the environment is ENABLED.
If TRUE, continue.
e Check whether the deployment falls within a BLACKOUT period.

If TRUE, the job will wait until the blackout period is over (given that the maximum job wait time is not
exceeded).
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e An environment reservation is not required.
Look for EXCLUSIVE reservations.
e Check whether a RESERVATION exists for a different application.
e If TRUE, the job will not run.
e Check whether a future RESERVATION exists for the application.

e [f TRUE, the job will wait till the reservation time.

e Check whetheran ACTIVE RESERVATION exists for the application or if no other application
has an EXCLUSIVE reservation.

e If TRUE, start the deployment.
e An environment reservation is required.

e Check for an application reservation.

e |f TRUE:
e Ifthe reservation is currently active, the deployment starts.
e Ifthe reservation is in the future, ElectricFlow waits for the reservation period to
open.
e |f FALSE:

e The job will not run.

In a pipeline, execution starts immediately. However, when an application deployment task begins, ElectricFlow
looks for the pipeline reservation on the environment. A release follows the same pattern as the pipeline. The
release will startimmediately. However, when the Deployer task begins deploying the application, the system
will validate the reservation to make sure the appropriate environment reservation exists for that release. In both
of these scenarios, the rules previously mentioned for application deployments apply to each of the applications
that are deployed by the pipeline task and the Deployer task.

Environment Reservation Use Case

ABC Bank is one of the leading banks that pride themselves for their cutting edge transaction processing
system, which is leveraged by major businesses. Keeping systems up and running at all times is paramount to
their business. This describes how environment reservations can be leveraged to streamline deployments by
reducing deployments conflicts and improving system uptimes.

These are the main business rules for the production environment:

1. No deployments can happen to production environments without proper approval. Approval is required
primarily to make sure the deployment window is properly planned to reduce deployment conflicts and
downtime.

2. No deployments can happen on Sunday between noon and midnight. This is when all the transaction
settlements (batch processing) happen, and the bank does not want any interruption or degradation of
system performance during these critical times.
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3.

Maintenance windows are on Friday nights from 10:00 P.M. to midnight. The bank has an application
process for patching production machines.

No deployments can happen between midnight and 6:00 P.M. on Monday through Friday because these
times are considered critical business hours.

At 7:00 P.M. on Friday, the "Online Banking" application needs an exclusive reservation to upgrade to
newer version. No other deployments are allowed during this time because avoiding conflicts for this
critical rollout is important.

To implement these rules, starting with the most restrictive clause:

1.

Firstimplement the fourth rule by creating a recurring blackout from Monday though Friday between
midnight and 6:00 P.M. This will ensure that no one will be able to deploy during this time period.

Implement the second rule next by creating a recurring blackout on Sundays from noon to midnight. This
will prevent anyone from deploying during the transaction settlement window.

For the third rule, create a recurring exclusive reservation starting on Friday from 10:00 P.M. to midnight
to deploy the application process used for system patching.

For the fifth rule, create a recurring exclusive reservation for the "Online Banking" application starting on
Friday at 7:00 P.M.

For the first rule, start by setting the Reservation Required attribute on the production environment. This
will prevent any unscheduled deployments to production. Then enhance the approval process to create
an environment reservation during the available open deployment time periods for the application you
want to deploy. It also makes sense to create an application run schedule to match the reservation.

The following are visual representations of the schedule for the production environment on Friday.

Friday schedule for Production Environment

Reservation Required = TRUE

€————— 12am

(€ Blackouts
Rule #4

SINOH ¥T

/ 6pm
4‘7 Rule #1

e T o [ Exclusive )
Rule #5

Open for deployments

Open for deployments

€ 1{0pm ( Exclusive )
Rule #3
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This is the monthly view of the environment reservations for the production environment:

L] Dt v PRCE w oy e OO

August 2016 =

TR <) Cera e A0
& BT o1 By Fancrarg bor

@ i =] Cmra e A
& T <1 Byt Pacrerg or

This shows the details for August 11 and 12 and also for August 18 and 19.

. . . \

10 1 12
T [
Critical Business Hours (THU) Critical Business Hours (FAI)
i@ 19:00 *§ Oniine Banking App
@ 22:00 =] System Patching App

- 7 18 19
T |
s WED) Critical Business Hours (THU) Critical Business Hours (FRI)
i@ 19:00 *§ Oniine Banking App
) @ 2200 # System Patching App

24 25

' > sond |

This is the daily view of the environment reservations for the production environment.
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= Default v PROD v e ) View as...[E] (@ Delete @ Add 4+

Friday

18:00

19:00 '@ 19:00-20:00 #§ Online Banking App
20:00

21:00

22:00 ‘@ 2200-2350 o System Patching App

23:00

all-day

13:00

14:00

15:00

16:00

17:00

18:00
19:00 @ 19:00-20:00 § Online Banking App
20:00
21:00

22:00 © 22:00-23:59 of System Patching App

b panal™

*
{
#
L 4
é
¢
-

Conflict Resolution

If you try to deploy during the blackout or exclusive reservation windows in the previous section, the job will wait
until the blackout period is over (given that the maximum job wait time is not exceeded).

When you try to create a reservation that conflicts with existing exclusive reservation, the job will also fail with an
error.
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Reservation for... [+) Avaiavie [ @l[*) Tier 3 +=
[ Only for a Tier

® Application
O Pipeline
O Release
O Blackout

This is the error message:

Environment Reservation Ul
Restricting Deployments to Enabled Environments

You can restrict deployments to environments by selecting the Reservation Required option for an
environment. In the Environment Details dialog, select Reservation Required and click OK. Deployment to this
environment permitted only if an application, pipeline, or release has a valid reservation.

Environment Details

PROD

Description

Reservation Required @
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Adding Environment Reservations

This example shows how to add environment reservations to the PROD environment.

Starting from the Environments list:

1. Select the environment to which you want to add reservations.

2. In the Environments Visual Editor, click in the upper right corner, and select Reservations.

& Default/ Environments / I PROD

w BE Roling Deploy

I
]

Available ([f[#)  Ter ] #%

Environment
Details 1Y

DSLexport [3

Reservations ()

Rolling Deploy %

Properties ]

The dialog box showing the list of environment reservations opens.

I

Default v &[] PROD

View as.. B [E) Delete W

There are no Environment Reservations. Add one 4

3. Click Add+ to add an environment reservation.

The Environment Reservation Details dialog box opens.

New
Environment Reservation Details
Reservation name
N
Start: fR Aug 2016
, 11:0
Once v
America v Los Angeles
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4. To create a blackout:
a. Inthe Reservation name field, enter the name of the reservation.
b. Inthe Start field, select the start date and enter the start time.

In the End field, select the end date and enter the end time.

134

d. Inthe Once field, select the frequency: Once, Daily, Weekly, or Monthly.

e. (Optional) If you select Daily, Weekly, or Monthly, select the date when the reservation ends
in the Recurrence Ends field.

f. (Optional) Change the time zone.

g. (Optional) Select Allow Overlap to make the reservation nonexclusive.

Environment Reservation Details
Blackout
Start: [/ Aug 11, 2016 04:00
: Aug 11, 2016 E
End: HH Duration: 14 hrs 18:00
Daily v
Recurrence Ends: [ Dec 31, 2016
America v Los Angeles v
O Allow Overlap
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h. Click Next.

The Reservation for dialog box opens.

New

Reservation for...

1 Only for a Tier

® Application
QO Pipeline
O Release
QO Blackout

] Select Project v

g Select Application v

i. (Optional) Select Only for a Tier if the reservation only applies to an environment tier.

j. Select Blackout.

Reservation for...

[ Only for a Tier

O Application
Q Pipeline
O Release
® Blackout

k. Click OK.

The Environment Reservations list returns and has been updated with the reservation you
just created.

= Default v 58 PROD v a0 View as.. B [E Delete f  Add 4+
+  Name Object Tier Only  Frequency Start End No Overlap
« 1. Blackout © slackout [ Daily > Aug 11, 2016 - 04:00 B> Aug 11,2016 - 18:00 . I

I. (Optional) Click Add + to add another reservation.
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5. To create an exclusive invitation:
a. Inthe Reservation name field, enter the name of the reservation.
b. Inthe Start field, select the start date and enter the start time.
c. Inthe End field, select the end date and enter the end time.

d. Inthe Once field, select the frequency: Once, Daily, Weekly, Monthly.

]

. (Optional) If you select Daily, Weekly, or Monthly, select the date when the reservation ends
in the Recurrence Ends field.

f. (Optional) Change the time zone.

g. (Optional) Select Allow Overlap to make the reservation nonexclusive.

Envircnment Reservation Details

System upgrade

it R Aug 20, 2016

Sta @ Every 20th 22:00
b Aug 20, 2016 3
End: BB Duration: 1 hrs 2358
Monthly v
Recurrence Ends: [H Mar 31, 2017
America v Los Angeles v

O Allow Overlap

h. Click Next.
The Reservation for dialog box opens.

i. (Optional) Select Only for a Tier if the reservation only applies to an environment tier.

110



Deployment Automation

j.
object's project and object name.
Reservation for...
[ Only for a Tier
@® Application
Q Pipeline
O Release
Q© Blackout
= Default v
l= ShoppingCart v
OK
¥
k. Click OK.

Select the object that will have the reservation (Application, Pipeline, or Release) and the

The Environment Reservations list returns and has been updated with the reservation you

just created.

= Default v PROD v @0 View as...[ B [@) Delete If Add ==
v Name Object Tier Only  Frequency Start End No Overlap
& 1. Blackout @ Blackout [ Daily > Aug 11, 2016 - 04:00 I Aug 11,2016 - 18:00 .
Systi d
v 2 EVS em Apgra #2 ShoppingCart [ Monthly > Aug 20, 2016 - 22:00 P Aug 20 2356 -2359 £ s

Viewing Environment Reservation Calendars

There are two ways to access the environment reservation calendars:

e From the Environment Reservations list, click

e From the Environments List, select an environment and click

Reservations list. Then click

This is the Month view:

for the calendar view.

to view the Environment

at the upper right of the dialog box.
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= Default v PROD v @0 Viewas . EE Delete ff  Add 4
August 2016
Mon Tue Wed Thu Fri Sat
1 2 3 4 5 6
7 8 9 10 1" 12 13
14 15 16 17 18 19 20

@ 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout
22:00 *§ ShoppingCart

21 22 23 24 25 26 27
© 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout @ 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout @ 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout @ 04:00 - 18:00 Blackout

28 29 30 31
© 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout @ 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout @ 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout @ 04:00 - 18:00 Blackout

© 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout © 04:00 - 18:00 Blackout

Click Week to see the Week view:

& Default v PROD v @ Viewas. .(E @ Delete i  Add ==
Aug 14 — 20, 2016 T e | |
Sun 8/14 Mon 8/15 Tue 8/16 Wed 8117 Thu 8/18 Fri 8/19 Sat 8/20
all-day
03:00 -
04:00

05:00

06:00

Blackout: Blackout
Reservation Start: Aug 20, 2016 - 04:00

07:00 Reservation End: Aug 20, 2016 - 18:00

08:00

09:00

10:00

Scroll down to see more:
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18:00

19:00

20:00

21:00

22:00

23:00

13:00
14:00
15:00
16:00
17:00

= Default v PROD v iz ) View as_[E) @ Delete {j Add <
Aug 14— 20, 2016 oo ]
Sun 8/14 Mon 8/15 Tue 8/16 Wed 8/17 Thu 8/18 Fri 8/19 Sat 8/20
all-day

22002359 of
ShoppingCart

Click Day to see the Day view:

= Default v

PROD v

feii: ) Viewas..E&E Delete i  Add 4=

August 20, 2016

all-day

13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00 @ 2200-2359 of ShoppingCart

23:00

Saturday

For examples of conflict resolution, go to Conflict Resolution on page 105

Artifact Staging

You can use artifact staging to retrieve artifacts that will be deployed in an application run before the
deployment starts. This ensures that all the artifacts are downloaded and available on the target, either the
artifact cache (the default) or a directory specified in the component definition. Staging artifacts minimizes the
time it takes to retrieve artifacts and reduces downtime during the deployment.

Artifact staging is enabled by default in the Ul. However, when you use the APl commands in the command line
interface or in a script, make sure to enable artifact staging when modeling the application.
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At

At

Go to Deploying and Troubleshooting Applications on page 161 for how to use artifact staging when deploying
an application.

the Application Level

When artifact staging is enabled in a deployment model, ElectricFlow dynamically creates and executes a job
step to stage the artifacts. If the application process being deployed includes process branching, the staging job
step retrieves all artifacts in the application process in parallel to reduce the staging time. In addition, the
deployment processes, including the staging job step, are skipped on disabled resources.

You can deploy applications with the artifact staging enabled and following options:

e With smart deploy enabled, the staging job step retrieves artifacts only for those objects that have not
been deployed to specific resources.

e With full deploy enabled, the staging job step retrieves artifacts only for all artifacts in the application.
e With partial deploy enabled, the staging job step retrieves artifacts only for artifacts in the application.

o With a selected snapshot, the staging job step retrieves artifacts only for artifacts in the selected
snapshot.

Note:

For a component process, the process step to retrieve an artifact is optional because the component process is
referenced in the application process. If you author a component process, the process type should be "Deploy"
to ensure that the artifacts defining the component can be staged.

If an artifact staging for a component fails, it will then be retried when the process execution continues and when
the actual component process execution happens.

You can view the progress of the staging job step in the Application View Run page.

e When the staging job step is successful, the artifact is retrieved and staged before the deployment run
starts.

e When the staging job step fails, the application process automatically retrieves the artifact during the

component retrieval step in the application run.

The environment inventory is updated as the job step runs. In addition to viewing the status of the resources in
the environment, you can also view the state of other objects including the application processes, components
and component processes, and artifacts being deployed.

the Pipeline and Release Levels

Artifact staging is supported in pipelines and Releases.

e When you define the tasks in a pipeline stage, you can select application processes with artifact staging.
The staging job step is executed as part of the application in the pipeline run as described in the
previous section. Go to Tasks on page 286 for more information about stage tasks in a pipeline.

e The Release definition includes the pipeline and applications that you want to run in the Release. Go to
Release Definition on page 367 for more information about the release definition.
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Rollback

When an application process has a predefined rollback step and the application deployment fails, you can
restore the deployment model to a previous state before the failure occurred. ElectricFlow provides these ways
to do this:

e Automatic rollback—ElectricFlow automatically reverses what was deployed up to the point of failure in
the process flow. See Rollback on page 115 and Example: Modeling and Deploying Applications on
page 133 for more information.

e Snapshots—You manually create and save snapshots of previous successful deployments and run a
snapshot the next time the application is deployed. See Snapshots on page 275 for more information.

e A component process defined as an undeploy process—When defining a component process, select
Undeploy as the process type.

Application rollback occurs only for components that were not skipped (because of branching) in the application
process.
Guidelines for Using Rollback
e You must enable change history.
¢ Rollback will not work after a full import until you redeploy an application successfully after the import.
e You should use environment snapshots for rollback (not application snapshots).

¢ If you rename the application process after a successful deployment, and if rollback to the previous state
is configured, ElectricFlow cannot determine the last successful deployment. In this case, rollback will
fail. (The undeploy process will still occur.)

e You can define multiple rollback steps in an application process.

Triggering Rollback Even if Undeploy Fails

You can trigger rollback even if undeploy fails. To do so, use the Continue running option in the Application
Process Step dialog box when configuring a rollback step.

Enabling Rollback Only on Components that Successfully Undeployed

You can limit rollback to those components that undeployed successfully. To do so, use the Rollback only
successfully undeployed components option in the Define Step dialog box when defining a rollback step.

Enabling Rollback Only on Failed Components

You can activate rollback only on those components that failed. To do so, use the Component Level Rollback
option in the Define Step dialog box for defining a rollback step.

ElectricFlow automatically tracks all components that failed during application deployment and will roll back
only those components. This option is useful when the components do not have version dependencies. You
can use Component Level Rollback with automatic rollback and with snapshots.
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Automatic Rollback

ElectricFlow supports a rollback step in application processes. This allows an automatic rollback to the
environment before an erroneous deployment or to any previous environment snapshot. This reduces the time
to author the rollback logic. For an example of how to add a rollback step to an application process, see this
step in Example: Modeling and Deploying Applications on page 133.

During an application deployment, the predefined rollback operation is invoked when the rollback step is
executed. ElectricFlow reverses what it executed in the process flow up to the application process step where
the failure occurred. This operation is supported only in application processes. It puts the deploymentin the
same state as the last successful deployment, which is usually the same as the previous deployment state.

If the Roll back to previous state option is enabled and no last good deployment exists (for the restore point),
the rollback step is skipped. The undeploy step (if configured) will still run.

When defining an application process step as a rollback step, the application can roll back to the previous state
up to where the deployment failed (the default) or to a specific snapshot. Also, you can specify how the
application will be rolled back.

e By default, the Smart Deploy option is enabled. If you want to ElectricFlow to execute a full or partial run
the next time the application is deployed, disable this option.

e When the Undeploy Application before Rollback option and the application process that you want to
undeploy (in the Select Process field) are selected, the environment inventory record is removed before
the rollback operation is executed. This allows dirty files in the erroneous deployment to be
automatically removed from the system. When you use the Undeploy Application before Rollback
option with the Component Level Rollback option, failed components are undeployed and then rolled
back.

When a specific snapshot is selected for rollback, ElectricFlow tries to determine the last successfully-deployed
process and then tries to execute it from the snapshot.

While a native rollback step is available, ElectricFlow also gives you complete control over creating a custom
rollback handling operation and using that as part of the error handling logic.

Note: If the last successful deployment was a partial deployment and the rollback job is reverted, ElectricFlow
reverts only the components included in the partial deployment.

For an example of how to add a rollback step to an application process, see this step in Example: Modeling and
Deploying Applications on page 133.

Manual Tasks and Steps

You can define manual steps and tasks in application or component processes and in release delivery
pipelines. They describe the actions that must be taken by a human to complete the process step and/or
pipeline task. In application and component processes, these actions are referred to as manual steps. In
pipelines, they are referred to as manual tasks. Any time a manual task or step is reached in the process flow,
an email notification is sent to all users in the assignee list.

Manual steps and tasks consist of user-specified instructions and assignees.
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Note: Email notifications for manual process steps are sent to assignees whether or not notifications are
enabled at the application or process level. If a user does not want to receive an email notification, their name
should be removed from the assignee list.

e To setup a manual task or step:
e Enterinstructional text to help the approvers. This text can include URLs.

e You can also define optional parameters to collect information during the approval step.

e Specify who can approve. You can define the step or task to accept either user or group IDs or
variables using the s{ [ ] notation to represent assignees as property references, but not both.

e To attach a parameter to a manual task or step:

e Usethe ${[ ] notation as a property reference to access other user-specified parameters at
runtime, such as evidence and status.

e For a pipeline manual task, use $[/javascript myFlowRuntime.flowRuntimeStates
[0] .evidence] to collect the user's response in subsequent tasks. This command using (0)
assumes that the manual task is the first task in the stage.

e For an application process, use $ [ /myJobStep/comment] or
$[/myJob/jobSteps/stepName/comment] t0 access the instructional text, which is usually in
the notification emails sent to the users who perform the actions or who approve the completion
of the manual step.

e Put hyperlinks in the instructions and comments fields in the GUI. You can create a file on a
server or other storage device and add the URL to that file in the GUI.

e To specify a default email template:

e Fora manual task in a pipeline, use /ec_deploy/ec_pipelineNotifierTemplates/ec_
default pipeline manual task notification template

e Fora manual process step in an application, use /ec_deploy/ec_notifierTemplates/ec
default manual process step notification template

For examples showing how to define manual tasks and steps:

e Go to Example: Authoring a Pipeline with Manual and Utility Tasks on page 310 for how to define a
manual task in pipeline stage.

¢ Go to this step in Example: Modeling and Deploying Applications on page 133 for an example showing
how to define a manual step in a component process. The steps to define a manual step in an
application process are the same.

Process Branching

You can use process branching to specify the path through an application or component process based on
transition conditions other than out-of- the-box options. Decisions about the next step in the process are made
while the process runs. This is similar to the transition conditions for workflows in the automation platform. If the
application or component process applies to multiple use cases, you can design one process with two or more
branches instead of designing multiple processes for each use case. You can also define steps thatrun in
parallel.
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For example, to install or upgrade software, you can define one process for multiple use cases and use the
same steps except for the following:

e The source files can be in .zip or .tar format. The steps to extract the files depend on the format.

e The operating system can be Linux or Windows. The steps to download the files, install them on the
server, and enter commands depend on the operating system.

ElectricFlow supports the following branching conditions. The defaultis Always.
e Completion status of the previous process step
e Aproperty setin another part of the system, not the in the previous step

e Custom validation rules

Using Process Branching

You define process branching when authoring an application or component process.

Process Branching Example
This example shows an application process with process branching that deploys a .war file.

Clicking a connector in a link opens the branching conditions menu. Depending on the location of the
connector, some or all of these options may be available (enabled):

e Always—Always go to the next step, referred to as the target.

e Successful-Go to the next step if the previous step, referred to as the source, is successful.
¢ Failure—Go to the next step if the previous step fails.

e Add Condition—Add a custom condition that must be met before going to the next step.

¢ Add Connector—Add a connector from the source of the link to a new target by selecting one of the
highlighted eligible steps. You can only select an eligible step.

e Change Source—Change the source by selecting one of the highlighted eligible steps, which has a red
outline. You can only select an eligible step.

e Change Target—Change the target by selecting one of the highlighted eligible steps, which has a red
outline. You can only select an eligible step.

o Delete—Delete the selected connector and link.

When you select the connector between the Start step and first step after it, only some of conditions appear and
only some are available. The condition between the Start and the next step is Always, the default branching
condition.

When you select the connector between subsequent steps, all of the conditions are available.
Usage Guidelines

Follow these guidelines when the process includes process branching:
e When you add a step, you must define it before adding another step.

e You can only configure branching conditions on a connector between two process steps.

118



Deployment Automation

e You cannot configure branching conditions between these objects:
e The start of the process and the steps immediately after it.

e The end of the process and the steps immediately before it.

e When defining a step in an application or component process, you configure what ElectricFlow does
when an error occurs. This setting overrides any job-step-level branching condition.

You can select Stop running or Continue running in the On Error field in the Define Step dialog box.

If an error occurs in a job step and Stop running is selected, ElectricFlow aborts the process even if the
branching condition is set to Failure.

Process Branching States and Conditions
State of the Branching Condition Connectors in the Ul

In the ElectricFlow Ul, the status of the link is based on the shape and color of the connector.

Shape Color Link Status

Diamond | Lightgray | Always

Diamond | Dark gray | Disabled

Square Green Successful

Circle Red Failure

Examples of Branching Conditions
These are examples of branching conditions that you can apply in your processes.
e Based on the status of the previous step
Follow the branch based on the result of the previous step: Successful, Failure, or both (Always).
Example:
e Successful-If the file is downloaded successfully, the next step is to extract the files.
o Failure- If the file was not downloaded properly, the next step is to abort the process.

e Always-The next step is to always extract the files.
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e Based on a value of an operation during the step

Follow the branch that matches the result of an operation such as calculating a value or processing data
during the step.

Example: The result of an operation is a file type.
e [fthe resultis an XML zip file, the next step is open an XML text editor.
e [fthe resultis a .htm file, open a web browser.
e Ifthe resultis a .mov, open an application to play the movie.
e Based on a property in another part of the system

Follow the branch based on a property setin another part of the system, notin the previous process
step.

Example:

e Ifthe property os_type = linuxis seton a resource, always follow the branch for Linux
steps.

e Ifthe property release type is setto minor in the application, always follow the branch for
minor releases when running the process.

Custom Conditions in Process Branching

In a component or application process with branching, when you click the connector on a link between two
steps, the Condition dialog box opens.
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Condition

[ Conditign Name ]

Property based... @ Custom

Select Object... v

Select Condition... v

When you click the connector between the "Deploy War" and "Start Server" steps, these conditions appear:

Always—Always go to the next step, referred to as the target.

Successful-Go to the next step if the previous step, referred to as the source, is successful.
Failure—Go to the next step if the previous step fails.

Add Condition—Add a custom condition that must be met before going to the next step.

Add Connector—Add a connector from the source of the link to a new target by selecting one of the
highlighted eligible steps. You can only select an eligible step.

Change Source—Change the source by selecting one of the highlighted eligible steps, which has a red
outline. You can only select an eligible step.

Change Target—Change the target by selecting one of the highlighted eligible steps, which has a red
outline. You can only select an eligible step.

Delete—Delete the selected connector and link.

When you configure a Property based condition, the fields in the Condition dialog box remain the same.

When you configure a Custom condition, the fields change.
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Condition

[ Condition Name ]

Property based... Custom @

After you configure your conditions, they appear near the affected connectors in the process.

ITi limit  Disk Skace

Fd k4

Full-Stack Dependency View

The full-stack dependency view helps you to visualize and manage dependencies in application models. In
distributed environments, different teams can be responsible for authoring applications and managing the
infrastructure, and managing dependencies across the stack is crucial. This view shows the mapping between
application tiers and environment tiers, ensuring that infrastructure capabilities can support the minimum
application requirements.

Viewing Dependencies and the Stack Comparison

Stack Definition
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Viewing Dependencies and the Stack Comparison

The full-stack dependency view shows the mapping of application tiers to environment tiers in an application
model. There are two ways to access this view:

From the Applications List, click ...

#§ 1 Heat Clinic Store 1.1 & Default LT ] vofkl v3§ @ ©

Tier Maps
n #§ 1 HeatClinic & Default s ¥ =
1 oA ::
#3 9 HeatClinic DSL & Default PP —— =
_ BV Sam RSP S h“_f&l‘-’“‘——-:ww«"-g—a —

The mapping of application tiers to environment tiers appears.

-] == Default / o Heat Clinic Store 1.1 / &= Default / B E QA-1

Apache Web

MySQL Database

Resources

Tomeat

Click in either the application or environment tier for each mapping pair. The stack comparison view appears.
Go to the "Stack Definition" section for more information.

Stack Definition

When you are modeling an application, you have a target environment in mind. You may be modeling an
application that is compute-intensive or data-intensive. For optimal performance, the application should run in
an environment with 4 cores and 32 GB of RAM. If the application is deployed to an environment with one core
and 8 GB of RAM, the application deployment may take a long time to run or may fail due to timeout errors.

You can define application requirements and environment capabilities such as:
e Supported platforms
e Hardware requirements

e Database requirements
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e Disk usage

e Memory usage

Modeling Application Requirements

You can define requirements per application tier.

Starting in the Applications Visual Editor:

1. Click in an application tier, and select Requirements.

Details 5

Requirements

‘h’mpen'res =]

Access Control @

Change history €

Delete ﬁl’

-« & Default / Applications / «§ Heat Clinic Store 1.1

MySQL

~ s &N YN

The Tier Requirements dialog box opens.

Tier Requirements

Product:

Vendor:

Version:

Product

Vendor:

. rSiogy

= Tomcat

Application Server

Select

Select

Database Server

Select

Select
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2. In the Tier Capabilities dialog box, enter the capabilities for the tier.

Tier Requirements

= Tomcat A
2 Database Server 2
Product MySQL v
Vendor Select v
Version 2012

3 Host 7

Architecture

CPU Select v

3. Click OK.

4. Repeatthese steps to define the requirements for other application tiers.

Modeling Environment Capabilities
You define capabilities per environment tier.

Starting in the Environments Visual Editor:

1. Click in an environment tier, and select Capabilities.

< & Default/ Environments / £ 5 QA-1

Details &

)

Properties

Database

Access Control

Change history

Capabilities

Resource Discovery

Delete i

The Tier Capabilities dialog box opens.
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Tier Capabilities

Product

Vendor

Yersion

Product:

Vendor:

Version:

= App Server

Application Server

Select

Select

Database Server

Select

Select

2. In the Tier Capabilities dialog box, enter the capabilities for the tier.

3. Click OK.

4. Repeatthese steps to define the capabilities for other environment tiers.

Modeling Infrastructure and Middleware Capabilities

ElectricFlow also allows the modeling of infrastructure and middleware capabilities for resource templates as

well as environment tiers.

1. Go to Resource Templates list and select any resource template.

If no resource template exists, create one.
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Click for the resource template, and select Capabilities.
3 Rescurce Templaies » &3 Al projects 5 8 adag
- [£] B AWS CentOS Agent & Default of" Amazon & Chel Sep 30, 2015 - 17]
(£ B Azure EF Win2012R2 IS & Defaull b Azure ® Puppet Feb 25, 2016 - 22
& Default [ OpenStack £ Chef Sep 30, 2015 - 17}

H (5] B Helion EF CentOS Agent

The Resource Template Capabilities dialog box opens that allows you to capture the infrastructure and

middleware details.

Resource Template Capabilities

Product:
Vendor
Version
2
3
Architecture

CPU

@ AWS CentOS Agent

Application Server

JBoss Enterprise Application Platform
Redhat Inc
T

Database Server

Host

Athlon XP 1500+ processor

s a4 r-'-r-’”r""‘ __j"‘._'-.&-f

2
*
v
v
b
#
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3. You can model many attributes for the resource template. Some examples of these attributes are:
e Application Server:
e Product
e Vendor
e \Version
e Database Server:
e Product
e Vendor

e \Version

e Host:

Architecture
e CPU
e Disk size

e Memory (RAM)

Number of CPUs
Public IP

Private IP
e Operating System:
e Operating System
e Operating System Type
e Vendor
e Version
e Virtual Image:
e CPU
e Virtual Image Name
e Memory (RAM)
e PublicIP
e Private Subnet Mask
e Private IP
This listis extensible and more modeling attributes can be added.
These attributes allow you to model Infrastructure and Middleware as well as hardware capabilities.

These can then be used to compare with the requirements defined on the application tier level.
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Configuration Drift

Throughout the software release process, ElectricFlow tracks changes in the release to ensure that the
applications are repeatedly and reliably deployed and that the release is successfully completed. ElectricFlow
uses snapshots and change tracking to track the changes and identify differences, and then can notify users
about them.

Snapshots are a version of the application at a pointin time, encapsulating the specific state of the application,
its environment states, its components, and the artifacts and artifact versions that define the components. You
can manually take snapshots and compare two to determine the differences between them. You can also
automate a procedure that takes snapshots on a schedule, create custom reports, and send them to users,
making it easier to identify differences between deployments and resolve issues in the release. Go to
Snapshots on page 275 for more information about snapshots.

Change tracking is another way to track differences between deployments. Change tracking can track the
changes between every state of non-runtime objects and allows you to revert to any previous state of the
objects, such as applications, application processes, components, artifacts, procedures, workflows, resources,
and workspaces. In the Change History, you can find what changed for a specific object, such as an artifact, and
when the change occurred. Go to Change Tracking on page 862 for more information about this feature and
how to use it.
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Deployment Examples

This section has examples of application deployments and includes:

How to identify ElectricFlow objects—These are easily identified by icons and colors in the Visual Editors
(such as the Applications Visual Editor, Environments Visual Editor, and Application Process Visual
Editor) and lists (such as the Applications List and the Environment List).

How to view details about the objects

In the Applications Visual Editor and Environments Visual Editor, you can view details and other
information of the application tiers, components, environment tiers, and resources.

In the Application Process Visual Editor and Component Process Visual Editor, you can view details
about the process steps.

How a process can take different paths in the deployment based on parameter inputs.
What to expect with different deployment options.

How to model dynamic environments that provision (commission) environments and spin them up at
runtime.

How to use master components.

How to use snapshots.

Guidelines for Modeling and Deploying Applications in
ElectricFlow

When Modeling Applications

Keep the following in mind:

By default, change tracking is enabled for all ElectricFlow Deploy projects.

When authoring a component process, you specify the process type. The defaultis Deploy.
In the Component Process dialog box, select one of these values in the Type field:

e Deploy-Enables Inventory Tracking. The ElectricFlow server tracks the artifacts deployed to
environments.

¢ Undeploy—The next time that the process is run, the ElectricFlow server removes information
about the artifacts deployed to environments.

e Other-Disables Inventory Tracking.

You can also create a library of standardized reusable components to promote best practices across the
enterprise and speed up application authoring with master components. This is an easy way to reuse
existing definitions and their underlying process definitions. Go Master Components on page 75 for
more information.

130



Deployment Examples

After creating an application, you can version the entire application model by taking a snapshot of it.
A snapshotis an immutable version of an application with specific artifact versions.

You can save more than one snapshot of an application during the software release life cycle. You can
compare snapshots to optimize and troubleshoot the application. You can also deploy a snapshot even
if the latest version of the application has been modified.

Go to Snapshots on page 275 for more information.
You can include hyperlinks as part of an object description for any ElectricFlow object.
Known issues:

e Ifan application tier has two components that cannot be deployed to the same host, the
components need to be in different application tiers.

e Ifaformal parameter in a manual process step is renamed, the formal parameter properties
are not updated.

Go to Inventory Tracking on page 271 for more information.
Go to Environment Inventory for more information.

Go to Example: Modeling and Deploying Applications on page 133 for an example of the Application
Inventory in the Application View Run page.

When Modeling Environments

You can optimize how resources are used in application deployments. You can model dynamic environments

that are automatically spun up when an application is deployed. These environments can have cloud and static

resources. Cloud resources are provisioned using resource templates, which are specified in environment

templates.

Using dynamic environments allows you to:

Provide ways to optimize how cloud resources are used.

Reuse provisioned resource pools.

Track how provisioned cloud resources are used.

Provide the status of the provisioning process.

Verify the credentials of cloud resources before provisioning them.

Configure the middleware of cloud resources on an on-demand basis.

When Deploying Applications

How an application is deployed depends on what you want to deploy. You can select the following deployment
options.

New run—Specify the runtime parameters and settings in the dialog box.

Last run—Use the parameters from a previous run. You can modify one or more of these parameters as
described in the dialog box where the runtime parameters and settings are set.

Note: The option does not appear the first time an application is deployed.
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Schedule-Set the application to run on a schedule as described in Running Applications with
Schedules.

You can also deploy the application with these options and methods:

Full deploy—ElectricFlow deploys all the objects (including application processes, components, and
artifacts) in the application. When you deploy an application for the first time, you must do a full deploy.
Later, you can use this method to verify that the software is ready to be released.

Smart deploy—This deployment method reduces risk and time by only deploying changed objects.
ElectricFlow automatically detects the differences between what is about to be deployed and what has
already deployed to an environment. It deploys only those objects not yet deployed to a specific
resource or to resources where the object version is different. You can use this method throughout the
software release life cycle.

Partial deploy—The system deploys only objects that you select. You can use this method to verify
incremental changes.

Partial deploy with specific artifact versions—The system deploys only the artifacts with selected versions.
You can use this method to verify incremental changes.

Schedule-You can create schedules to deploy applications on a one-time, daily, weekly, or monthly
basis. You can schedule nightly builds so that the developers and quality always have a new version to
work on every day.

Snapshot-You select a snapshot to deploy. A snapshot is an immutable version of the application with
specific artifact versions. You can save and compare snapshots throughout a Release life cycle.

Note: If you select a snapshot and modify it, itis no longer a snapshot and becomes a different
version of the application, which you can save as a new snapshot.

Based on custom parameters defined in application processes—Set these parameters when you deploy
the application or when you define an application process step. They determine how the application
should be deployed.

Artifact staging—ElectricFlow retrieves the artifacts that will be deployed in an application run before the
deployment starts. This ensures that all the artifacts are downloaded and available on the target. It also
minimizes the time it takes to retrieve artifacts and reduces downtime during the deployment. Go to
Artifact Staging on page 113 for more information.

Rollback—When an application deployment fails, you can use the rollback functionality to restore the
deployment model to a previous state before the failure occurred. This operation is supported only in
application processes. Go to Rollback on page 115 for more information.

You can deploy applications by combining methods, such as:

Smart deploy and partial deploy

Smart deploy, artifact staging, and a partial deploy with specific artifact versions
Full deploy and artifact staging with a snapshot

Smart deploy and artifact staging

Artifact staging and partial deploy

For example, this sequence is an example of how you may deploy your software over time:
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e When you create an application in ElectricFlow and deploy it for the first time, you must do a full deploy.
By default, smart deploy is disabled the first time that you run an application.

e Throughout these deployments, you can schedule the deployments to occur on a daily or weekly basis
to provide builds that can be tested and installed on a regular basis.

e You can also save snapshots of the software at regular intervals or milestones. When you need to
troubleshoot the software or want to do performance testing, you can use one of these snapshots for
comparison.

e [fthe application does not deploy successfully, you can redeploy parts of it to troubleshoot the
application or component processes that failed.

You can do a partial deploy and redeploy the application with only the objects that failed.

You can also do a partial deploy only with specific versions of artifacts to determine if one or more
specific versions of artifacts are causing problems.

e Later, after successfully deploying the application, you can redeploy parts of the application when new
versions of artifacts or new resources are available.

e When a new version of an artifact is released, you can deploy only the artifact by selecting the new
version and doing a partial deploy.

e When you add artifacts and resources to the application, you deploy the new artifacts to resources and
specific versions of selected artifacts to the new resources, a combination of smart deploy and partial
deploy with specific artifact versions.

Getting the Real-Time Status of Application Runs and Troubleshooting

Use the Environment Inventory and Application Inventory to view the progress of the application as it runs and
the results of previous runs. They show detailed results that can be used to troubleshoot the application. Go to
Inventory Tracking on page 271for more information.

¢ In the Application Inventory (on the Applications Run View page), you can getinformation about the
application, its application processes, components, and job steps and about the status of these objects.

¢ |n the Environment Inventory, you can get more details about the environment, the applications mapped
to it, number of deployed artifacts in the applications, where the artifacts are deployed, and the status of
these objects.

Use Change Tracking to troubleshoot a failed job, look for more information about non-run object, and/or look
for differences between objects. Go to Change Tracking on page 862 for more information.

Compare snapshots to refine and troubleshoot an application. Go to Snapshots on page 275 for more
information.

Example: Modeling and Deploying Applications

Applications consist of components and the processes that orchestrate the deployment of these components.
Each application object has one or more application tiers, where a tier is a logical group of components. A
componentis based on an artifact, and the component definition contains a reference to this artifact.

When defining a component, you specify the artifact repository (plugin) and the artifact version that you want to
use. ElectricFlow supports artifacts from a variety of Artifact Repositories, such as the EC-Artifact repository,
Maven based repositories like Nexus or Artifactory (using EC-Maven), or artifacts on any file system (using EC-
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FileSysRepo). These artifacts could point to any build outputs, configuration scripts, database, scripts, and so
on. The information that you enter in the component definition depends on the artifact repository that you select.
For more information about artifacts, go to Artifact Management on page 837 and Artifacts on page 612.

You can use Change Tracking to track all the changes for non-runtime objects such as the application model,
components, artifacts, resources, the environment model, and projects. Go to Configuring Change Tracking on

page 863 for more information.

This example shows how to model and deploy an application in ElectricFlow.

Creating a New Application

This example shows how to create an application consisting of multiple application tiers with multiple
components.

In the Applications List:
1. Click Add + to add an application.

2. Inthe New dialog box, click Application > Create New.

3. Selecta project to which the new application will belong in the Select Project field, enter a description
of the application, and click OK.

Note: You can include hyperlinks as part of an object description for any ElectricFlow object.

Example:

Application

1]

Default v

Upgrade

Upgrade the production system.

The Applications Visual Editor opens.
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4. Define an application tier and the components in it.

=]

In Tier 1, click and select Details to edit the details in the Application Tier Details dialog box.

a. Rename the application tier to "App Server" and click OK.
b. To define the component:

i. Click + under the Component.

ii. Click Create new application component.
iii. Enter "Config" as the component name, and click Next.
iv. Inthe Content Location field, select EC-FileSysRepo.
v. Enter the required Source and Artifact.

vi. Enterthe artifact Version. In this example, select Exact, and enter 1.

vii. Click OK.
viii. Depending on the value that you selectin the Content Location field, different fields
appear.

ix. Enter the information to define the component.

Example:
Config Description
EC-FileSysRepo ¥  Browse
Source: | /net/f2home/dkarpenko/heatcling Required
Artifact: |env.sh Required
Version: Latest
® Exact

Retrieve to Directory:
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c. Inthe "App Server" tier, click + in the lower right corner to add another component.

Define another component similar to how to defined the first componentin this step:

Example:
Config Description
EC-FileSysRepo ¥  Browse
Source: | /net/fZhome/dkarpenko/heatclin| Required
Artifact: | mycompany.war Required
Version: Latest
®) Exact |1

Retrieve to Directory:

+=

5. In the Applications Visual editor, click to add another tier to the application, and define the first
componentin it. The new tier is called "Tier 1." Repeat the procedure in this step to define application

tier and the components in it. This tier will be called "DB" and will have two components.

Example: Name it "Cleanup DB" with the following definition.

Cleanup DB Description

EC-FileSysRepo ¥  Browse

Source: | /net/f2home/dkarpenko/heatclin| Required

Artifact: | cleanup.sql Required
Version: Latest
® Exact |1

Retrieve to Directory:
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6. To a dd a master component to the DB tier:

a. Click + under the Component to define the component.

b. Click Create from existing master component.

c. Selectdataload_mc from the list of master components, and click Next.

The Applications Visual Editor now shows the two application tiers with two components each.

Example:

App Server

Config Heatclinic

Cleanup DB

= dataload_mc

@

Authoring Component Processes

In a component process, you define a set of actions that will be executed on a specific component during the

deployment. A component process step can be defined as a call to an ElectricFlow plugin or procedure, a direct
command or script in any scripting language, a manual task, or a utility function (a higher-order operation than a

plugin).

This example shows how to author a component process with a manual step and a step defined by a utility

function.

In the Cleanup DB component of the "DB" tier:

1. Click to start authoring a component process.

The Component Process dialog box appears:
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New

Component Process

3
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2. In the Component Process dialog box, enter the following details:
e Enter "Start server" in the Name field.

e Enter an optional description in the Description field.

e Keep the selection as Deploy in the Type field. This value determines track what is built,
tested, and deployed during the application deployment. The default is Deploy.

e Deploy—Enables Inventory Tracking. The ElectricFlow server tracks artifacts
deployed to environments.

e Undeploy—After the first successful job step in a component process with this
setting, the automation platform removes the environment inventory record.

If you choose Undeploy, the Skip undeploying this component if it was not
deployed before option appears:

New

Component Process

Start server

Undeploy v

Skip undeploying this component if
it was not deployed before E]

0 & Credentials Add Y

| Select Workspace v

O

If you choose this option, the undeploy process is not performed if the component
inventory does not exist.

e Other-Disables Inventory Tracking.

e Specify who can run the component process in the Credential field. Clicking displays a
dialog box where you select a project and then a credential (user name and password) in

that project for the process, which are created and managed at the platform level. You can
only impersonate one credential. To set the credential type, see Adding Credentials.
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e Selecta workspace from the drop-down list of workspaces in the ElectricFlow platform in the
Workspace field, where the files and results of the job step are stored (optional).

e Setatime limitin the Time limit field, the maximum amount of time that the step is allowed to
run. After the time specified, the step is aborted. Enter the time, and select the unit of time:
seconds, minutes, or hours. Go to the Job Step Details on page 647 for information how time
limits work in procedure job steps.

3. Click OK.
The Component Process Visual Editor opens.
The process model shows a process with Start and Finish steps with a New Step in between them.
Note: Clicking i under the step name displays the details about the process step.

Example:

[ J - L]

T New Step

h

4. Click +in the first step.
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Define the first step in the Component Process Step dialog box:
a. Enter "Retrieve" in the Name field.
b. Enter "Retrieve the new DB file" in the Description field.
c. Use the Continue Running setting in the On Error field. Go here for more information.

d. Use the all setting in the Run if field. Go here for more information.

e. Specify who can run the component process in the Credential field. Clicking displays a
dialog box where you select a project and then a credential (user name and password) in

that project for the process step, which are created and managed at the platform level. You
can only impersonate one credential. To set the credential type, see Adding Credentials.

f. Click Next.

Example:

Component Process Step
Submit IT ticket
On Error @ Continue running O Stop running
Run if... @ all O any in-coming condition is met
0 £ Credentials Add =
Select Workspace v
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6. To define the first step in the Component Process Step dialog box as a manual step, select Manual as
the Step Type, and enter the details about it:

a. Enterthe users or groups who can perform and approve this task in the Assignees field.
Email notifications are sent to assignees who perform the task and to those who approve the
task before the process can proceed to the next step.

e Asyou type the user or group name, ElectricFlow displays the possible matches.
You can select one or more of the suggested users or groups or type the entire
name to complete the entry.

e You can also use the "$ [ 1" notation for parameter substitution to dynamically
assign users or groups to perform and approve manual tasks at runtime.

b. Enter the instructions for the manual task.

The instructions can include property references using the "$ [ ]" notation for file links, which
is needed when referencing a task instruction in an email notification template. For example,
a manual task could have this instruction:

Please check the Clover report, and make sure there is atleast 80% code coverage before
you approve.

http://myserver.com/reports/$[/myPipelineRuntime/ec_summary/report_name]

c. Click OK.

Example:
Assignees
Y- & o[- & scovomes ~
© Instruction

Submit an IT ticket to clean up the database ‘

Note: Inventory merely captures the version of the software that is installed on a resource. This
means that if an approver rejects a manual step as part of the component process, the software that
was installed is not removed, and the inventory is not marked as being in error. If you intend to roll
back the software, you must add a rollback step, which will uninstall the software and roll it back to
the older version.

7. Click + on the bottom of the first step to add a new step below it.

8. Click +in the second step.
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9. Define the second step in the Component Process Step dialog box:

a. Enter "Submit IT ticket" in the Name field.
b. Enter "Track this task" in the Description field.
c. Use the Continue Running setting in the On Error field. Go here for more information.

d. Use the all setting in the Run if field. Go here for more information.

e. Click Next.

10. To define the second step in the Component Process Step dialog box based on a component operation,

11.

select Component Operations as the Step Type. The parameters for this process step are automatically
inherited from the "Cleanup DB" component.

Example:

EC-FileSysRepo / Retrieve File Artifact

Parameters inherited from component

Add a third step to the process as described in the previous steps. The step type is Command. You can
enter a command or script when defining this step.
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12. Add a fourth step called "Tear down environment" as described in the previous steps, and define the
fourth step in the Component Process Step dialog box as a Utility step. This is also referred to as a utility
function thatis a higher-order operation than a third-party plugin.

a. Select Utilities as the Step Type

b. Select EF-Utilities - Decommission Environments and click

Example:
1T Utility Step
E | EF-UtiIities&,}Decommission Envircnments - |

c. Enter the parameter values for the parameters for utility, and click OK.

Example:

€ Utility Step EF-Utilities - Decommission Environments Lookup 73

EnvironmentList: | Dey

13. Repeat the previous steps to author component processes for other tiers in the application.

This is the component process:
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Start

Submit IT ticket

Fetrieve

drop and create

Tear down environment

You can get details about each step by clicking i under the step name.

It has one manual step, which is differentiated from the automated steps by color.

Manual steps are blue while automated steps are orange.
Each step has an icon indicating the step type.

The first step is a manual step.

The second step is based on a component operation.

The third step is a command or script.
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e These steps are deployed in series.

The second step can only start after the first step is completed.

=]

e Clicking displays menu where you can select options:

e Details—View step details

e Properties—View step properties.

e Access Control-View access control settings.

o Add Connector—Add another connector to the step.

e Track Changes-View the Change History.

Authoring Application Processes

At the application (parent) level, you author application processes. When deploying an application, the
application process that you select is executed to orchestrate operations against the application. An application
process step can be defined as a call to an ElectricFlow plugin, procedure, or component process as well as a
direct command, script, a manual task, or a utility function (a higher-order operation than a plugin).

This example shows how to author an application process with process branching and a rollback step.

In the Applications Visual Editor for the Upgrade application:
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%

1. Click

to start authoring an application component process.

2. Inthe Application Process Details dialog box, enter the following details:

Enter "Run" in the Name field.

Enter an optional description in the Description field.

Keep the selection as Deploy in the Type field. This value determines track what is built,
tested, and deployed during the application deployment. The defaultis Deploy.

¢ Deploy—Enables Inventory Tracking. The ElectricFlow server tracks artifacts
deployed to environments.

¢ Undeploy—After the first successful job step in a component process with this
setting, the automation platform removes the environment inventory record.

e Other-Disables Inventory Tracking.

Specify who can run the application process in the Credential field. Clicking displays a
dialog box where you select a project and then a credential (user name and password) in

that project for the process, which are created and managed at the platform level. You can
only impersonate one credential. To set the credential type, see Adding Credentials.

Select a workspace from the drop-down list of workspaces in the ElectricFlow platform in the
Workspace field, where the files and results of the job step are stored (optional).

Set a time limitin the Time limit field, the maximum amount of time that the step is allowed to
run. After the time specified, the step is aborted. Enter the time, and select the unit of time:
seconds, minutes, or hours. Go to the Job Step Details on page 647or information how time
limits work in procedure job steps.

Example:
Application Process Details
Run
Description
Credential [projects/Default/credentials/aws Optional =
Workspace v Optional
Time limit 0 Seconds W Optional
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3. Click OK.
The Application Process Visual Editor opens.
The process model shows a process with Start and Finish steps with a New Step in between them.
Note: Clicking i under the step name displays the details about the process step.

Example:

7 New Step

h

4. Click +in the first step.

148



Deployment Examples

5. Define the first step in the Application Process Step dialog box :

a.
b.
c.
d.

Enter "Check" in the Name field.
Enter "Check the database version" in the Description field.
Use the Continue Running setting in the On Error field. Go here for more information.

Use the all setting in the Run if field. Go here for more information.
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e. Add the rootuserin the Credential field. Only root user can run the application process.

Clicking displays a dialog box where you select a project and then a credential (user
name and password) in that project for the process step, which are created and managed at

the platform level. You can only impersonate one credential. To set the credential type, see
Adding Credentials.

Example:

Credential

Type Impersonation (@ Aftach Parameter Attach

/\ ATTENTION!

You can only impersonate one Credential

You can attach many Credentials or Credential
Parameter

=3 Default v

aws
customCred
heatclinic-root
root

This shows the process step has one credential.

Application Process Step

Check

Check the database version.

On Error. @ Continue running O Stop running
Run if @ all O any in-coming condition is met
1 @ Credentials Add Y
Select Workspace v
f. Click Next.
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6. To define the first step as a command or script, select Command as the Step Type, and enter the

command or script.

Example:
= App Server v
Run Shell / Script
Post Processor
Shell
ini -
Command® /etc/init.d/tomcat? step
webapps=$[ /myEnvironment/tomcat_home]/webapr
rm -rf $webapps/mycompany*

7. Click + on the bottom of the first step to add a new step below it.

8. Click +in the second step.

9. Define the second step in the Application Process Step dialog box as follows, and click Next:

Application Process Step
[UEPIO)
On Error. @ Continue running O Stop running
Run if @ all O any in-coming condition is met
0 £ Credentials Add oY
Select Workspace v

10. To define the second step in the Application Process Step dialog box based on a component, select
Components > Heatclinic> Deploy. The step is defined by the component Deploy process for the

Heatclinic component.

| Define Step
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11. Click + on the bottom of the first step to add a third step below it. This step will run in parallel to the
second step.

12. Define the third step as described in the previous steps.

Application Process Step
eanup db
On Error. @ Continue running o Stop running
Run if... ®@al Qany in-coming condition is met
0 2 Credentials Add gy
Select Workspace v

The step type is Components. Select Components > Cleanup DB> Deploy.

| Define Step

The step is defined by the component Deploy process for the "Cleanup DB" component.
13. Repeat the previous steps to add more steps to the application process.

Note: Starting in ElectricFlow 6.3, you can also define an application or component process step as
a utility function, a higher-order operation than a third-party plugin, for application modeling. Go here
for example of how to define a utility step.
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14. After the "start server" step, add a rollback step:

a. Click + at the bottom of the "start server"” step.
b. Click +in the New Step to define it.

c. Click Next.

d. SelectRollback as the Step Type.

e. Define the rollback process.

Application Process Step

Rollback|
On Error: @ Continue running O Stop running
Run if... ®a Q any in-coming condition is met

0 & Credentals

Add =

Select Workspace

O

The Continue Running setting in the On Error field. Go here for more information.
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f. Click Next.
el Define Step
@ Roll back to previous state
O Roll back to a Snapshot
Smart Deploy is Component Level Rollback

g.

Undeploy Application before Rollback |:]

Enabling Component Level Rollback activates rollback only on those components that
failed.You can use component-level with automatic rollback and with snapshots. For more
information about rollback, see the Rollback on page 115 section in the "Deployment
Automation" chapter.

Enabling Rollback only successfully undeployed components limits rollback to those
components that undeployed successfully.

Enabling Undeploy Application before Rollback lets you choose Undeploy as the process.
You can trigger rollback even if undeploy fails. To do so, use the Continue Running setting in
the On Error field when configuring a rollback step. Go here for more information.

Click OK.

15. Complete the process by creating success and failure branches after the "start server" step.

Click on the connector between the "start server" step and the Rollback step, and change the
condition from Always to Failure.

Click on the connector between the "start server” step and the "Send notification" step, and
change the condition from Always to Successful.

This is the application process called Run:
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-

Check
N
deploy war cleanup db

ﬂm DEI

start server

Rollback Send notification

DB

You can get details about each step by clicking i under the step name.

It has one rollback step, which is differentiated from the automated steps by color.

The rollback step is orange-red while automated steps are green.
Each step has an icon indicating the step type.

Two steps are defined by commands or scripts.

Three are defined by components.

One is for rollback.

Some steps are deployed in parallel.

The second and third steps are both deployed after the first step.
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o After the "start server" step is completed, the next step depends on the its outcome:

If the step completed successfully, the "Send notification” step is run where interested users and groups
receive emails that the upgrade was completed successfully.

If the step failed, the rollback step is run and the step rolls back to its previous state.

=]

e Clicking displays menu where you can select the options:

o Details—View step details

e Properties—View step properties.

e Access Control-View access control settings.

e Add Connector—Add another connector to the step.

o Track Changes—View the Change History.

Creating Environments

Environments are logical grouping of machines to which various applications can be mapped and deployed.
Using environments and templates, you can model the infrastructure and the middleware available for various
applications. Environments consist of logical groups of resources with a similar function or role called
environment tiers. An environment tier can be a group of machines with a similar function or role, such all the
web servers or application servers or database servers for an environment. Resources are actual target end
point machines (such as physical servers), virtual machines, or mobile devices.

Environments can be static, dynamic, or hybrid. A static environment has resources that are already provisioned
and managed at the platform level. Each resource has its own logical name to identify it from the other
resources in the system. It also can be assigned to one or more resource pools or to a zone (a collection of
agents). Several resources can correspond to the same physical host or agent machine. Resources can also be
configured as standard or proxy. Standard resources are machines running the ElectricFlow agenton a
supported agent platform while proxy resources (agents and targets) are on remote platforms or hosts that exist
in your environment and requires SSH keys for authentication. The ElectricFlow agent does not need to run on
the remote platform or host. Go to Resources on page 703 for more information about to create, configure, and
manage resources.

This example shows to how model a static environment to which the application will be deployed. For
information about dynamic environments and how to model them, go to Deploying Applications in Dynamic
Environments on page 202.

In the Environments List:

1. Click Add + (in the upper right corner) to add an environment.

2. In the New dialog box, select Environment > Create New.
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Select a project to which the new environment will belong in the Select Project field, enter a description

of the environment, and click OK.
Note: You can include hyperlinks as part of an object description for any ElectricFlow object.

Example:
New
Environment
== Default v
QA

Used when upgrading the production
system,|

The Environments Visual Editor opens.
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4. Define an environment tier and assign resources it.

=]

In Tier 1, click and select Details to edit the details in the Environment Tier Details dialog box.

a. Rename the application tier to "App" and click OK.
b. To define the resource:

Click + under the Resource.

Click Add resources.

Select the resource that you want to assign to the environment tier, and click OK. A resource
is available ifitis enabled.

Example:
7 Resources 1 Selected
W Name AV Platform AV Up/Down aAw Usedin...
v 1.QA-res & linux + QA

The Environments Visual Editor now has an environment tier called "App" with one resource.

Example:

5. In the Environments List, click Add + (in the upper right corner) to add another environment.

6. Inthe New dialog box, select Environment > Create New.

158



Deployment Examples

7. Selecta project to which the new environment will belong in the Select Project field, enter a description of
the environment, and click OK.

8.

Note: You can include hyperlinks as part of an object description for any ElectricFlow object.

Example:
New
Environment
— Default v
heatclinic-ge

The Applications Visual Editor opens.

In the Environments Visual Editor, define the environment tier and assign resources to it.

a.

C.

=]

In Tier 1, click and select Details to edit the details in the Environment Tier Details dialog box.
b. Rename the application tier to "mysql" and click OK.

To define the resource:

Click + under the Resource.

Click Add resources.

Select the resource that you want to assign to the environment tier, and click OK. A resource
is available ifitis enabled.

Example:

7 Resources 1 Selected Q

 Name AV Platform AW Up/Down aw Usedin

4 1. heatclinic-res & linux 4 heatclinic-ge

The Environment Visual Editor now has an environment tier called "mysql".
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+=

9. In the Environments Visual editor, click to add another tier to the environment, and assign
resources to it. The new tier is called "Tier 1."

Repeat the procedure in this step to define the environment tier and the resources in it. This tier will be
called "tomcat" with the resource called "heatclinic-res" assigned to it.

The Environments Visual Editor now has two environment tiers, each with one resource.

Example:

= mysql = tomcat

Defining Tier Maps
Before deploying applications, a tier map must be defined associating the application with an environment.

In the Applications Visual Editor for the application that you want to deploy:

+i

1. Click
The Tier Map dialog box opens.

2. Select Environment.

3. From the list of environment that you have permission to view, select an environment. You can search for
environments by project name or enter the search criteria in the Search field.

Example: Select QA.

Create Tier Map / Select Environment

I

All projects v

PROD == Default I

QA == Default I
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4. Map the application tiers to the environment tiers:

a. Foreach application tier, click in the corresponding Environment Tiers column, and
select an environment tier. Select one from the list or enter the search criteria in the Search field.

Example:

Tier Map

Application Tiers Environment Tiers

App Server v App

App

b. Click OK when each application tier have been mapped to an environment tier.

These are examples of tier maps.

e For the QA environment:

Application Tiers Environment Tiers

App Server v App

DB v App

e For heatclinic-ge environment:

Application Tiers Environment Tiers

App Server v/  tomcat

DB ' mysql

Deploying and Troubleshooting Applications

This example shows how to deploy the application multiple times with different runtime conditions.
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First Run

o

In the Applications List, clicking and selecting New Run opens the dialog box where you can set the

runtime settings.

Run #Z Upgrade
* Select Process v
B8 Select Environment v
=
=
=
Smart Deploy is Stage Artifacts

¢ In the Select Process field, select Run.

e In the Select Environment field, select QA.

e You can select a snapshotin the Select a Snapshot field if you have one or more.
e For the first run, all artifacts will be deployed.

e Smart Deploy and Stage Artifacts are enabled.

Run #% Upgrade
& Run N
QA v
1 @ Select a Snapshot W (2 =
3 ¢ Arifacts Full Run 3 Selected g3
=
Smart Deploy is e Stage Artifacts o

Click OK to start the application run.

The Applications View Run page shows the progress of the application run:
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e The blue steps are running (in progress).

e The green steps were completed successfully.

e The red steps failed.

Clicking

e The gray steps were skipped.

opens the Job Details page where you can begin the troubleshoot the step.

Applications / View Run / & Upgrade / 4 Run /BE QA A Errors 2 %
() 1_Run_Upgrade_Default_20160418142338 Apr 18,2016 - 14:23 @o0:00:17 @ (O 66% &+ N
n @ stage Artifacts Apr 18, 2016 - 14:23 () 00:00:01 100% ¢+ 8
u % staging Heatclinic Apr 18, 2016 - 14:23  (j 00:00:01 100% ¢+
E @ anes Apr 18, 2016 - 14:23 1y 00:00:01 100% ¢ =2
u Q Staging Cleanup DB Apr 18, 2016 - 14:23 (3 00:00:00 100% ¢+ 3
E e QA-res Apr 18, 2016 - 14:23 (¥ 00:00:00 100% ¢
u () Staging Config Apr 18, 2016 - 14:23 (¥ 00:00:01 100% &+
E @ aares Apr 18, 2016 - 14:23 (¥ 00:00:01 100% ¢
u A\ check Apr 18, 2016 - 14:23  (J 00:00:00 100% ¢+ O
E A\ QAres Apr 18, 2016 - 14:23  J 00:00:00 100% ¢ 9
A\ deploy war Apr 18, 2016 - 14:23 (3 00:00:00 100% &+
u @ Retrieve Apr 18, 2016 - 14:23 ) 00:00:00 100% ¢+
E ° QA-res Apr 18, 2016 - 14:23 () 00:00:00 100% & |
o cleanup db Apr 18, 2016 - 14:23 (¥ 00:00:01 100% &+ 3
u e Retrieve Apr 18, 2016 - 14:23 @ 00:00:00 100% &+ 3
E e QA-res Apr 18, 2016 - 14:23 @ 00:00:00 100% & =
u @ drop and create Apr 18, 2016 - 14:23 (¥ 00:00:00 100% &+
E o QA-res Apr 18, 2016 - 14:23 () 00:00:00 100% & b |
@ start server Apr 18, 2016 - 14:23 () 00:00:34 75% &+ 1
u e Retrieve Apr 18, 2016 - 14:23 ¢ 00:00:00 100% &+ 3
E ° QA-res Apr 18, 2016 - 14:23 ¢ 00:00:00 100% & =
u @ start server Apr 18,2016 - 14:23 () 00:00:34 50% &+ 3
E @ QA-res Apr 18, 2016 - 14:23 () 00:00:34 50% & a

Subsequent Runs

After the first application run, you can deploy the Run process to the QA environment with other deployment

options.
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Based on the Last Run

&

Clicking and selecting Last Run opens the dialog box where you can set the runtime settings. It displays
the runtime settings from the previous. You can deploy the application using the same settings as the previous

run or you can modify one or more them for the current run.

Based on Schedules

©

Clicking and selecting Schedule opens the list of schedules for the application. If there are no schedules,
the listlooks like this:

0 Run Schedules Upgrade add +

There are no Run Schedules. Add one

Clicking There are no Run Schedules. Add one (or Add +) opens the Run Schedule dialog box.
e Select Create new to create a new schedule, and then enter the schedule details.
e Selectfrom Previous Runs to create a schedule based on a previous application run.

A list of the last five application runs appears:

Last 5 Runs
Smart - Partial £ Run on BA heatclinic-ge at @ Apr 20, 2016 - 13:25:51
Smart - Full ¥ Run on BB heatclinic-ge at @y Apr 20, 2016 - 13:24:26
Smart - Full % Run on BB heatclinic-ge at @ Apr 20, 2016 - 11:46:43

Select an application run, and then enter the schedule details.

In the Run Schedule Details dialog box, enter the schedule details:
¢ In the Schedule name field, enter the schedule name.
¢ In the Frequency field field, click the down arrow and select Once, Daily, Weekly, or Monthly.
¢ In the Country field, click the down arrow and select a value in the drop-down list.

¢ In the City field, click the down arrow and select a value in the drop-down list.
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EH

e In the Start field, click if you want to change the start date, and click in the hh:mm box to set the
start time using the 24-hour clock.

B

¢ In the End field, click and select the end date from the pop-up calendar. The end time is the same
as the starttime.

Run Schedule Details
Schedule A
Daily v
America v
Los Angeles v
Start: [ Apr 20, 2016 23:00
End: R May 31, 2016 23:00

e Click Next.

The dialog box where you can set the runtime settings appears. You can also modify the runtime
seftings at this time.

e Click OK.

This message appears:

This deployment will run at
Apr 20, 2016 PDT

PR Edit the schedule

Click OK to close it.

When you view the list of schedules for the application again, the schedule that you created appears in the list.

1 Run Schedules Upgrade Add +
Vv Name Process Environment Frequency Start End Enabled
v 1 m iE"Ed“‘E & Run zeam‘”'n'“ f7] Daily AF 20, 2016 - 23:00 =] May 31, 2016 - 23:00 s
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Runtime Settings

In the dialog box where you can set the runtime settings, the Artifacts field looks like this for a full run:

3 ¢ Arifacts

Full Run

3 Selected g3

e Partial deploy with smart deploy and artifact staging are enabled:

Clicking opens the list of artifacts to be deployed in the application process.
€ Run Full
v 2 =Tiers 3 & Artifacts

1 App Server

1 49 Gonfig

2 @9 Heatclinic
2 DB

3 @ Cleanup DB

2
& env.sh
© mycompany.war

1

< cleanup.sql

uif \/erswons%
=5
*
$[/projects/Default/applications/Upg... w

$[/projecisiDefault/applications/Upg... w

E 3
*

$[/projectsiDefault/applications/iUpg... w

If you want to only deploy the DB artifact (cleanup.sql), click in the "1 App Server" column to deselect
(disable the selection of) the Config and Heatclinic components (based on the env.sh and
mycompany .war artifacts), and click OK.

€ Run Partial
v 2= Tiers 3 § Artifacts ' Verswons%
v 1 App Server 2, %
v 1 48 Config < env.sh $[/projects/Default/applications/Upg... w
v 2 49 Heatclinic € mycompany.war S[/projects/Default/applications/Upg... w
2 DB 1 %
3 4@ Cleanup DB £ cleanup.sql $[/projects/Default/applications/Upg... w

The Artifacts field now looks like this for a partial run:

3 © Adifacts

Partial Run

1 Selected g3
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e Partial deploy with specific artifact versions and with smart deploy and artifact staging are enabled:

In the list of artifacts to be deployed in the application process, click in the "2 DB" row to deselect

(disable the selection of) the "Cleanup DB" component (based on the cleanup.sql artifact), select the
Latest version of the mycompany . war artifact, and click OK.

€ Run

Partial

v 2=Tiers 3 ¢ Artifacts i Verslons%
1 App Server 2

iz
+*

1 49 Config © env.sh $[/projects/Defauli/applications/Upg... w

2 €@ Heatclinic © mycompany.war Latest w
+
v 2 DB 1 By

v 3 4§ Cleanup DB $ cleanup.sql

$[/projects/Default/applications/Upg... w

The Artifacts field now looks like this for the partial run:

3 ¢ Artifacts Partial Run 2 Selected g
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e Snapshot with partial deploy and with smart deploy and artifact staging are enabled:

In the Select a Snapshot field, click the down arrow and select the Upgrade_latestMC snapshot.

2 & Select a Snapshot W

™

0 ¢ Artifac

Select None

Upgrade_backup

Upgrade_latestMC

In the list of artifacts to be deployed in the application process, click in the "1 Config" row to deselect

(disable the selection of) the Config component (based on the env. sh artifact) and click OK.

2 @ Heatclinic

2DB

3 @ Cleanup DB ‘h‘

£ mycompany.war
1

£ cleanup.sql

€ Run Partial
v 2= Tiers 3 © Artifacts i \/ersmns%
v 1App Server 2 S
v 1 € Config & env.sh 1

The Select a Snapshot and Artifacts fields now look like this for the partial run:

2 @ Upgrade latestMC w

+1 0

Compare g3

3 ¢ Artifacts

Partial Run

2 Selected g

Viewing the Real-Time Progress of Deployments

This example shows the job details for a specific step. Clicking
Details page:

in the "cleanup db" step opens the Job

E ° heatclinic-res
n ° drop and create
E 0 heatclinic-res

Apr 18, 2016 -

Apr 18, 2016 -

Apr 18, 2016 -

Apr 18, 2016 -

Apr 18, 2016 -

Apr 18, 2016 -

Apr 18, 2016 -

Apr 18, 2016 -

14:30

14:30

14:30

14:30

14:30

14:30

14:30

14:30

@ 00:00:02
@ 00:00:02
@ 00:00:02
@ 00:00:00
@ 00:00:00
@ 00:00:00
@ 00:00:00

@ 00:00:00

100% & =
100% & +
100% & + =3
100% &+ Oy
100% &+ =
100% ¢ + =3
100% & +
100% ¢ =
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Job: 4 Run_Upgrade_Default_20160418143047

Job Step Details / cleanup db

Completed with Success

Start Time: 2016-04-18 14:30:53 PDT
Elapsed Time: 00:00:00.631

Job: 4 Run_Upgrade Default 20160418143047

General

Precondition

Diagnostics

Step ld:
Step Name:
Subproject:

Creste Time:
Elapsed Time:
End Time:

Last Modified:
Last Modified By:

Run Condition:
Exclusive Mode:
Release Mode:

Exit Code:

Error Handling:

4108e5f5-05ac- 16840 6-0050568747¢
cleanup db
Default
2016-04-18 14:30:48 PDT
00:00:00.631
2016-04-18 14:30:53 PDT
2016-04-18 14:30:53 PDT
project: Default
Slfiavascript
Slfiavascript myParent jobSteps[Check ] status == ‘complsted]
]
frue
none

none

0

Fail Procedure

m S

Properties

Notifiers i

This example shows that the rollback step has not run yet:

Clicking in the rollback step opens the Job Details page, showing that the status is Waiting for
Precondition. This step will not run until the precondition is met.

Precondition:  S[fjavascript
Slfjavascript my Parent jobSteps['start server] status == "completed]
1
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Job: 4 Run_Upgrade Default_20160418143047

Job Step Details / Rollback

4 _Run_Upgrade Default_20160418143047
= External

O Waiting for Precondition

art Time
Time: 00:00:00.000

Properties

i

Motifiers ’7

General

Step Id: d10a1008-05ac-11e56-94c5-0050568{747c
Step Name: Rollback
Create Time: 2016-04-18 14:30:48 PDT
Last Modified: 2016-04-18 14:30:48 PDT
Last Modified By: project: Default

Precondition:  S{fjavascript

Slfjavascript myParent jobSteps [start server] status == tompleted]
1

S[javascript
S[/javascript myParent jobSteps[start server].outcome = ‘skipped] &&
$l/javascript myParent. jobSteps['start server].outcome == ‘error’]

1

Exclusive Mode: none

Run Cenditicn:

Release Mode: none

Troubleshooting Deployments

This example shows that the "start server" step was Completed with Errors.

Apr 18,2016 - 14:30 (3 00:03:02 100% &+

Apr 18,2016 - 14:30 () 00:03:02 100% & =

Clicking in the "start server” step opens the Job Details page.

Job: 4_Run_Upgrade_Default_20160413143047

Job Step Details / start server

Completed with Errors

4_Run_Upgrade._Default_20160418143047
rt Time: 2016-04-18 14:30:58 PDT

00:03.02.762

e Extemal

Diagnostics ‘ Properties ‘ Notifiers ’—

General

Step |d: d109e8f7-DSac-11e8-94c 5-0050565874Tc

Step Name:
Subproject
Create Time:
Elapsed Time:
End Time:

Last Modified
Last Modified By

start server

Default

2016-04-18 14:30:48 POT
00:03:02.762

2016-04-18 14:34:01 PDT
2016-04-18 14:34:01 PDT
project: Default

Precondition:  Sfjavascript
Slfjavascript my Parent jobSteps[cleanup db].status == ‘completed] &&
Sljavascript my Parent jobSteps[deploy war].status == ‘completed]
Run Condition:  true
Exclusive Mode: none
Release Mode: none
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Clicking in the Diagnostics tab can provide more information about the errors.

Example: Manual Steps with Runtime Parameters

This topic describes manual steps with parameter inputs and how the parameter inputs influence the process
flow to take different paths. You can define manual steps in an application process or component process.

In the following example, an application process called Deploy has the following steps. When deployed, this
process updates the website for an online store.

e The first step is a command step to retrieve a .war file that will be deployed to the website.

e The second step is a manual step to log into a terminal where you can enter CLI commands to update
the website.

If you have admin privileges, you can update the home (parent) page.
If you do not have privileges to update the home page, you can update only the product (child) pages.

Depending on your privileges, the parameter input to the manual step is either pass (you have the
privileges to update the home page) or fail (you can only update the product pages).

e The parameter inputs to the manual step are the preconditions to the third and fourth steps.
e condition1 is fulfilled if the input to the manual step is pass.
e condition 2 is fulfilled if the input to the manual step is fail.
These preconditions determine the step that is executed after the manual step.
e The next step is either the third or fourth step.

If the parameter input for the manual step is pass, the process continues to the “Update the home page”
step.

If the inputis fail, the process continues to the “Update a product page” step.
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retrieve\WARFile

dndition1

Update the home page Update a product page

App

Process Flow Details

After starting the deployment, the .war file is automatically retrieved in the first step.

In the second step, email notifications are sent to one or more assignees. One of the required assignees
performs the manual task, which is to log into a terminal and enter the appropriate CLI commands to set up the
website update. After clicking on the link in the email, the assignee goes to the ElectricFlow Ul and provides

input to the manual process step using the pass_fail value parameter.

e |fthe assignee has admin privileges, the value of the pass fail value parameteris pass. The

process continues to the “Update the home page” step.

e [fthe assignee does not have admin privileges, the value is fail. The process continues to the “Update a

product page” step.

In the third and fourth steps:
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e The On Error setting is Continue running.

If the process encounters an error while the web page is being updated, it completes the step with errors

and then continues to next step.

The default is Stop running, where the process will abort if the process encounters an error.

e The Run if setting is all (the default). All the preconditions to the step have to be met before the process

goes to the next step.

If any is selected, only one of the conditions has to be met before the process continues running.

Application Process Step

Update the home page

Home page web updates|

On Error @ Continue running O Stop running
Run if @a Qany in-coming condition is met
0 @£ Credentials Add Y

Deployment Scenarios

These are possible deployment scenarios.

Assignee has admin privileges and the deployment is completed successfully

The home page is updated in this scenario.

When the Deploy application process is deployed to the QA environment, you can view the progress of the

deploymentin the "Applications / View Run" page.

-4 Applications / View Run / «g onlineStore / % Deploy / BE QA

Y 16_Deploy_onlineStore_Default_2016052317 .
G’ 5930 (]

u () retrieveWARFile
E o QA-res

n @ Leg in

u ° Update the home page

u ° Update a product page

May 23,

May 23,

May 23,

May 23,

May 23,

May 23,

2016 -

2016 -

2016 -

2016 -

2016 -

2016 -

17:59

17:59

17:59

17:59

17:59

17:59

@ 00:00:04
@ 00:00:00
@y 00:00:00
@ 00:00:02
@ 00:00:00

@ 00:00:00

(= JC)

A Erors () -2
37% ¢+ 2
100% ¢+ 81
100% ¢ 9
50% & [
0% ¢ =
0% ¢ =

Clicking opens the Manual dialog box. Clicking

parameters on the right side of the dialog box.

If you enter pass in the pass_fail_value field, select Completed as the Outcome, and click OK, the process

continues to the "Update the home page" step.

in the Parameters row displays the required
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Manual

e Instruction 1. L3 pass_fail_value

Do you have admin privileges?

If yes, pass_fail_value = pass
If no, pass_fail_value = fail.

1 £ 3 Parameters 1 Qequired §3

Outcome: Q) Failed ® Completed

The parameter value (pass) is used in the precondition to determine the next step in the process flow. Itis also
passed to the next step.

The step to update the home page is successfully completed. Notice that the "Update a product page" step is

skipped.
< Applications / View Run / g onlineStore / £ Deploy / BB QA A Errors =z
® Lo g el B e May 23, 2016 - 17:59 Gy 00-00:14 © 100% & %@
n Q retrieveWARFile May 23, 2016 - 17:59 @ 00:00:00 1005/0 o+
E ) QA-res May 23, 2016 - 17:59  (J 00:00:00 100% ¢ =
u o Log in May 23, 2016 - 17:59 (3 00:00:10 100% & ¢ ]
n Q Update the home page May 23, 2016 - 17:59 () 00:00:00 100% © % - |
E Q QA-res May 23, 2016 - 17:59 () 00:00:00 100% & ~
n &) Update a product page May 28, 2016 - 17:59 (8 00:00:00 100% ¢ 92
=
In the top row, clicking takes you to the Job Details page.
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Clicking
from the manual step that was passed to the "Update the home page" step.

X Job Details
Job Details / 16_Deploy_onlineStore_Default_20160523175930 ¢ 0- m & @
v Completed with Success
Start Time: 2016-05-23 17:59:30 PDT
—ﬂ Diagnostics Parameters Properties Notifiers Published Artifact Versions Refrieved Artifact Versions
View: Al ¥ Expand All | Collapse All
Step Name Log  Status Elapsed Time Resource Actions
E retrieveWWARFile Q Completed with Success 00:00:00.459 @
E qares @ Completed with Success 00:00:00.459 oY
runCommand & ] Completed with Success 00:00:00.266 QA-res G) s
Log in @ Completed with Success 00-00:10.289 o
[ Update the home page @ Completed with Success 00:00:00.388 &
Eaares @ Completed with Success 00:00:00.388 oY
runCommand & @completed ith Success 00-00:00.132 QA-res o 2
Update a product page @ Skipped 00:00:00.000 ol
Records per page:| 100 v 1thruBof 8
E retrieveWARFile 0 Completed with Success
E QA-res 0 Completed with Success
runCormmand 2] @ Completed with Success
Log in & Completed with Success
= Update the home page £ Completed with Success
E QA-res I"\S & Completed with Success
runCommand 21 Q Completed with Success
Update a product page @ Skipped

in the runCommand row takes you to the log file for that step, which displays the parameter value

Job: 16_Deploy_onlineStore_Default_20160523175930

Workspace File / runCommand.cd53b36e-214a-11e6-b9d7-0050568f7ab6.log

pass

Assignee does not have admin privileges and the deployment is completed successfully

A product page is updated in this scenario.

When the Deploy application process is deployed to the QA environment again, you can view the progress of

the deployment in the "Applications / View Run" page.
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When the process reaches the second step, clicking opens the Manual dialog box.

Clicking in the Parameters row displays the required parameters on the right side of the dialog box.

If you enter fail in the pass_fail_value field, select Completed as the Outcome, and click OK, the process
continues to the "Update a product page" step.

1 [ 3 Parameters 1 Required Y

Outcome: ) Failed ® Completed

1. £ pass_fail_value

fail

The parameter value (fail) is used in the precondition to determine the next step in the process flow. Itis also
passed to the next step.

In this deployment, both the Deploy process and the step to update product page are completed successfully.

-« Applications / View Run / «§ onlineStore / £ Deploy / BB QA A Emors () %
n © 18 Deploy_onlineStore_Default_2016052318 S e © 100% &+ =
u o retriesveWARFile May 23, 2016 - 18:00 () 00:00:00 100% &+ |
E o QA-res May 23, 2016 - 18:00 iy 00:00:00 100% & = |
u Q Log in May 23, 2016 - 18:00 ¢y 00:00:08 100% &

L

u ° Update the home page May 23, 2016 - 18:00 () 00:00:00 100% & =
u o Update a product page May 23, 2016 - 18:00 () 00:00:00 100% &+ =3
E Q QA-res May 23, 2016 - 18:00 () 00:00:00 100% & L |

In the top row, clicking takes you to the Job Details page.
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Job Details /18_Deploy_onlineStore_Default_20160523175930 ¢ 0- W a A

, Completed with Success >roject: Default
| Start Time: 2016-05-23 18:02:40 PDT

Elapsed Time: 00:00:13.553

Parameters Properties Notifiers Published Artifact Versions Refrieved Artifact Versions

Diagnostis

Mew: A 3 Expand All | Collapse Al

Step Name Status Elapsed Time Resource Actions
[=] retrievewARFile & Completed with Success 00:00:00.369 &
= eAres @ Completed with Success 00:00:00.369 &
runCommand @ Completed with Success 00:00:00.202 QAres o 2
Log in @ Completed with Success 00:00:07.588 &
Update the home page @ Skipped 00:00:00.000 &
[=] Update a product page @ Completed with Success 00:00:00.252 &
El aares @ Completed with Success 00:00:00.252 &
runCommand @ Completed with Success 00:00:00.151 QA-res o 2

Clicking in the runCommand row takes you to the log file for that step, which displays the parameter value
from the manual step that was passed to the "Update the home page" step.

Job:18_Deploy_onlineStore_Default_20160523175930
Workspace File / runCommand.3e8ef99f-214b-11e6-a00e-005056817ab6.log

fail

Assignee does not have admin privileges and the deployment is completed with errors
A product page is updated in this scenario.

When the Deploy application process is deployed to the QA environment again, you can view the progress of
the deploymentin the "Applications / View Run" page.

When the process reaches the second step, clicking opens the Manual dialog box.

Clicking in the Parameters row displays the required parameters on the right side of the dialog box.

If you enter fail in the pass_fail_value field, select Failed as the Outcome, and click OK, the process continues
to the "Update a product page" step.

1 L 3 Parameters 1 Required Y

Outcome: (&) Failed Q Completed

177



ElectricFlow

1. £ pass_fail_value

fail

The parameter value (fail) is used in the precondition to determine the next step in the process flow. ltis also
passed to the next step.

In this deployment, the step to update the product page is completed successfully even though the Deploy
application was completed with errors. The error is in the second step where the outcome is Failed.

4 Applications / View Run / «§ onlineStore / # Deploy / BB QA A Emors 1 B
A ;ZgﬁDeplay_onIineStore_Defaul1_2016052317 May 23, 2016 - 17:58  (J 00:00:23 © 100% &+ =
u Q retrieveWARFile May 23, 2016 - 17:59 Gy 00:00:00 100% &+
E @ Qacres May 23, 2016 - 17:59 (& 00:00:00 100% ¢ 9
uALag in May 23, 2016 - 17:59 () 00:00:17 100% & H
u ° Update the home page May 23, 2016 - 17:59 () 00:00:00 100% & b |
u Q Update a product page May 23, 2016 - 17:59  (® 00:00:00 100% &+
E Q QA-res 5 May 23, 2016 - 18:00  GJ 00:00:00 100% & |
=
In the top row, clicking takes you to the Job Details page.
Clicking in the runCommand row takes you to the log file for that step, which displays the parameter value

from the manual step that was passed to the "Update the home page" step.

Job: 17_Deploy_onlineStore_Default_20160523175956
Workspace File / ruynCommand.3e8ef99f-214b-11e6-a00e-0050568f7ab6.log

fail

Setting Up Custom Parameters for Application and
Component Processes

Parameters are used throughout the release planning and management process. They provide an easy way to
model releases, pipelines, and applications. They can be inputs to procedures, workflows, applications,
pipelines, and releases. You can use parameters in place of predefined credentials, property paths, user or
group names for notifications, runtime conditions. Parameters are created and managed independent of any
object at the platform level.
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These examples show how to add custom parameters and setting the parameter labels in the GUI.

Adding Custom Parameters

In the Application Process or Component Process Visual Editor:

=]

1. Click on the upper right corner of the Visual Editor.

2. Click Parameters.
The Parameters dialog box opens.

Example:

0 Parameters Add +

Deploy Select

Name Type Required

There are no Parameters. Add one +

3. Click Add + or if no parameters have not yet defined for the object, click There are no Parameters yet. Add
one + to add a parameter.

The New Parameter dialog box opens.

Example:
Parameters
New Parameter
Text Entry v
< Required
Defer Expansion
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4. Enter the following information:

Parameter Name—Name of the parameter.

Description—This is optional.
Note: You can include hyperlinks as part of an object description for any ElectricFlow object.
Label-Label that appears on the GUI. This is optional.

Text Entry—How the user selects the value for this parameter. Valid options are Text Entry, Test
Area, Dropdown Menu, Radio Selector, Checkbox, or Credential.

Default Value—Default value for the parameter. This is optional.
Required-If the parameter is required, select the Required check box.

Defer Expansion-If the parameter value contains $[ ] and you want ElectricFlow to interpret it
literally (not as a parameter reference), select the Defer Expansion check box.

Depending on the parameter type that you select, other fields appear in the dialog box. Go to the
following appropriate step to complete setting up the parameter.

5. Ifyou select Text Entry as the parameter type, the Default Value field appears. You can enter a default
value butis not required, and then click OK.

6. Ifyou select Text Area as the parameter type, the Default Value field appears. You can enter a default
value butis not required, and then click OK.

Example:

Parameters

New Parameter
Script or Command

Long text

Seript/Command

¥ Requied @

Text Area v

Defer Expansion @
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7. Ifyou select Dropdown Menu as the parameter type, the Default Value field and ways to add the menu

options appear. You can enter a default value butis not required.

a. On the right side of the dialog box, enter the menu options.

b. Click OK.

Example:

Parameters

New Parameter

Stage ®  Enter options
Load options from list
Stage of the deployment process
Load options from property sheet
Add option 4+
1 Development Dev x
Label
2 Quality QA X
Dropdown Menu v
@ Required @
Defer Expansion @

If you select Radio Selector as the parameter type, the Default Value field and ways to add the menu
options appear. You can enter a default value butis not required.

a. On the right side of the dialog box, enter the menu options.

b. Click OK.
Example:
<« Parameters
New Parameter
Ranking ®  Enter options
o Load options from list
Ranking in the queue
Load options from property sheet
Add option 4
1 High High x
Priority Delete
2 Normal Normal x
Radio Selector v
Normal 3 Low Low x
¥ Required @
Defer Expansion @
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9.

You can enter a default value butis not required.

a. On the right side of the dialog box, enter the values.

b. Click OK.

Example:

If you select Checkbox as the parameter type, the Default Value field and values for the check box appear.

Parameters

Ranking

Ranking in the queue

Priority

Radio Selector

Normal

% Requied @

Defer Expansion @

New Parameter

Enter options
Load options from list

Load options from property sheet

Delete

Add option 4
1 High High x
2 Normal Normal x
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10. Ifyou select Credentials as the parameter type, the Default Value field appears. You can enter a default
value butis not required, and then click OK.

Example:
< Parameters
New Parameter
Identity
Description
User Name and Password Delete
Credentials v
Default Value
@ Required @
Defer Expansion @

After completing these steps, the Parameters dialog box opens and shows the new parameter in the list.

Example:
1 Parameters W Add+
Deploy Select “
Name Type Required
4 1. L3 UserName Text Entry v b |

Setting and Modifying the Parameter Label
In the New Parameter dialog box:

Example:
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<« Parameters

New Parameter

QA Verification Required
Value when unchecked
Description
No
Value when checked
Yes
Labe
Initially checked
Checkbox v
Default Value
Required @

Defer Expansion @

1. Add a label in the Label. This is optional.

Example:

New Parameter

QA Verification Required
Walue when unchecked

Description
No
Value when checked
Yes
QA Verify Delete
Initially checked
Checkbox v

Default Value

Required @

Defer Expansion @

If you enter a label, it appears in the Ul form when you deploy the application. If you do not enter a label,
the parameter name appears in the Ul form when you deploy the application.

2. Click OK.
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3. To modify the label:

a. Open the New Parameter dialog box.
b. Clear the Label field.

c. Enteranew label.

Example:
New Parameter
QA Verification Required
Value when unchecked
No
Walue when checked
Yes
Verify by QA| Delete
nitially checked
Checkbox v
Required @
Defer Expansion @

d. Click OK to save the change.
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4. To delete the label:

a. Click Delete next to the Label field.

Example:

<« Parameters

New Parameter

QA Verification Required

Description
Verify by QA
Checkbox v

Default Value

[ Required @

) Defer Expansion @

Value when unchecked

No

Value when checked

[ Initially checked

Notice that the text in the Label field changes.

Example:

<« Parameters

New Parameter

QA Verification Required

Description

Yes, delete this Label Cancel

Checkbox v

Default Value

[ Required @

)  Defer Expansion @

Value when unchecked

No

Value when checked

[ Initially checked
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b. Clickin the Label field.

The label disappears.

Example:

Parameters

QA Verification Required

Checkbox

Default Value

Required @

Defer Expansion @

New Parameter

Value when unchecked

No

Value when checked

Yes

Initially checked

c. Click OK.

The Parameters dialog box opens. The parameter name now appears in the name column.

Looking Up Parameters in Application and Component

Processes

To apply parameters to an application or component process step, starting in the Application Process or a

Component Process Visual Editor:

1. Add a new step to the process.

2. Define the process step in the Define Step dialog box.
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3. When you define the process step with a plugin (Plugins), command or script (Command), or project

(Procedure), click the Lookup button to open the Parameter Lookup dialog box.

Example:

The Parameter Lookup dialog box opens.

- Define Step Lookup £73

On Error: Stop running Continue running (@

Run Shell/ Script
Post Processor
Shell

Command*  echo Hello

Parameter Lookup

L3 Name
1. User name and password

2 Stage

Path Reference Select
${User name and password] [y

$[Stage] =

4. Choose a parameter and click the Copy button to copy the path reference.

A message appears in the row : <Parameter Name> has been copied.

The Define Step dialog box now has a Parameter field.

5. Click in the Parameter field and paste the path reference that you copied in it.

6. Repeatthe previous two steps to apply another parameter to the process step.

7. Click OK.

Attaching Credentials to Application and Component

Processes

This topic describes how to add credentials and parameters to a component processes and apply custom
parameters to them. These parameters are required at runtime when the application is deployed.

When defining an application or component process step:
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1. Click

in the Credentials row in the dialog box where you can set the runtime settings.

U

Credentials Add =

The Credentials dialog box opens and shows the list of credentials for this process step. If there are no
credentials, the dialog box looks like this:

0 Credentials

Project

Name Type

FE==s===-T== 1
Add Credentials 1

1 Impersonate 1

2. Click + Add Credentials Impersonate Attach to add a credential.

Type

Credential

Impersonation (@ Attach Parameter Attach

AN\ ATTENTION!

You can only impersonate one Credential

You can attach many Credentials or Credential
Parameter

= Select Project v

£ Select credential v

3. Select Attach to attach a credential to the process step. This credential is created and managed at the

platform |

evel.

The other ways to add credentials to a process step are:

If you want to impersonate one credential, select Impersonation, select the project to which the
credential belongs, and the credential that you want to use for impersonation.

If you want to attach a credential parameter to the process step, select Attach Parameter. Click
in the Select credential parameter field to set the parameter.
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4. Selectthe project to which the credential belongs in the Select Project field, the credential in the Select
Credential field, and click Next.

Credential

Type Impersonation Attach Parameter Attach (@
A\ ATTENTION!
You can only impersonate one Credential

You can attach many Credentials or Credential
Parameter

— Default v

L Select credential

aws
customCred
heatclinic-root

root

The list of credentials now shows the credential you added:

1 Credentials Select _
Project Name Type
Default aws impersonation

5. Click Next.

The dialog box where you can set the runtime settings now shows that one credential is attached to the
process step.

1 £ Credentials Add =

6. Repeatthe previous steps to attach another credential or use impersonation.

IMPORTANT:
When you impersonate a credential, make sure that the impersonated user has the absolute path to
the bin directories in the SPATH environment.

If you define a process step with a command, you must enter the absolute path in the Post Processor
and Shell fields in the "Define Step" dialog box.

Plugin Process Steps

Plugin steps allow you to orchestrate third-party tools at the appropriate time in your component or application
process. The following third-party tools can be used with ElectricFlow:

e Application Servers—Examples are IIS, JBoss, and Tomcat.

e Builds—Examples are EMake, Maven, or Visual Studio.

e Code Analysis—Examples are Clover CMD, Coverity, or Klocwork..

e Databases—Examples are DBI, Oracle, or SQLServer.
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e Defect Tracking—Examples are Bugzilla, JIRA, or Rally.

e Notification—An example is Twitter.

e Reporting—An example is Reports.

e Resource Management—-Examples are Chef, EC2, or OpenStack.

e Scripting/Shell operations—Examples are Groovy, Python, or Ruby.

e Source Code Analysis—Examples are ECSCM-ClearCase, ECSCM-Git, or ECSCM-Perforce.
e System —Examples are Artifact or FileSysRepo.

o Test—Examples are HPQualityCenter, Jasmine, or Selenium.

o Utility—Examples are FileOps or SendEmail.

You can access these options from the Plugin Category dialog box:

Plugin Category

Application Server
Build

Code Analysis
Database

Defect Tracking
Notification

Reporting

Resource Management
Scripting/Shell

Source Code Management
System

Test

O
O
O
o
O
O
O
O
O
o
O
O
O

Utility

Plugin Steps in a Component Process
This example shows how to define a test plugin step in a component process.

In the Applications Visual Editor for the eShoppingCart application, select the "install config" process for the
database.conf componentin the MySQL application tier.
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<= Default / Applications / «¢ eShoppingCart Ter 3 += Process v2 #¥ Map v3 +3

Tomcat MySQL

In the Component Process Visual Editor, add a step after the "log config contents" step. The "New Step" appears
after this step.

< = Default/ Applications / «§ eShoppingCart / §& database conf/ # install config

adaptcanfig file

P

log config contents
a

New Step

Click + in the "New Step" to define it. Name the step "Verify configuration”, use the default values, and click
Next.

In the Step Type dialog box, select Plugins.
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Siep Type

Component Operations

Plugins

Command

Procedure

Utilities

In the Plugins Category dialog box, select Test.

Plugin Category

Application Server
Build

Code Analysis
Database

Defect Tracking
Notification

Reporting

Resource Management
Scripting/Shell

Source Code Management
System

Test‘b

Utility

o
o
o
o
o
o
o
o
o
o
o
o
o

In the Test dialog box, select Selenium.
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ALM

JMeter
JTest
Jasmine
MSTest
QTP

SilkCent
SilkTest

&
5
jod
o
&
Jod
&
fod
&
Jod
o/

TestNG

Select the Selenium - Test procedure.

HPQualityCenter

Selenium

ral

|

Test / EC-Selenium

4 Selenium - Test

Ly

Enter the required parameters for the procedure, and click OK.

Selenium - Test

Lookup :‘l‘:

7]
&
Java installation path: |java Required
Selenium installation |5e|en'|um—gerver_jar Required
path:
Browser: [firefox Required
Start URL: |www_myapp_com Reguired
Suite file: [config-test.jar Required
Resuttfile: |results-test.jar Required
Log file: |
Port: |

The Component Process Visual Editor now shows this step:
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adapt config file
a

log config contents
a

Verify configuration
Li |

Plugin Steps in an Application Process
This example shows how to add a test plugin step in an application process.

In the Applications Visual Editor for the eShoppingCart application, select the "Deploy" application process.

= Default [ Applications / #3 eShoppingCart Tier 3 += Process v 2 ﬁ Map v3 +=
pesley E
= Tomcat = MySQL Undeploy u

v2 3%
+

Yzﬂ

o rad SE— il B N R R I e i 2 e

The Application Process Visual Editor opens.
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<« = Default / Applications / «§ eShoppingCart / # Deploy Step 8 +d

install Tomcat env settings

Tomcat

update web config

Apache Web

deploy app

Tomcat

wf‘*l‘“d,.}’u“ﬁrd—l ‘___,“_,.—-__,‘ ‘,—r-ﬂ_"___,u..-'ro.;_r

Add a step after the "Create Link to application" step.

Tomeat

Greate Link to applicaton

Tomcat

G Rl & an U PRGNy D r,_*‘-".‘w“_rwﬂw

Click +in the "New Step" to define it. Name the step "Verify setup”, use the default values, and click Next.

In the Step Type dialog box, select Plugins.
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Siep Type

Components

Plugins

Command

Procedure

Utilities

Manual

Rollback

In the Plugins Category dialog box, select Test.

Plugin Category

Application Server
Build

Code Analysis
Database

Defect Tracking
Notification

Reporting

Resource Management
Scripting/Shell

Source Code Management
System

Test‘h

Utility

o
o
o
o
o
o
o
o
o
o
o
o
o

In the Test dialog box, select TestNG.
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ALM
HPQualityCenter
JMeter

JTest

Jasmine

MSTest

QTP

Selenium
SilkCentral
SilkTest

fod
&
o
o
&
fod
&
&
J o4
&
&

TestNG

Select the TestNG - Run TestNG procedure.

- Test/ EC-TestNG

A TestNG - Run TestNG @

Enter the required parameters for the procedure, and click OK.

TestNG - runTestNG Lookup 73
= MySQL v
Q
2
Directory [/test/tmp Required
TestNG.xml File(s) [test1.xml Required
Class Path [/test/myResults Required

Option(s) |

Report directory |

The Application Process Visual Editor now shows this step:
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Create Link to application

Tomcat

\erify setup

My SQL

Adding Process Steps

How to get to the Application Process Visual Editor:
¢ |n an existing application process:

From the Applications Visual Editor, click the down arrow next to the number-of-application-processes
button and select an application.

The Application Process Visual Editor for that application process appears.
¢ In a new application process:

From the Applications Visual Editor, click the Add process button, set the details in the Application
Process Details dialog box, and click OK.

The Application Process Visual Editor for the application appears.

How to get to the Component Process Visual Editor:
¢ In an existing component process:

From the Applications Visual Editor, click the down arrow next to the number-of-component-processes
button in a component, and select a component process in the drop-down list.

The Component Process Visual Editor for that component process appears.
e In a new component process:

From the Applications Visual Editor, click the Add process button in a component, set the details in the
Component Process dialog box, and click OK.

The Component Process Visual Editor for the component process appears.

To drag and drop a new step in a component or application process:

199



ElectricFlow

1. Click the Add step button in the upper right corner of the Component Process Visual Editor or
Application Process Visual Editor.

A new undefined step appears.

)

Finish

2. Selectthe new step.
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3. Drag the step to where you want to add itin the process.

4 install env.sh step 4 + 4 \
%
. Placing this
Id
s
rs
<

Step in the

)

B

When you are near where you want to add the step in the process, notice that the icon changes shape
and the textin it changes to "Dropping this Step in the Process."

4. Drop the step in the process.

The Component Process Step dialog box appears.
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5. Enter information about the step.

The new step is in the process.

.
-
e

Deploying Applications in Dynamic Environments

This section describes dynamic environments and how to model them.

Environments can be static, dynamic, or hybrid. Any dynamic environment is automatically spun up when the
application is deployed. Environments can have a combination of static and cloud resources that will be
provisioned and configured dynamically. Go here for more information about static environments and how to
model them.
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Using dynamic environments allows you to:
e Provide ways to optimize how cloud resources are used.
e Reuse provisioned resource pools on an on-demand basis.
e Track how provisioned cloud resources are used.
e Provide the status of the provisioning process.

e Verify the credentials of cloud resources before provisioning them.

You provision cloud resources by creating a resource template and adding it to an environment template. When
the application deployment that includes a dynamic environment begins, the environmentis spun up at runtime
with the required cloud resources, and the application is deployed there.

Resource templates allow you to

o Define the cloud provider details to provision of machines at the appropriate time and the configuration
management tools to install the appropriate middleware.

e Configure the resources for optimal performance.

About Resources

Each resource in an environment has its own logical name to identify it from the other resources in the system. It
also can be assigned to one or more resource pools or to a zone (a collection of agents). Several resources can
correspond to the same physical host or agent machine. Resources can also be configured as standard or
proxy. Standard resources are machines running the ElectricFlow agent on a supported agent platform while
proxy resources (agents and targets) are on remote platforms or hosts that exist in your environment and
requires SSH keys for authentication. The ElectricFlow agent does not need to run on the remote platform or
host. Go to Resources on page 703 for more information about to create, configure, and manage resources.

Examples

Infrastructure in ElectricFlow is modeled by configuring the cloud provider for dynamic environments. This
configuration is versioned when you name and save the resource template. For an example of an Amazon EC2
infrastructure configuration, go to . For an example of an OpenStack infrastructure configuration, go here.
Example: Resource Template for Infrastructure using Amazon EC2 on page 212 and Example: Resource
Template for Infrastructure using OpenStack on page 219. For examples of infrastructure configurations, go to
Example: Resource Template for Infrastructure using Amazon EC2 on page 212 and Example: Resource
Template for Infrastructure using OpenStack on page 219.

Middleware is modeled by configuring the configuration management tool for dynamic environments. This
configuration is versioned when you name and saved the resource template. For an example of a middleware
configuration, go to Example: Resource Template for Middleware Using Chef on page 224.

Modeling Dynamic Environments

This is the high-level process to provision cloud resources that can be dynamically spun up during the
application deployment.
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1. Create and define one or more resource templates.

The resource template has the information required to spin up the resources on an on-demand basis an d to
provision dynamic resource pools. It has the following information:

e Cloud provider and cloud instance details

e Configuration management settings

e Both cloud provider and configuration management settings

e Environment capabilities (see Full-Stack Dependency View on page 122 for more information)
2. Create and define one or more environment templates.

When modeling an environment template, you define the environment tiers and then add resources to the
tiers. You can either add static resources or a resource template to an environment tier.

When adding static resources, you can select one or more resources to add to the tier.

When adding resource templates, you can select only one to add to the tier and then enter the number of
resources to provision.

Environment templates have this information:

e Name and description
e Environmenttier details and properties
e Resources assigned to the environment tiers

e Cloud resource details from the resource templates

Usage Guidelines and Best Practices

Review the following information before creating and using dynamic environments.
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e This matrix shows the resource types that are allowed in environments and environment templates.

Resource Type

Origin

Environment
Tier

Environment
Template
Tier

Use Rules

Static resources

Yes

Yes

You may only add them
to one environment. You
cannot reuse themin
more than one
environment.

You can add one or
more static resources to
an environment tier or
an environment tier
template.

Static resource
pool

Yes

No

You may only add it to
one environment. You
cannotreuse itin more
than one environment.

You can add only one
resource pool to an
environment tier.
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Environment Environment
Resource Type Origin Tier Template Use Rules
Tier
Resource pool Platform Yes No You may only add it to
provisioned in the one environment. You
resource template cannotreuse itin more
than one environment.
You can add only one
resource pool to an
environment tier.
Resource pool ElectricFlow | No No You cannotreuse the
provisioned in an resource pools
environment provisioned in an
template environment template.
You can only use itin
the dynamic
environment created by
the environment
template.
Resource - No Yes You may only add one
template resource template to an
environment template
tier.

In environments and environment templates, you can create a tier with static resources, a static resource
pool, or a static resource template. When you are editing the tier, ElectricFlow maintains the initial
resource-type association.

For example, if you initially add static resources to an environment tier, you can add only static resources
to it. You are not allowed to add a resource this environment tier.

e ElectricFlow validates the information you provide for configuring and provisioning the cloud provider.

For instance, when you configure Amazon EC2 as the cloud provider, ElectricFlow validates the Service
URL using the Access ID and Access Key. The configuration information that you provide is also used to
retrieve and display the available options from the cloud provider service for the provisioning
parameters such as the Image or the Security group to use.

However, if your ElectricFlow server is unable to access external services such as the Amazon EC2
service, you may disable this validation and the dynamic options retrieval capability for the cloud
provider plugin by setting the plugin property ec_disable dynamic operationsto 1.
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Creating AMIs

Before creating a resource template, you must create an Amazon Machine Image (AMI) with a pre-installed
agent for the cloud provider. In ElectricFlow 5.4, Amazon EC2 and OpenStack are the supported cloud
providers.

AMIs with ElectricFlow Agents

1. Install agents on ElectricFlow server node machines.
See the following sections in the ElectricFlow Installation Guide for detailed instructions:
e System Requirements and Supported Platforms > Agent Platforms
e System Requirements and Supported Platforms > Server and Agent Compatibility

e Installing ElectricFlow > Interactive Command-line Installation Method > Express Agent
Command-Line

¢ Installing ElectricFlow > Non-Server Platform Agent Installation Method
e Configuration > Environment Proxy Server Configuration > Configuring Proxy Agents
2. Create the AMI on the Amazon EC2 or OpenStack platform.
Go to http://aws.amazon.com/amazon-linux-ami/ for Amazon EC2.
Go to http://docs.openstack.org/image-guide/content/index.html for OpenStack.
3. Create a resource template in ElectricFlow.

When you set the cloud provider, you can select Amazon or OpenStack and enter information in the
fields in the dialog boxes. The fields that you see depend on the cloud provider that you select.

For detailed Amazon EC2 instructions, go to Configuring Amazon EC2 as the Cloud Provider.

For detailed OpenStack instructions, go to Configuring OpenStack as the Cloud Provider.

AMIs with ElectricFlow Agents and Chef Configuration Management

1. Install agents on ElectricFlow server node machines.
See the following sections in the ElectricFlow Installation Guide for detailed instructions:
e System Requirements and Supported Platforms > Agent Platforms
e System Requirements and Supported Platforms > Server and Agent Compatibility

¢ Installing ElectricFlow > Interactive Command-line Installation Method > Express Agent
Command-Line

e Installing ElectricFlow > Non-Server Platform Agent Installation Method
e Configuration > Environment Proxy Server Configuration > Configuring Proxy Agents
2. Configure a Chef server with run-lists that will be applied to your cloud resources.

Go to http://docs.chef.io/.
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3. Create the AMI on the Amazon EC2 or OpenStack platform.

Go to http://aws.amazon.com/amazon-linux-ami/ for Amazon EC2.

Go to http://docs.openstack.org/image-guide/content/index.html for OpenStack.

4. Create a resource template in ElectricFlow.

a. When you set the cloud provider, you can select Amazon or OpenStack and enter information in

b.

the fields in the dialog boxes. The fields that you see depend on the cloud provider that you
select.

For detailed Amazon EC2 instructions, go to Configuring Amazon EC2 as the Cloud Provider.
For detailed OpenStack instructions, go to Configuring OpenStack as the Cloud Provider.
When you set the configuration management tool, select Chef.

For detailed instructions, go to Configuring Chef as the Configuration Management Tool.

Creating Resource Templates

1. Go to the Resource Templates List.

If there are no defined resource templates, the Resource Templates Listis empty.

Example:

4 Resource Templates v &= All projects Select Add 4

6 B8 Environments 1 [ Envirenment Templates 0 B Resource Templates

There are no Resource Templates yet. Add one 4
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2. Add a resource template.

a. Ifthe Resource Templates Listis empty, click There are no Resource Templates yet. Add one + or
click the Add + button.

In the New dialog box, click Resource Template.

Example:

New

Environment

Environment Template

Resource Template

The New dialog box opens.

Example:

New

Environment

Environment Template

Resource Template

Create New.

(=] Copy Existing...

*
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b. Ifthe Resource Templates Listis not empty, click the Add + button.

The New dialog box opens.

Example:

Environment

Environment Template

Resource Template

*

Create New.

=] Copy Existing...

3. Click Create New to create a new resource template.

The New dialog box opens.

Example:

New

Resource Template Name

- Select Project v
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4. Enter a name for the environment template, select a project to which it belongs, and enter an optional
description.

Example:

New

Resource Template Name

- Electric Cloud v
AWS 1

Uses EC2

5. Click Next.
6. Enter the cloud provider settings in the New Cloud Provider dialog box.

e To use Amazon EC2 as the cloud provider, go to Example: Resource Template for Infrastructure
using Amazon EC2 on page 212 for detailed instructions.

IMPORTANT: Before configuring the cloud provider, you must have an Amazon Machine
Image (AMI) with a pre-installed agent available.

e To use OpenStack as the cloud provider, go to Example: Resource Template for Infrastructure using
OpenStack on page 219for detailed instructions.

7. (Optional) Enter the configuration management settings in the New Configuration Management dialog box..

To use Chef as the configuration management tool, go to Example: Resource Template for Middleware
Using Chef on page 224 for detailed instructions.

After completing these steps, the Resource Template List now shows the template that you created. The
breadcrumb in the upper left corner shows the object hierarchy.

-1 Resource Templates v &= All projects select Add 4
6 Environments | 1 Environment Templates
- (7] @ rt-aws-chef1 & Default £~ Amazen & Chef Jan 26, 2016 15:38 0 () T =

By default, the resource templates for all projects are displayed.

If you want to see only the objects for a specific project, click the down arrow in the All projects field to select one
or more projects one of these ways:

e Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria appear in the list.
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If there are no matches, a message appears stating that there are no resource templates in the selected
projects.

Example: Resource Template for Infrastructure using Amazon EC2

This section describes how to configure Amazon EC2 as the cloud provider for a resource template.

IMPORTANT: Before configuring the cloud provider, you must have an Amazon Machine Image (AMI) with a
pre-installed agent available.

In the New Cloud Provider dialog box, "account" refers to the cloud provider setup. Select one of these options
to enter the setup information:

e Click Select cloud provider to enter the cloud provider settings. Go to Select Cloud Provider on page
212 for the detailed instructions.

e Click Select account if you want to use an existing plugin configuration. Go to Select account on page
218 for the detailed instructions.

<« New

Cloud Provider

Account Setup

Select cloud provider v Select account v

Select Cloud Provider

To enter the cloud provider settings:
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1. Click Select cloud provider > Amazon.
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2. Enter the following values:
e Configuration Name—A unique name for the EC2 connection. (Required)
o Description—A description for this configuration. The defaultis EC2 integration.

e Access Key ID-The Access Key ID that is required for communicating with Amazon EC2.
The configuration stores this Access Key ID in the User Name field of the credential.

Configuration Name:

T

EC2config

Description: @ | EC2 integration

o

Access Key:

Access Key ID: <your Access Key ID>

e Secret Access Key—The Secret Access Key thatis required for communicating with Amazon
EC2. The configuration stores this value in the Password field of the credential.

e Retype Secret Access Key—The Secret Access Key in the Retype Password field of the
credential.

e Service URL-The service URL for the EC2 service. The defaultis
https://ec2.amazonaws.com. (Required)

When you provide the Access Key values and the Service URL, the system will validate that
the provided values are valid for connecting to Amazon EC2.

e Resource—The resource or pool on which the integration steps can run. The defaultis local.

o Workspace—The workspace to use for resources dynamically created by this configuration.
The defaultis default.

o Attempt Connection?-If the check box is selected, the system tries to connect to Amazon
EC2 using the provided Access Key values and the Service URL to check credentials before
creating the configuration.
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e Debug Level-The debug level for the output. The defaultis 1.
The possible values are
e 0 - Errorsonly.
e 1 - Normal headers and responses.

e 2+ - Debugging information included.

Retype Secret Access T T P YT
Key:
Service URL: @ https://ec2.amazonaws.com
Resource: @ local v
Workspace: @ default v

Attempt Connection? @ &

Debug Level: @ 1
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3. Click Next.
The Provision Parameters fields appear.
The Configuration field is prepopulated with the name you entered in the previous dialog box.

ElectricFlow tries to retrieve the provision parameters for this configuration:

Configuration” @ EC2config
Number of Instances: @ 1
Security Group: @ e
Image: @ ¥ Required
Instance Type: @ ¥e
Key name: @ ¥ Reguired
Results Location: €
Configuration: @ EC2config
Number of Instances: @ 1
Security Group: € v
Image: @ w Required
Instance Type: @ m1.small v
Key name: @ w Required
Results Location: €
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4. Enter the Provision Parameters settings:

Number of Instances—The number of instances to start. The defaultis 1.

Security Group—The defaultis default.

Image—Select the EC2 image to deploy. The drop-down menu displays the images that you
own in your current region. (Required)

Image: @ ami-c270e7aa (centos6s) v

Instance Type—You get the list of instance types at runtime. The defaultis Small(m1.small).

Key name—Select the name of the key pair to use. (Required)

Key name: @ alex v

Results Location—Location where the output properties will be saved. If not specified, it
defaults to /myParent/parent.

User Data—Extra user data to pass to the API_runinstances procedure.
Availability Zone—The zone where the instance will be created. (Required)

Selecting a zone causes ElectricFlow to find a subnetin the selected zone.

Availability Zone: § us-east-1a v

Subnet Id: @ i

Resource Pool-The name of the resource pool. If you enter a name, a new resource pool is
created, and new resources are added to the pool for the instances created in Amazon EC2.

Resource Pool: § WebhServers

Commander Workspace—If you specify a resource pool name in Resource Pool field, this is
the workspace that will be used when creating the resource.
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e Subnet Id-The ID of the subnet in which the instances are launched. This parameter is used
with VPCs.

After selecting the zone where the instance will be created, you can select a subnetin that
zone.

Subnet Id: &

subnet-101eaa49 (10.10.0.0/24)
subnet-15ece253 (10.1.0.0/24)
| subnet-f5f322ad (10.1.1.0/28)

Private IP: @

e Private IP-The private IP address to assign. If you specify a value, it must be from the IP
address range of the subnet. If no value is specified, an available IP address from the IP
address range of the subnet is selected. This parameter is used with VPCs

e Use Private IP for subnet?-If this check box is selected, the private IP address assigned to
the instance will be used for the newly created resource. This is enabled by default.

e Resource Port-If you specify a resource pool name in 'Resource Pool' field, this is the port
that will be used when creating the resource. If no value is specified, port 7800 will be used
by default when creating the resource.

e Resource Zone Name—The zone to which the newly created resources will belong. The
default zone is default.

Click Next to enter the configuration management settings.
Go to this step in Creating Resource Templates on page 208 to continue creating the resource template.
If you do not want to enter the configuration management settings, click OK.

The Resources Templates list now shows the resource template that you created.

Select account

Select the Select account option to use an existing plugin configuration. ElectricFlow automatically retrieves

the cloud provider settings and puts them in the appropriate fields.

1.
2.

3.

Click Select account

Select an existing plugin.
Click Next.
The dialog box shows for the settings for the selected the plugin configuration.

If you want to edit any of these settings, make your changes and then enter the password to save your
changes.

Click Next to enter the configuration management settings.

Go to this step in Creating Resource Templates on page 208 to continue creating the resource template.
If you do not want to set the configuration management settings, click OK.

The Resources Templates list now shows the resource template that you created.
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Example: Resource Template for Infrastructure using OpenStack
This section describes how to configure OpenStack as the cloud provider for a resource template.

Prerequisites and Configuration Guidelines

Review the following information before creating a resource template using OpenStack as the cloud provider:

e Prerequisite:

IMPORTANT: Before configuring the cloud provider, you must have an image with a pre-installed
agent on OpenStack.

e When creating a resource template using OpenStack as the cloud provider, only one security group can
be selected.

To select more than one security group, the workaround is to disable the serverOptions flag for the

security groups parameter in the EC-OpenStack plugin. In the plugin procedure called _DeployDE,
edit the XML form as follows:

1. Go to the Custom Procedure Properties section.
2. Click ec_parameterForm.

3. Inthe Edit Property / ec_parameterForm dialog box, setthe security groups
formElement called serverOptions to 0.

In the New Cloud Provider dialog box, "account" refers to the cloud provider setup. Select one of these options
to enter the setup information:

o Click Select cloud provider to enter the cloud provider settings. Go here for the detailed instructions.

e Click Select account if you want to use an existing plugin configuration. Go here for the detailed

instructions.
e New
Cloud Provider
Account Setup
Select cloud provider v Select account v

Select cloud provider

To enter the cloud provider settings:
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1. Click Select cloud provider > OpenStack.
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2. Enter the following values. As you enter them and click in an empty field, ElectricFlow tries to retrieve the
cloud provider settings.

e Configuration Name—A unique name for the OpenStack configuration. (Required)

e Description—A description for this configuration. The defaultis OpenStack configuration.

e Login as—The OpenStack account username and password. It must have enough privileges
to perform API functions. (Required)

Configuration Name: @ config
Description: @ OpenStack configuration
Login as: @
Username <your username=>
Password sesssssssenaEs
Repeat Password LTI Ty

¢ Identity Service URL-The service end-point URL for the Identity Service for OpenStack. Do
notinclude the API version or the tenant ID in the URL. (Required)

Identity Service URL: @

o Keystone API version—The version of the Keystone Service API. The defaultis 3. (Required)

221



ElectricFlow

e Tenant ID-The ID of the OpenStack tenant to use. (Required)

Identity Service URL: @ | https:/fidentity.api.rackspacecloud.com 5§

Keystone AP version: @ 3 v
Tenant ID: @ 981279 &
Compute Service URL: @ #& Required

When you click in the next empty field, ElectricFlow tries to retrieve the rest of the cloud
provider settings for the selected configuration.

e Compute Service URL—The service end-point URL for the Compute Service for OpenStack.
Do notinclude the API version or the tenant ID in the URL. (Required)

e Compute APl version-The version of the Compute Service API. The defaultis 2.0.
(Required)

e Block Storage URL-The service end-point URL for the Block Storage Service for
OpensStack. Do notinclude the API version or the tenant ID in the URL. (Required)

e Block Storage APl version—The version of the OpenStack block storage API. The defaultis
1. (Required)

¢ Image Service URL-The service end-point URL for the Image Service for OpenStack. Do not
include the APl version or the tenant ID in the URL. (Required)

e Image APl version—-The version of the Image Service API. (Required)

e Orchestration Service URL-The service end-point URL for the Orchestration Service for
OpenStack. Do notinclude the APl version or the tenant ID in the URL. (Required)

e Resource-The name of the resource or pool on which the integration steps can run. The
defaultis local. (Required)

e Debug Level-The debug level for the output. The defaultis 1.
The possible values are
e 0-—Errors only.
e 1 - Normal headers and responses.
e 2+ - Debugging information included.
3. Click Next.
The Provision Parameters fields appear.
The Configuration field is prepopulated with the name you entered in the previous dialog box.

ElectricFlow tries to retrieve the provision parameters for this configuration.
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4.

Enter the Provision Parameters values.

e Number of Instances—The number of servers to deploy. If there is more than one, a suffix (_
#) is added to the server names. The defaultis 1. (Required)

¢ Image-Select the image to use in OpenStack. (Required)

e Flavor-Select the flavor to use in OpenStack. (Required)

e Key Pair Name-Select the key pair to use in OpenStack. (Required)

e Security Group(s)-Select the security group to use in OpenStack.

e Availability Zone—Select the availability zone in OpenStack in which to launch the server.

e Customization script—Configuration information or scripts to execute when the server starts.

¢ Results Location—Location where the output properties will be saved. If not specified, this
defaults to /myJob/OpenStack/deployed.

e Resource Pool-Name of the resource pool. If you enter a name, a new resource pool is
created, and new resources are added to the pool for the servers created in OpenStack.

e Resource workspace-If you specify a resource pool name, this is the workspace that will be
assigned to the created resources.

e Resource Zone Name—-The zone to which the newly created resources will belong. The
default zone is default.

Click Next to set the configuration management settings.

Go to this step in Creating Resource Templates on page 208 to continue creating the resource template.
If you do not want to set the configuration management settings, click OK.

The Resources Templates list now shows the resource template that you created.

Select account

Select the Select account option to use an existing plugin configuration. ElectricFlow automatically retrieves

the cloud provider settings and puts them in the appropriate fields.

1.
2.

3.

Click Select account

Select an existing plugin.
Click Next.
The dialog box shows for the settings for the selected the plugin configuration.

If you want to edit any of these settings, make your changes and then enter the password to save your
changes.

Click Next to enter the configuration management settings.

Go to this step in Creating Resource Templates on page 208 to continue creating the resource template.
If you do not want to set the configuration management settings, click OK.

The Resources Templates list now shows the resource template that you created.
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Example: Resource Template for Middleware Using Chef

This section shows how to configure Chef as the configuration management tool for a resource template after
you have entered the cloud provider settings.

In the New Configuration Management dialog box, "account" refers to the configuration management setup.
Select one of these options to enter the setup information:

e Click Select configuration management to enter the configuration management tool settings. Go here
for the detailed instructions.

e Click Select account if you want to use an existing plugin configuration. Go here for the detailed

instructions.
<« New
Configuration Management
Account Setup
Select configuration management v Select account v

Select configuration management

To enter the configuration management settings:
1. Click Select configuration management > Chef, and select Next.

The Converge Parameters fields appear.

Configuration: @ Required

Chef-client Path: € /usr/bin/chef-client

Run as a user with full @
system privileges:

Run List: @ Required

Node Name: @

224



Deployment Examples

2. Enter these settings:

e Configuration—-Name of the Chef configuration. This is required.

e Chef-client Path—The path to the chef-client executable. The default value is
/usr/bin/chef-client. (Required)

¢ Run as user with full system privileges—If this check box is selected, chef-clientis run as a
user with elevated privileges on Unix systems (using sudo).

o Run List-The ordered list of Chefrecipes to run. This is required.

Configuration: @

Chef-client Path: @

Run as a user with full &
system privileges:

Run List: @

Node Name: @

myChefConfig

fusribin/chef-client

java, tomcat|

e Node Name-Unique name for the node that will be maintained by the chef-client. If not
specified, Chef will use the Fully Qualified Domain Name of the node as the node name.

(Required)

225




ElectricFlow

e Additional Arguments—Any additional arguments that need to be passed to the chef-client.

Run List @ |java, tomcat

Node Name: @

Additional Arguments: €

3. Click OK.
The Resource Templates List now shows the resource template that you created.
Select account
Select the Select account option to use an existing plugin configuration. ElectricFlow automatically retrieves

the configuration management settings and puts them in the appropriate fields.

1. Click Select account

2. Selectan existing plugin.
3. Click Next.
The dialog box shows for the settings for the selected the plugin configuration.

4. If you wantto edit any of these settings, make your changes and then enter the password to save your
changes.

5. Click Next.

The Resource Templates List now shows the resource template that you created.

Viewing and Editing Resource Templates

You can view and edit this information about resource templates:
e Resource Template Details on page 227
e Resource Template Properties on page 228
e Access Control Settings on page 230

e Change Tracking on page 231
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Resource Template Details

Starting in the Resource Template List, follow these steps to view and edit the resource template details:
1. Choose a resource template and click the Menu button.

A list of menu options appears.

Example:
<« 1 Resource Templates v & All projects Select Add 4
6 Environments | 3 Environment Templates
Detils &Y
- (=] @ rt-aws-chef1 = Default £~ Amazon § Chef Jan 26, 2016 15:38

Properties [m]

Access Control @

Track Changes -

If you want to see only the objects for a specific project, click the down arrow in the All projects field to
select one or more projects one of these ways:

e Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria appear in the list.

If there are no matches, a message appears stating that there are no resource templates in the selected
projects.

2. Select Details.

The Edit Resource Template Details dialog box opens.

Example:

Edit
Resource Template Details
it | Provson | cotarion | o
Name Template1
Description

In the Details tab, edit the name and description of the resource template.

In the Cloud Provider tab, edit the cloud provider account information.

In the Provision tab, edit the information about the provision settings for the cloud provider.

o o kW

In the Configuration tab, view and edit the configuration management details.
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7. Inthe Converge tab, view and edit the details about how the virtual instances are converged in the defined
configuration.

Click Next to go to the next tab.
Click OK to save your changes.

Resource Template Properties

Starting in the Resource Template List, follow these steps to view and edit the resource template properties:
1. Choose a resource template and click the Menu button.

A list of menu options appears.
2. Select Properties.

The Properties dialog box opens.

Example:
0 Properties Folder + il Add +
rt-aws-chef select
Name Value

+ Wl rt-aws-chef
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3. To add a property:

a. Click the Add + button.

The Property Details dialog box opens.

If Expandable is selected, the property value can contain property references using the "$[1"

notation.

Example:

€ Properties

Property Details

rt-aws-chef1

Value

Description

u Expandable
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b. Enter the details and click OK to save them.

Example:

€ Properties

Property Details

Release version

rt-aws-chef1 v

Value

Description

Software release version|

u Expandable

The Property Details dialog box now shows the new property that you added.

Example:
1 Properties r Folder +mll Add +
[Tl rt-aws-chert select [IE
Name Value
%+ @l rt-aws-chefi
¥ Release version >

Access Control Settings
Clicking Access Control opens the Access Control page in the automation platform.

Example:

Project: Default

Access Control / Resource Template: rt-aws-chef1

[E  Privileges for Resource Template: rt-aws-chef1 Add User | Add Group | Add Project | Break Inheritance

Currently. there are ne records to display in this list

[E]  Privileges inherited from Project Default

group Everyone allow allow allow allow
project Default allow allow allow allow

[El Privileges inherited from Projects
allow

project EC-EC2:23.454 allow allow allow
v . P s g ittt AP P Pt g i P
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Change Tracking

Clicking Track Changes opens the Change History for the resource template.

Example:
Change History for rt-aws-chef1 -+ n
O { Most Recent
Jan 26, 2016 06:17 Now - Jan 26, 2016 11:44
When & ¥ What Name By Change Path
1 Jan 26, 2016 15:38 resourceTemplate  rt-aws-chef1 admin 9 created A
2 Jan 26, 2016 06:17  server admin @ change tracking on -+

Accessing the Resource Templates in the Automation Platform

You can generate new resource pools in ElectricFlow by accessing the resource templates from the automation
platform Ul.

1. Go to Cloud > Pools.

Home Flow Tools Projects Jobs Workflows Cloud Artifacts Search Administration Change History
Resources Pools Workspaces Zones Gateways

Create Resource Pool | New Search

Default resource pool containing local agent created during
v
S ] EEE installation © h mw

2. Click Resource Templates.

The Resource Templates list opens.

Example:
Resource Templates
== All projects Select [ Al Add 4=
- Amazo . + -
4N 7] @ rt-aws-chef1 == Default £~ N & Chef Jan 26, 2016 15:38 0 o [ =
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=]

3. (Optional) To view details about a resource template, choose a template and click the Menu button ( )
for it.

The Context menu opens.
4. Click one of these options:
e Details—The Edit Resource Template Details dialog box opens.

The tabs that appear in the dialog box depend on the cloud provider specified in the resource
template.

e Properties—The Properties dialog box opens.
You can view and edit the properties that apply to the resource template.

e Access Control-The Access Control page opens.

e Track Changes—The Change History for the resource template opens.

(=]

5. To provision the resource template, choose a resource template, click the Menu button ( ), and select
Details > Provision.

The Provision Cloud Resources dialog box opens.

Example:

Provision Cloud Resources

Number of resources

[ ]
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6. Enter the resource pool name, an optional description, and the number of resources in the pool, and then
click OK.

Example:

Provision Cloud Resources

test

Number of resources

You go to the Job Details page in the automation platform.

Creating Environment Templates

You can create a new environment template from scratch or create one based on an existing template.
e Creating a New Environment Template on page 233

e Creating an Environment Template Based on an Existing Template on page 241

Creating a New Environment Template

Starting from the Environment Templates List, follow these steps to create an environment template from
scratch:

1. Go to the Environment Templates List.

If there are no defined environment templates, the Environment Templates List is empty.

Example:

- Environment Templates == All projects Select Add 4

6 Environments 0 @ Environment Templates 0 Resource Templates |

There are no Environment Templates yet. Add one.4-
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2. Add an environment template.

a. Ifthe Environment Templates Listis empty, click There are no Environment Templates yet. Add
one + or click the Add + button.

In the New dialog box, click Environment Template.

Example:

New

Environment

Environment Template

Resource Template

The New dialog box opens.

New
Environment
Environment Template
* Create New.
(=] Copy Existing
7] Resource Template
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b. Ifthe Environment Templates Listis not empty, click the Add + button.

The New dialog box opens.

Example:

New

Environment

Environment Template

Create New.

*

ch Copy Existing...

Resource Template

3. Click Create new to create a new environment template.

The New dialog box opens.

Example:

New

Environment Template

e Select Project v
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4. Enter a name for the environment template, select a project to which it belongs, and enter an optional

description.
Example:
Environment Template
= Electric Cloud v
AWS 1
Uses EC2
5. Click OK.

The Environment Templates Visual Editor opens. The environment template has one tier with no assigned
resources. The breadcrumb in the upper left corner shows the object hierarchy.

Example:
<« = Clectric Cloud / Environment Templates / 7] AWS 1 Tier 1 +=
= Tier 1
Resources
6. In Tier 1, click the button and select Details.
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7. Inthe Environment Tier Details dialog box, enter a new name for the environment tier and an optional
description, and then click OK to save the settings.

Example:

<4 & Electric Cloud / Environment Templates / (71 AWS 1 Tier 1 +=

DB server

Resources

8. In the tier, click the + button to add a resource to it.

The New dialog box to add resources opens.

Example:

< & Electric Cloud/ Environment Templates / (71 AWS 1 Tier 2 4=

Detils Y DB server = Web server

102 =

Resources

2

P

EL

Remove ©

9. Click Add resource template to select a resource template.

The Resource Templates List opens.
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10. Selecta resource template, and click OK.

The dialog box to select a resource template opens.

It shows the list of available environment templates. The default is to show the environment templates for all
projects.

If you want to see only the environment templates for a specific project, click the down arrow in the All
projects field to select one or more projects one of these ways:

e Click on the name of one or more projects.

Enter the search criteria in the Search field. The projects that match the criteria appear in the list.

You can also search for one or more environment templates by entering the search criteria in the Search
field next to the All projects field. If there are no matches, a message appears stating that there are no
environment templates in the selected projects.

Example:

New

I

1

All projects v

CMavw Modified a v

& cret

Cloud Provider a v

é Amazon

Name a v Projecis a v

Jan 26, 2016 1

rt-aws-che == Defau
t hef1 == Default

Byav Used

admin

The New dialog box to select the number of resources to provision opens.

Example:

<« New

Number of Resources to Provision
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11. Enter the number of resources to provision, and click OK.

You must provision at least one resource (1).
Note: You cannot override the number of resources when deploying an application with an environment

template.

Example:

« New

Number of Resources to Provision

The Environment Templates Visual Editor now shows that the tier (Tier 1) has 10 dynamic cloud resources
set to be provisioned when the application is deployed.

Example:

- == Eleciric Cloud / Environment Templates / (5] AWS 1 Tier 1 +=

= DB server

107

Resources
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12. To add static resources to an environment template:
a. Click the Add tier button to create a new tier.
A new environment tier appears in the Environment Templates Visual Editor.

b. Rename the new environment tier.

c. Click the + button in the new tier to add resources to it.

The New dialog box opens.

d. Click Add resources to add static resources to the environment tier.

A list of static resources opens.

Note: You cannot override the setting for the number of static resources when deploying the

application with an environment template

Example:
= New Q

Name A ¥ Platform A w Up/Down o w  Usedin. .

1. PROD-res A, linux + PROD | g
2. QA-res A linux QA =
3. heatclinic dsl res Ab. linux R heatclinic-dsl =
4. heatclinic-res A, linux R heatclinic-ge =
5. jpetstore A linux + jpetstore-ge =
6. local A linux + =
7. resource-01 A linux R hc-store dev =
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e. Selectone or more resources in the list, and click OK.

The Environment Templates Visual Editor now shows that the "Web server" tier has two static

resources.
Example:
- & Cleciric Cloud / Environment Templates / 5] AWS 1 Tier 2 4=

DB server = Webserver

10,

Resources Resources

2 B

Creating an Environment Template Based on an Existing Template

Starting from the Environment Templates List, follow these steps to create an environment template thatis
based on an existing one:

1. Go to the Environment Templates List.
2. Add aresource template.

For detailed instructions, go to Add an environment template. on page 234
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3. Click Copy existing to create a template based on an existing one.

The list of existing templates opens.

It shows the list of available environment templates. The default is to show the environment templates for all
projects.

If you want to see only the environment templates for a specific project, click the down arrow in the All
projects field to select one or more projects one of these ways:

e Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria appear in the list.

You can also search for one or more environment templates by entering the search criteria in the Search
field next to the All projects field. If there are no matches, a message appears stating that there are no
environment templates in the selected projects.

Example:
Ne‘-"~"
From Environment Template
] All projects v
AWS 1 == Electric Cloud h
AWS 2 == Electric Cloud h
AWS 3 == Electric Cloud h
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4. Selectan environment template.

The New dialog box opens.

Example:

New

Environment Template

= Electric Cloud v

AWS 1]
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5. Rename the environment template, and enter an optional description of it.
You can also change the project to which the environment template belongs.

Click OK to save these settings.

Example:

Environment Template

Utilities v

AWS 4

For QA testing only]

The Environment Templates Visual Editor now shows that the same environment tiers as the original
version. The breadcrumb in the upper left corner shows the object hierarchy.

You can now modify the environment template and its objects (resources and resource templates) for your
deployments

Example:

<« = Utllilies / Environment Templates / [7] AWS 4 Tier 2 4=

= DB server = Web server

10~

Resources Resources

Viewing and Editing Environment Templates

Starting in the Environment Templates List, follow these steps to view and edit the environment template details:

1. Choose an environment template and click the View Details button ( )-

Example:

244



Deployment Examples

- 4 Environment Templates == All projects Select All Add 4
6 B8 Envionmenis 1 @ Resource Templates |
BAWS 1 == Electric Cloud Jan 27, 2016 00:16 0 Used 0 Live 2= &» © =
B AWS 2 == Electric Cloud Jan 26, 2016 16:42 0 Used 0 Live 1= & @ =
H B AWS 3 == Electric Cloud Jan 26, 2016 16:47 0 Used 0 Live 1= & © =
B AWS 4 == Utilities Jan 27, 2016 00:36 0 Used 0 Live 2= & [c3 =
The Environment Templates for the selected template opens.
The breadcrumb in the upper left corner shows the object hierarchy.
Example:
< & Electric Cloud / Environment Templates / (7] AWS 1 Tier 2 +—

DB server

102

Resources

2

Web server

P

Resources

2. Click to Menu button (

=]

) to open the context menu for the environment template.

o Click Details to view or edit the name and description of the environment template.

o Click Properties to view or edit the environment template properties.

e Click Access Control to go to the Access Control page in the automation platform.

e Click Track Changes to open the Change History of the environment template.

e Click Delete to delete this template.

3. To view and edit an environment tier with dynamic resources, click the Menu button (

The context menu opens with these options:

=]

) for the resources.

e Click Details to view and edit the resource details for the environment tier.

e Click Remove to remove the resources from the environment tier.
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4. To change the resource template used by the environment tier, click Details and select a different resource
template.

The list of available resource templates opens.

It shows the list of available resource templates. The defaultis to show the resource templates for all
projects.

If you want to see only the resource templates for a specific project, click the down arrow in the All projects
field to select one or more projects one of these ways:

e Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria appear in the list.

You can also search for one or more resource templates by entering the search criteria in the Search field
next to the All projects field. If there are no matches, a message appears stating that there are no resource
templates in the selected projects.

The template being used is selected.

Example:

Edit

I

All projects v Q |

Name a v Projects a v Cloud Provider a v CMav Modified a ¥ By av Used

© 1 @rt-aws-cnen Default Jan 26, 2016 1...

2 B rt-aws-chef2 == Default é Amazon @ Chef Jan 27, 2016 0... admin
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5. Selecta different environment template.

A message appears. Select Yes if you want to continue.

Example:

A\ Attention!

A new resource template will replace the old one for this tier. Do you want to continue?

The Edit dialog box number box opens and shows the number of provisioned dynamic resources.

Example:

Edit

Number of Resources to Provision

6. To change the number of provisioned dynamic resources, enter a new number or use the up/down arrows.
7. Click OK.

The Environment Templates Visual Editor now shows the changes that you made.

Example:

-« = Electric Cloud/ Environment Templates / (71 AWS 1 Tier 2 4=

DB server = Webserver

4r

Resources Resources

2

Deploying Applications With Provisioned Cloud Resources

About the example in this topic:

247



ElectricFlow

The example in this topic consists of an application called "Hello World" application with one application
process called Test1, which has two steps.

< Applications Hello World Tier 2 +% Process v 1 #% Map 0 +§
= Web Server # = EMEA #
hello_world good_morning
2 12
+ +

Test1 will be deployed in a dynamic environment called CloudEnv. You model the CloudEnv environment
using the AWStest environment template.

<« Environment Templates [Z]1 AWStest Tier 3 +—=

16 »

Resources Resources

122

Resources

=4 = =4

The AWStest environment template has three tiers:

o Tier 1 and Tier 3 have cloud resources defined in resource templates. These resource can be
provisioned when you deploy the application.

e Tier 2 has static resources, which cannot be provisioned.

Starting in the Home page:
1. Go to the Applications List.

e Starting from the Main menu, click the Menu button, and then select Applications.

e Starting from the Home page, click Applications.
The Applications List opens.

Example:

This example uses the "Hello World" application.

46 Applications setect [N Add 4
. Heat Clinic Store 1.1 5 {) Component 2 4 Application Process 3 § Tier Map [0} ° - |
HeatClinic 3 {) Component 2 4% Application Process 1 § Tier Map [0} ° - |
Hello World 2 ) Component 1 4% Application Process 0 § Tier Map o] ° - |
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2. Choose an application, and click the Run process button for that application.

Example:
46 Applications setect [N M Add+4
Heat Clinic Store 1.1 5 @ Component 2 4% Application Proce... 3 § Tier Map 0] ° b |
HeatClinic 3 @ Component 2 4k Application Proce... 1 § Tier Map - |
New Run
Hello World 2 @ Component 1 Application Proce... 0 § Tier Map

A scheduie

3. Click New Run.
The New dialog box to deploy the application opens.

See the messages in this dialog box for hints about what you need to do to deploy the application.

Example:
.
New
Hello World
E- ] Select Process v
BB Select Environment v
0 @ Sele v e >
0C A OSelected >
o3 ete >
Smart Deploy Dj
A This application does not yet have an Environment to Run on
= Map to Environment +

4. Selectthe application process to deploy.
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5. Click Map to Environment + to create a tier map for the application.

The Tier Map dialog box opens.

Example:

Tier Map

Environment

Environment Template

6. Select Environment Template.

The Tier Map dialog box to select an environment tier opens.

Example:
Tier Map
Select Environment Template
BEE 1. Awstest I
BE 2. ET1 I
BEE 3. OStest I

7. Selectan environment template.

The <Environment template>/Tier Map dialog box opens.
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8. Foreach application tier, click the Menu button to select an environment tier to which the application tier

is mapped.

Example:

€ AWstest/ Tier Map

Application Tiers

Web Server

t Template Tiers

Example:

€ AWStest / Tier Map

Application Tiers

Environment Template Tiers

Web Server

~ Tier1

EMEA

~ Tier3

Click OK.

The New dialog box to deploy the application re-opens.

Example:
.
New
Hello World
L Test1 v
EE Select Environment v
0 [@ Selecta Snapshot w e >
2 < Afifacts Full Run 2Selected >
0 L3 Parameters >
Smart Deploy Dj

A This application does not yet have an Environment to Run on

Map to Environment e
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10. Click Select Environment to select an environment template.

A list of available environments and environment template based on the tier map opens.

Example:

Test1 v

EB Select Environment

0 Environments 1 Templates

Q

11. Select1 Templates.

A list of available environment templates appears.

Example:
Test1 v
BB Select Environment
Q

[ AWStest 4

12. Click the environment template that you want to use.
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13. Enter a name for the dynamic environment that will be created from the selected environment template.

The New dialog box to deploy the application now shows the environment template name below the
application process name. It also shows the number of cloud resources provisioned in the environment

templates.
Example:
.
New
Hello World
Test1 v
55 AWstest v
CloudDynEnv
o@ S v >
2 ¢ Atifacts Full Run 2Selected >
28 A Cloud Resources >
>
Smart Deploy Gj
A This application does not yet have an Environment to Run on
= Map to Environment +

14. Click in the Cloud Resources row.

The Cloud Resources dialog box opens.

Example:

€ Run Cloud Resources

Number of Resources to Provision

[ v ]
[ v}

253



ElectricFlow

15. Change the number of cloud resources to provision

Example:
In this example, Tier 1 and Tier 3 have one or more resources to provision because they have cloud

resources. You cannot provision resources in Tier 2 because it has only static resources.

4 Run Cloud Resources
Number of Resources to Provision
Tier: Tier 1 4]
v ]
Tier: Tier 3 4]
v ]
16. Click OK.

The New dialog box now shows the new number of resources to provision.
The message "This application does not yet have an Environment to Run on" still appears.

When you click OK, ElectricFlow first attempts to create the dynamic environment. If this is successful, it

deploys the application.

Example:
New
Hello World
Test1 v
I=/=4 AWStest v
CloudDynEnv
0 @ Select a Snapshot ¥ are >
2 ¢ Arifacts Full Run 2Selected >
27 £ Cloud Resources >
0 £ 1 Paramete >
Smart Deploy D:|
A This application does not yet have an Environment to Run on
= Map to Environment +

The Applications List opens.
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17. To view the job details, click the View Details button to open to the Job Details page.

ElectricFlow first runs the job to create the dynamic environment. If this job is successful, it deploys the
application.

Example:

x Job Details

@ Starting (. Defaut

115-04-01 19:20:44 PDT e External

e: 00:00:00.555 normal

Currently. there are no records to display in this list
View: Al

You can also see the status of jobs as they progress in the Applications List.

Example:

This example shows the Application List when the job starts.

2_Test1 Test1 EE CloudDynEnv Apr 01,2015 5:09 Pacif... 00:37 0% & =

‘H Hello World 2 () Component 1 4 Application Process 1 § Tier Map [0} ° + 3

If you provision resources that are not available, such as 20 cloud resources in Tier 1 and 3 static
resources in Tier 2, the job to create the dynamic environment fails and the application is not deployed.

Retiring Dynamic Environments

After you have deployed your application in a dynamic environment, you can retire it and destroy
(decommission) the resources, which makes them unavailable for any future deployments.

Starting in the Environments List:

1. Choose a dynamic environment.

Example:
<10 Environments Lists seiect [N m  Add4
10 EE Environments 3 (@ Environment Templates 3 [3 Resource Templates
- £E CloudDynEnv 2 = Tiers 0 E Resources 0 Applications installed o = = : a
+5E CloudEnv 2 = Tiers 3 £ Resources 0 Applications installed o 2 = 3 3
n EE hec-store dev 3 = Tiers 3 H Resources 0 Applications installed = b |
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2. Click the Tear down button for that environment.

A message appears.

Example:

Retire this Environment?

A ATTENTION

The provisioned resources will be removed from the
cloud and will no longer exist.

3. Click OK to verify that you want to retire (decommission) the environment.

The Job Details page opens.

Example:

x Job Details

@ Starting

e 2015-04-01 19:20:44 PDT
Time: 00:00:00.555

Currently. there are no records to display in this list
View:  AlY

4. View the results in the Job Details page.

Dynamic Environment Example with Amazon and Chef

This example shows what you see in the ElectricFlow Ul when your dynamic environment is configured with
Amazon as the cloud provider and Chef for the configuration management.

Resource Templates

In resource templates, you define cloud resources that will be provisioned for dynamic environments. Examples
of cloud resources are a HAProxy server, MySQL server, PHP-FPM server, and Resque server.

This is the Resource Template List.
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<40 Environments Lists select [T o Add+
8 00 Environments | 0 (3] Environment Templates
i} |71 HAProxy_Image 0 (@) Pools " Amazon Created: 03/31/15  By: admin P
|1 MySQL_Image 0 () Pools & Amazon Created: 03/31/15  By: admin =
|71 PHP-FPM_Image 0 (@) Pools =" Amazon Created: 03/31/15  By: admin r =
|71 Resque_lmage 0 (&) Pools & Amazon Created: 03/31/15  By: admin P

These are the cloud provider settings for a resource template. Itis defined by cloud provider account credentials
and by an Amazon Machine Image (AMI).

€« New

Resource Template Details

Account Setup

Amazon v EC AWS 1 v
Configuration Name: @ ECAWS 1
Description: @ EC2 integration
Servica UAL: @ hitps:fac2 amazonaws.com
Rescurce Pool: @ cloud_servers
Workspac: @ default

These are the configuration management settings for a resource template. It calls a Chef recipe to configure the

cloud resources. You can configure the resources with other recipes or predefined configuration, such as a
MySQL stack configuration or a HAProxy load balancer configuration.
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New

Resource Template Details

Account Setup

Configuration Management

Chef v Select account v

Configuration Name: EC-SJ-ChefServer

Description: @ Chef configuration

Chef Server URL: @ hittps.fee.chefserver.intemal com/123

1 P e

Environment Templates

When you create a new environment template, you can add one resource template to an environment tier.
These are the resource templates from which you can select.

=T New Q
MName & v Cloud Provider a ¥ CMavw Modified a v Byavw Frequency a v
1 HAProxy_Image “P' Amazon None 03/31/15 admin
2 MySQL_Image o™ Amazon None 03/31/15 admin
© 3 PHP-FPM_Image a"nf. Amazon None 03/31/18 admin
4 Resque_Image .’“ Amazon None 03/31/15 admin

After you select a resource template and click OK, you enter the number of resources to provision in an

environment tier.
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<« New

Number of Resources to Provision

[ o

This is an environment template with four tiers. Each tier is configured with a resource template, and resource
template has a provisioned resource.

- Environment Templates 5] PHP-QA-Envt-Template Tier 4 += |

= HAProxy Tier # = PHP-FPM Tier # = MySQL Tier #

Resque Tier #

17

Resources

17

Resources

17

Resources

Deploying Applications to Dynamic Environments

After you select an application to deploy, you select the application process to run and the environment in which
to deploy the application.
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New

HeatClinic

i Run v
=]=] Select Environment v

0 { par >
) | @ PHP-QA-Emt-Template 3111 |
3 © Artifactg 3 Selected >

LJd

>

r
L

Smart Deploy El:l

« Checks if an artifact has aready been deployed to a resource
« Finds which resources have the same version deployed
+ Only deploys the changes

To deploy the application in a dynamic environment, you can select an environment template. A dynamic
environment is created with the provisioned cloud resources. After the resources are provisioned and the
dynamic environment is created, the application is deployed.

You can view the status of the provisioning process.

< Applications / View Run admin Running: *£ HeatClinic - £ Runon = 4.1.15-PHP-... A Erors 0
n 10_Run_HeatClinic_Default_201503311031... Mar 31, 2015 10:31 PDT @ 00:19 % 0% @& =
u Provisioning - 4.1.15-PHP-QA - HAProx... Mar 31,2015  10:31 PDT (5 00:14 % 25% ¢ =
u Provisioning - 4.1.15-PHP-QA - MySQL... Mar 31,2015  10:31 PDT 3 00:14  § 25% & A
u Handle Provisioning and Configuring Err... Mar 31, 2015 10:31 PDT  ( 00:00 0% & o

Retiring Dynamic Environments

After the provisioning process completes, the new dynamic environment appears in the Environments List.

<49 Environments Lists select I o Aset

e T L

5 4.1.15-PHP-QA 2 = Tiers 0 [ Resources 0 «= Applications installed o @ = + 3

1 HAProxy Tier / 4.1.15-PHP-QA-HAPr... 0 [ Resources

H 2 MySQL Tier / (@ 4.1.15-PHP-QA-MySQ... 0 E Resources

.

s

E  he-store dev 3 = Tiers 3 £ Resources 0 Applications installed "

L3S
4]

You can retire (decommission) dynamic environments on an on-demand basis to prevent excessive use of
cloud resources and reduce costs.

You click the Tear down button to retire the selected dynamic environment.
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Envi ; . ] ss
<0 B Retire this Environment? oot I o et
lource Templates
- ATTENTION
55 4.1.15-PHP-QA 2 = Tiers a plications installed Oo#x + 3
The provisioned resources will be remaved from the
cloud and will no lenger exist.

E 1 HAProxy Tier / (@ 4.1.15-PHP-QA-HAPT... 5

E 2 MySQL Tier / (@ 4.1.15-PHP-QA-MySQ... Tear down button :
HE he-store dev 3 = Tiers 3 [ Resources 0 «f Applications installed ER - |

Developer Task: Creating Custom Plugins

ElectricFlow uses third-party plugins to provision cloud resources in resource templates for Dynamic
Environments. Amazon EC2 (EC-EC2) and Openstack (EC-OpenStack) are supported as out-of-the-box cloud
provider plugins, and Chef (EC-Chef) is supported as an out-of-the-box configuration management plugin.

ElectricFlow provides a number of bundled plugins. For a complete list, see Plugins That are Bundled with

ElectricFlow on page 1140.

To view the supported cloud provider plugins, open the New Cloud Provider dialog box and click Select cloud
provider to view the drop-down menu of cloud providers.

<« New

Cloud Provider

Account Setup

Select cloud provider v Select account v
Select cloud provider
Amazon

| OpenStack

To view the supported configuration management plugins, click Select configuration management to view the
drop-down menu of configuration management tools.

< New

Configuration Management

Account Setup

Select configuration management v Select account v
Select configuration management
| Chef |

If you have an existing procedure that you would prefer to use instead of an out-of-the-box third-party plugin to
provision cloud resources, you can create a custom plugin based on your deployment scenario.

The process to create custom cloud provider and configuration management plugins uses metadata to loosely
couple them to the application you want to deploy. The custom plugins define specific known properties that are

automatically recognized by Dynamic Environments.
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To create your own plugin for other cloud platforms, go to https://electric-cloud.github.io/index.html to get started.

This website describes how to create open source plugins and has this information:

For an introduction to the process of building and developing open source plugins, go to the Quick Start.
To build and deploy your plugin, go to Build and Deploy.
For more information, go to More information.

Go to Creating Custom Cloud Provider Plugins on page 262 for the details to create custom cloud
provider plugins.

Go to Creating Custom Configuration Management Plugins on page 267 for the details to create custom
configuration management plugins.

Creating Custom Cloud Provider Plugins

This section applies to developers who want to create custom cloud provider plugins for Dynamic Environments

in ElectricFlow.

How to Create a Custom Cloud Provider Plugin

This procedure assumes that you already have a plugin and want to use it with ElectricFlow. It describes how to

define properties in your plugin that ElectricFlow can read.

1.

To convert your procedure to a plugin, define the name of the plugin and the ElectricFlow project to
which the plugin belongs.

Later in this procedure, you will use these properties to create pre- and post-hooks to the plugin in
ElectricFlow.

262


https://electric-cloud.github.io/index.html
https://electric-cloud.github.io/quick-start.html
https://electric-cloud.github.io/build-deploy.html
https://electric-cloud.github.io/more-information.html

Deployment Examples

2. Define the following properties in your plugin under a top-level plugin property called ec
cloudprovisioning plugin, which the system will read to Dynamic Environments.

Property Name

Description

ec_cloudprovisioning

plugin/

Top-level plugin property directory

Properties defined by the custom plugin under ec_cloudprovisioning plugin

Name of the plugin that appears in the New Cloud Provider
dialog box.

displayName
Example: Amazon for the EC-EC2 plugin
<Booleanflag-0]1|true|false>
e Setthis property is setto 0 if the plugin does not have
hasConfiguration any configuration procedures (CreateConfiguration

and DeleteConfiguration).

e Setthis property is setto 1 if the plugin has
configuration procedures.

configurationLocation

Name of the property sheet used by the plugin to store the
saved configurations.

This value is relative to the plugin's top-level properties.

For example, if this value is set as ec2_cfgs, the plugins
configurations are read from /plugins/<PLUGIN_
KEY>/project/ec2_cfgs.

operations/

Property sheet for the specific operations required by the
Dynamic Environment system.

the following child properties.

Properties under operations/ —

These operations are mapped to the plugin operations through

createConfiguration/

Properties for the procedure that creates the plugin
configuration. ltis usually called createConfiguration.

deleteConfiguration/

Properties for the procedure that deletes the plugin
configuration. Itis usually called deleteConfiguration.

provision/

Properties for the procedure that provisions virtual instances.
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Property Name Description

Properties for the procedure that tears down (decommissions)
retireResource/ a previously provisioned virtual instance backing the specified
resource.

Properties for the procedure that tears down (decommissions)
retireResourcePool/ all previously provisioned virtual instances for the specified
resource pool.

Properties for the previously listed operations defined in the operations property sheet

Name of the procedure name in the plugin to which the

procedureName .
operation is mapped.

Property sheet that references the ui_forms properties

ui_formRefs/ defined under the plugin's top-level properties.

Property sheet for the input parameters to the procedure that

parameterRefs/ can be used by the Dynamic Environment system.

The parameter listis operation-specific.

Go to Example: Property Structure for a Cloud Provider Plugin on page 265 for an example of the
properties for the EC-EC2 (Amazon) plugin.

3. Save the plugin file in the appropriate location on your ElectricFlow server.
4. To importthe plugin file to the automation platform:

a. Inthe automation platform, go to Administration > Plugins to open the Plugin Manager
page.
b. Click the Install from File/URL tab.

c. In the File Install field, click Choose file to select the plugin file.
d. Click Upload to install it.
The plugin file appears in the Currently Installed tab.

e. Find your plugin and click Promote in the Actions column to make it available for use by
ElectricFlow.

5. In ElectricFlow, to create a resource template:

a. Go to Creating Resource Templates on page 208 for the details.
b. Inthe Select cloud provider field, select your plugin as the cloud provider.

c. Enterthe plugin settings in the form.
d. (Optional) Set the configuration management tool.

Go to Creating Resource Templates on page 208 for the details.
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6. Inthe ectool API, enter the following commands to set pre- and post-hooks linking the plugin to an
application that you later deploy in a dynamic environment.

a.

To create a pre-hook, enter

ectool createHook postConfigurationHook --hookType POST CONFIGURATION --
procedureName <hookProcedureName> --procedureProjectName
<hookProjectName> --resourceTemplateName <resourceTemplateName> --
projectName <resourceTemplateProjectName>

where hookProcedureName is the plugin procedure name, hookProjectName is the name
of the project to which the plugin procedure belongs, resourceTemplateName is the name
of the resource template you created, and resourceTemplateProjectName is the name of
the project to which the resource template belongs.

To create a post-hook, enter

ectool createHook preConfigurationHook --hookType PRE CONFIGURATION --
procedureName <hookProcedureName> --procedureProjectName
<hookProjectName> --resourceTemplateName <resourceTemplateName> --
projectName <resourceTemplateProjectName>

where hookProcedureName is the plugin procedure name, hookProjectName is the name
of the project to which the plugin procedure belongs, resourceTemplateName is the name
of the resource template you created, and resourceTemplateProjectName is the name of
the project to which the resource template belongs.

7. Create an environment template with the resource template that you created.

Example: Property Structure for a Cloud Provider Plugin

This is the EC-EC2 (Amazon) plugin property structure.

Property Name

Property Values

ec _cloudprovisioning plugin/

displayName Amazon
hasConfiguration 1
configurationLocation ec2_cfgs

operations/

createConfiguration/
deleteConfiguration/
provision/
retireResource/

retireResourcePool/

ec cloudprovisioning plugin/createConfiguration/
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Property Name

Property Values

procedureName

CreateConfiguration

uil formRefs/

ul formRefs/parameterForm

ui forms/EC2CreateConfigForm

parameterRefs/

parameterRefs/ configuration

config

ec_cloudprovisioning plugin/deleteConfiguration/

procedureName

DeleteConfiguration

ui formRefs/

parameterRefs/

configuration called config

ec_cloudprovisioning plugin/provision/

procedureName

API_Runlinstances

ui formRefs/

parameterForm called ec_parameterForm

parameterRefs/

configuration called config
resourcePool called res poolName

count called count

ec_cloudprovisioning plugin/retireResource/

procedureName

AP|_TearDownResource

ui formRefs/

parameterRefs/

resourcePool called res poolName

ec_cloudprovisioning plugin/retireResourcePool/

procedureName

AP|_TearDownResource

ui formRefs/

parameterRefs/

resourcePool called res poolName
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Creating Custom Configuration Management Plugins

This section applies to developers who want to create custom configuration management plugins for Dynamic
Environments in ElectricFlow.

How to Create a Custom Configuration Management Plugin

This procedure assumes that you already have a plugin and want to use it with ElectricFlow. It describes how to
define properties in your plugin that ElectricFlow can read.

1. To convert your procedure to a plugin, define the name of the plugin and the ElectricFlow project to
which the plugin belongs.

Later in this procedure, you will use these properties to create pre- and post-hooks to the plugin in
ElectricFlow.
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2. Define the following properties in your plugin under a top-level plugin property called ec
configurationmanagement plugin, which the Dynamic Environment system can access.

Name

Description

ec

configurationmanagement
plugin/

Top-level plugin property directory

Properties defined by the custom plugin under ec_configurationmanagement plugin

Name of the plugin that appears in the Dynamic
Environment Ul

displayName
Example: Chef for the EC-Chef plugin
<Booleanflag-0|1|true|false>
e When this property is setto 0 or false, the plugin
does not have any configuration procedures
hasConfiguration (CreateConfigurationand

DeleteConfiguration).

e When this property is setto 1 or true, the plugin
has configuration procedures.

configurationLocation

Name of the property sheet used by the plugin to store
the saved configurations.

This value is relative to the plugin's top-level properties.

If this value is set as chef_cfgs, the configurations are in
/plugins/<PLUGIN_KEY>/project/chef_cfgs.

operations/

Property sheet for the specific operations required by the
Dynamic Environment system.

Properties under operations/ — These operations are mapped to the plugin operations
through the following child properties.

createConfiguration/

Properties for the procedure that creates the plugin
configuration. Itis usually called
createConfiguration

deleteConfiguration/

Properties for the procedure that deletes the plugin
configuration. Itis usually called
deleteConfiguration
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Name Description
Properties for the procedure that converges the virtual
converge/ instances to the defined configuration (including policies
and roles).
Properties for the procedure that deletes the configuration
details on the specified dynamic resource or resource
pool.
teardown/

For Chef, properties for the procedure that deletes the
Chef API client and Chef node on the specified dynamic
resource or resource pool.

Properties for the previously
listed operations defined in the
operations property sheet

Properties for the previously listed operations defined in
the operations property sheet

procedureName

ui formRefs/

Property sheet that references the ui_forms properties
defined under the plugin's top-level properties.

parameterRefs/

Property sheet for the input parameters to the procedure
that can be used by the Dynamic Environment system.

The parameter listis operation-specific.

Go to Example: Property Structure for a Configuration Management Plugin on page 270 for an example

of the properties for the EC-Chef plugin.

Save the plugin file in the appropriate location on your ElectricFlow server.

To import the plugin file to the automation platform:

a. In the automation platform, go to Administration > Plugins to open the Plugin Manager

page.

b. Click the Install from File/URL tab.

c. In the File Install field, click Choose file to select the plugin file.

d. Click Upload to install it.

The plugin file appears in the Currently Installed tab.

e. Find your plugin and click Promote in the Actions column to make it available for use by

ElectricFlow.
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5. In ElectricFlow, to create a resource template:

a.
b.

C.

Go to Creating Resource Templates on page 208 for the details.
In the Select cloud provider field, select a cloud provider.
Enter the account settings for the selected cloud provider.

Enter the provision parameters on the next page.

In the Select configuration management field, select your plugin as the configuration
management tool.

Go to Creating Resource Templates on page 208 for the details.

6. In the ectool API, enter the following commands to set pre- and post-hooks linking the plugin to an
application that you later deploy in a dynamic environment.

a.

To create a pre-hook, enter

ectool createHook postConfigurationHook --hookType POST CONFIGURATION --—
procedureName <hookProcedureName> --procedureProjectName
<hookProjectName> --resourceTemplateName <resourceTemplateName> --
projectName <resourceTemplateProjectName>

where hookProcedureName is the plugin procedure name, hookProjectName is the name
of the project to which the plugin procedure belongs, resourceTemplateName is the name
of the resource template you created, and resourceTemplateProjectName is the name of
the project to which the resource template belongs.

To create a post-hook, enter

ectool createHook preConfigurationHook --hookType PRE CONFIGURATION --
procedureName <hookProcedureName> --procedureProjectName
<hookProjectName> --resourceTemplateName <resourceTemplateName> --
projectName <resourceTemplateProjectName>

where hookProcedureName is the plugin procedure name, hookProjectName is the name
of the project to which the plugin procedure belongs, resourceTemplateNanme is the name
of the resource template you created, and resourceTemplateProjectName is the name of
the project to which the resource template belongs.

7. Create an environment template with the resource template you created.

Example: Property Structure for a Configuration Management Plugin

This is the EC-Chef plugin property structure.

Name

Values

ec_configurationmanagement plugin/

displayName

Chef

hasConfiguration 1
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Name Values

configurationLocation chef_cfgs

createConfiguration/
deleteConfiguration/
operations/
converge/

teardown/

ec_configurationmanagement plugin/createConfiguration/

procedureName CreateConfiguration
ui formRefs/ parameterForm called forms/CreateConfigForm
parameterRefs/ configuration called config

ec_configurationmanagement plugin/deleteConfiguration/

procedureName DeleteConfiguration

ui formRefs/ -

parameterRefs/ configuration called config

ec_configurationmanagement plugin/converge/

procedureName _RegisterAndConvergeNode
ui formRefs/ parameterForm called ec_parameterForm
parameterRefs/ configuration called config

ec_cloudprovisioning plugin/teardown/

procedureName _DeleteNode

ui formRefs/ -

parameterRefs/ resourceName called resource name

Inventory Tracking

Electric Flow uses Inventory Tracking to track what is built, tested, and deployed by the application, including
artifacts, artifact versions, resources on which the applications are run, and environments to which the
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resources are assigned. If there is an issue when an application is deployed you can find the details about what
was deployed.

e Use the Environment Inventory to track and view details of the objects that were deployed and artifacts in
the application. It shows the status of the application deployment ata pointin time. Go to Example:
Modeling and Deploying Applications on page 133 and Environment Inventory on page 272 for more
information.

e Use the Application Inventory (on the Applications Run View page) to track and view the deployment
results. It shows more details about the application at a pointin time. Go to the Applications Run View
page in the GUI to see these details. Go to Example: Modeling and Deploying Applications for an
example.

Tracking at the Component Process Level
Inventory Tracking occurs at the component process level.

When defining a component process, you select one of these process types:

e Deploy—Enables Inventory Tracking. The ElectricFlow server tracks artifacts deployed to environments.
This is the default.

¢ Undeploy—After the first successful job step in a component process with this setting, the automation
platform removes the environment inventory record.

e Other-Disables Inventory Tracking.

Environment Inventory

The Environment Inventory is the state of the environment at a pointin time.
e When an application is running, you can see its progress as it runs.
e After an application runs, you can see the details for the objects in application.

This example shows the Environment Inventory for the heatclinic-qe environment to which the HeatClinic
application is deployed. The application has two application processes called Run and Stop.

In the Environments List, choose an environment and click the Inventory button to open the Environment
Inventory.

Clicking in the row for an object in the Environment Inventory displays more details about that object, such
as:

e Environmentname

e Application mapped to this environment

e Number of deployed artifacts in the application
e When the artifacts were deployed

e Status of the deployment: success or failure
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Examples

1. Go to the heatclinic-ge row, and click

to open the Environment Inventory.

<4 10 Environments

PROD

QA

hc-store dev

heatclinic-dsl

select [N

10 §H Environments 0 Environment Templates

0 7] Resource Templates |

Tiers 1 E Resources

Tiers 1 E Resources

Tiers 3 E Resources

Tiers 2 E Resources

0

Applications installed

Applications installed

Applications installed

Applications installed

Add 4

3

LEd

LR

heatclinic-ge

— Tiers 2 H Resources

Applications installed

3
[ I L

LEd

This is the Environment Inventory.

<« Environments / Inventory

1 HeatClinic

heatclinic-ge

3 ¢ Artifacts

L 2

2. Click

to view the list of components in the Run process of the HeatClinic application.

< Environments / Inventory

HeatClinic

Heatclinic

n Config

Cleanup DB

< mycompany.war

& env.sh

& cleanup.sql

heatclinic-ge

3 © Artifacts

Rl = App Server
il = App Server
il =DB

1A + a
@ 4 hours ago  1/1 A\ %
® 4 hours ago *
@ 4 hours ago -]
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3. Click the Process button in any of the component rows to view the Run application process runs in the

heatclinic-ge environment.

The results of running the Run application process, application process steps, and component process
steps now appear in the inventory. An application process step can be based on a component (defined by

component processes), a plugin, a command, or a procedure.

The Run application process consists of four process steps: Check, deploy war, cleanup db, and start

server.
e The Check step is defined by a command.

e The remaining steps are defined by components in the HeatClinic application.
4 Applications / View Run HeatClinic - 4% Run launched by on heatclinic-ge A Errors 1
n 86_Run_HeatClinic_Defaul... A Error Aug 21,2015 7:00 Pacif.. @o7:16 + 100% & B
u Check * Success  Aug 21,2015 7:00 Pacif.. @00:32 1 100% &
n deploy war A Error Aug 21,2015 7:00 Pacif.. @01:31 + 100% & H
u Retrieve * Success  Aug 21,2015 7:00 Pacif.. G00:57 &  100% &
u Put to webapps A Error Aug 21,2015 7:00 Pacif.. @o00:28 § 100% & 9
n cleanup db * Success  Aug 21,2015 7:00 Pacif.. @o1:21 + 100% & B
u Retrieve * Success  Aug 21,2015 7:00 Pacif.. Go01:06 * 100% &
u drop and create * Success  Aug 21,2015 7:00 Pacif.. 00:08 : 100% & B
n start server * Success Aug 21,2015 7:00 Pacif.. 0343 + 100% & B
u Retrieve * Success  Aug21,2015 7:03 Pacif.. @00:03 ! 100% &
u start server * Success  Aug 21,2015 7:03 Pacif.. @0340 * 100% & H

Object

=N

Application process

Application process step defined by a command

w

Application process step defined by a component

Component process step

4. To open the Job Details page for an application process, an application process step, or component

process step, do one of the following:

e Click the object name to open the Job Details page for that object.

e Click the View details button at the end of the row.
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+
+*
5. For a process step, click to view the results of deploying process steps.
< Applications / View Run HeatClinic - 4% Run launched by on heatclinic-qe A Errors 1

n 86_Run_HeatClinic_Defa... A Error Aug 21, 2015 7:00 Pacif... Gy 07:16 100% & J
u Check * Success  Aug 21,2015 7:00 Pacif... ¢y 00:32 100% ¢ O

% Success  Aug 21,2015 7:00 Pacif... ¢y 00:32 100% &
n deploy war A Error Aug 21, 2015  7:00 Pacif... ¢y 01:31 100% & A
u Retrieve * Success  Aug 21,2015 7:00 Pacif.. ¢ 00:57 100% & A

=[] * Success  Aug 21,2015 7:00 Pacif.. dy00:57 100% &
u Put to webapps A Error Aug 21, 2015 7:00 Pacif... ¢y 00:28 100% ¢ J

heatelinic-res A Error Aug 21, 2015 7:02 Pacif... ¢y 00:28 100% ©
u cleanup db * Success  Aug 21,2015 7:00 Pacif... @ 01:21 100% & J
u Retrieve * Success  Aug 21,2015 7:00 Pacif.. (301:06 100% & H

E * Success  Aug 21,2015 7:.00 Pacif.. (y01:06 100% &
u drop and create * Success  Aug 21,2015 7:00 Pacif... @ 00:08 100% & H

% Success  Aug 21,2015 7:02 Pacif.. (5 00:08 100% &

Object
1 Click here to view the results of running the application process
step in the Job Details page.
5 Click here to view the results of running the component

process step in the Job Details page.

Snapshots

In a software release process, the goal is to have a consistent deployment process that can be run often

throughout the release life cycle. When the deployments are run in production, there are no unexpected results.

Snapshots are used to implement these deployments.

A snapshot captures both the component versions and the process that were used for deployments. These

snapshots make the deployments repeatable and stable.

ElectricFlow supports these types of snapshots:

e Environment snapshot: An environment snapshotis created from an environment where the application

is deployed and tested. A snapshot will capture the exact artifact versions, process versions,

configuration parameters, and so on used for the deployment to ensure repeatability. This is considered
the reliable version of a snapshot for reliability and repeatability.
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e Application snapshot—An application snapshot is created directly from the application model and does
not depend on any environment deployment. When a snapshot is captured from the application model, it
locks the application architecture, components, and process versions. If you specify the “Latest” artifact
version as part of the component definition in the snapshot, the latest artifact versions will be used every
time itis used for deployment. The main purpose of an application-based snapshot is to allow the
creation of user-defined versions of the models. The application snapshot name can be used to indicate
a specific user-defined version.

For example, in a software delivery process, the developer checks in code, the components are built
automatically by a continuous integration system, and the objects in the resulting build are published to a binary
artifact management system. When the full complement of component artifacts is available, a release candidate
pipeline is initiated. The first stage is to deploy to a development environment. From this deployment, a
snapshotis created and used as the model for subsequent deployments to other environments. There will be
some differences between the development, QA and production environments, such as database connection
strings, credentials, and debug-vs-production artifacts. ElectricFlow can manage these differences in the
application model using parameters and properties in templates, only modifying the deployment process flow in
a controlled manner.

The process described in the example avoids some of the pitfalls encountered in traditional release scenarios.
For example, configuration teams often perform their own builds. This means that the binaries supplied by the
CM team may be different than what has already been tested. Release teams may also manually edit
configuration files to adjust for differences in the deployment environments. Both of these practices are prone to
error and can negatively impact the quality of the final software release.

In ElectricFlow, you can deploy snapshots for more reliable and repeatable software releases. Here are some of
the use cases snapshots can serve:

e You can model and save a version of your software release with specific artifact versions and rerun it
later, even if the latest release version of it has changed.

e If you save snapshots during development and test phases, you can ensure that the components that
were deployed and tested are the same as those in the release candidate. You can redeploy the
snapshot any time.

* You can create and save more than one snapshot for different deployment scenarios.

e You can use an application snapshot to capture a version of the model. This can be used to define a
future or desired state of the application model as well.

e You can view the snapshots in the Snapshot List. From this list, you can manage all your snapshots,
compare two snapshots, or get more information about them.

e Comparing snapshots helps you to deploy releases with reliable and repeatable results during ongoing
software release cycles. You can build and test releases using snapshots, and do not have to design
new applications for each release. Comparing snapshots also allows you to compare a future or desired
state of the application model to any saved version of the model. Go to Comparing Snapshots on page
280 and Comparing Results on page 281 for more information.

e You can use snapshots to refine and optimize applications that fit your deployment scenario and ensure
that this version is properly developed, tested, and released.
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Example: Creating, Deploying, and Comparing Snapshots

This example shows how to create application and environment snapshots, deploying snapshots, and
comparing them during the software release life cycle.

Creating Application Snapshots

1. In the Applications List, choose an application and click the button.

2. Select Snapshot List.
The Snapshot List appears.

3. To add a new snapshot, click There are no Snapshots. Add one +.
The New Snapshot dialog box appears.

4. Enter the name for the snapshot that must be unique within the application and enter an optional
description of it.

This name can be used to indicate the user defined version of the model. For example, in the figure
below, see HeatClinic v1.2.

Application snapshots can be used for various purposes like creating a baseline version of the model or
even for modeling a future state or desired state of the model.

5. Click Next.
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6. The New/Preview dialog box opens.

You can toggle between the Component and App Process views to see the components and
application processes for the selected application.

Example:

In the Component view, change the version of the Config component to Latest.

< New / Preview

#3 HeatClinic / {8 HeatClinic v1.2

3 & Component 2 4 App Process

45 Component & Artifact «if Version &
1. Config env.sh Latest v :
2. Heatclinic mycompany.war 1w 1
3. Cleanup DB cleanup.sgl 1w :

This is the App Process view.

< New / Preview

#3 HeatClinic / (81 HeatClinic v1.2

&% App Process Revision

1. Run 04/12/2016 - 6:24 am

2. Stop 04/12/2016 - 6:24 am
7. Click OK.

A messages appears stating that the snapshot has been created, and the Snapshot List is updated:

= Default / Applications / «§ HeatClinic 2 & Snapshots fr Comparep|a  Select [ Al Add 4
& B HeatClinic v1.1 m admin Apr 12, 2016 - 13:54 =
&) 17 HeatClinic v1.2 m admin Apr 12, 2016 - 13:57 =
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Deploying Application Snapshots

>

1. In the Applications List, choose an application and click the button (the Run process button).

2. Select New Run.

The dialog box to select the settings for the application run opens.
3. Select these settings for the application run:

In the Select Process field, select Run.

In the Select Environment field, select heatclinic-ge.

In the Select a Snapshot field, select HeatClinic v1.2.

New
Run 2 HeatClinic
Run v
EE heatclinic-ge v

5 [ HeatClinicvi2 w +§ @ Compare g
3 ¢ Artifacts Full Run 3Selected B
0 T3 Parameters D |
Smart Deploy is () Stage Artifacts is

Note: Clicking next to Compare shows the comparison of the selected snapshot to last
deployment of the Run process in the heatclinic-ge environment.

4. To deploy the snapshot, click OK.
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Creating Environment Snapshots

2
L L L}
1. In the Environments List. choose an environment and click the button.
€5 Environments v & All projects Select [ Al | W Add4
0 @ Environment Templates 0 (3 Resource Templates |
- E PROD & Default 1= 18 0eg = 3
QA & Default 1z 18 0o} = i 3
H heatclinic-dsl & Default 22 28 0ef = 7
E heatclinic-qe L & Default 3= 28 1e8 = I 5

2. Click the Inventory button to open the Environment Inventory.

Example:

3. Choose an application, and click the button.
4. Click New Snapshot.

The New Snapshot dialog box opens.
5. Enter the name and a description of the snapshot.

The name of this environment snapshot is Heafclinic_QEZ2.
6. Click Next.

The New/Preview dialog box opens. You can view the snapshot settings in the Component and App
Process tabs but cannot change them because the application has been deployed to the heatclinic-qge
environment.

7. Click OK.

Comparing Snapshots

This example shows how to compare an application snapshot to an environment snapshot..
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1. In the Snapshot List, select two snapshots that you want to compare.

€= Default / Applications / «¢ HeatClinic 5 (& Snapshots

B HeatClinic v1.1 = admin
-

& @ HeatClinic v1.2

& 1 HeatClinic v2.0

a admin

& @ Heatclinic_QE2

& admin

& 1 heatclinic_env v1.0 & admin

Delete Ti7

Select
Apr 12, 2016 - 13:54

Compare oo

Apr 12, 2016 - 13:57

Apr 12, 2016 - 14:00

Apr 12, 2016 - 14:22

Apr 12, 2016 - 14:15

2. Click the button (Compare button).

The Snapshot Comparison page opens.

Comparing Results

In the Snapshot Comparison page, the Component and App Process views show the differences between the
snapshots, Heatclinic v1.2 (the application snapshot) and Heatclinic_QE2 (the environment snapshot).
Heatclinic_QE2 is the more reliable, repeatable, and update-to-date version of the application.

The Component view shows that the Config component is different. Heatclinic v1.2 uses the "Latest" version of

the artifact that may not be the same as the artifact version in Heatclinic_QEZ2, the more reliable and repeatable

version of the snapshots.

<4 Applications / «8 HeatClinic / Snapshots compare ng HeatClinic

& Component # App Process

&) HeatClinic vi.2 v . Apr 12, 2016 - 13:57 [&) Heatclinic_QE2 v

& Component © Artifact i Version & Component < Artifact i Version 4
1 Config env.sh Latest 1 Config env.sh «<@ 1 e
2 Cleanup DB cleanup sql 1 2 Cleanup DB cleanup sql 1 b4
3 Heatclinic mycompany war 1 3 Heatclinic mycompany war 1 o

«¢€p Changes’ |

«f Apr 12, 2016 - 14:22

The App Process shows one difference. Heatclinic v1.2 has one less application process than Heatclinic_QE2.

- Applications / #¢ HealClinic / Snapshots compare wg HeatClinic

& Component

.55 Apr 12, 2016 - 13:57

# App Process

[&) HeatClinic vi.2 v [&) Heatclinic_QE2 v

¥ App Process i Revision #¥ App Process
Deleted «0 1 Busy

2 Run Apr 12, 2016 - 06:24 2 Run

3 Stop Apr 12, 2016 - 06:24 3 stop

. Revision

<€ Changes: |

. Apr 12, 2016 - 14:22

Apr 12, 2016 - 13:59

Apr 12, 2016 - 06:24

Apr 12, 2016 - 06:24
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Note: Clicking the pull-down button next to the snapshot name allows you to select a different snapshot.
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Pipelines

A pipeline is a representation of your software delivery process on its journey to production, enabling
Application Release Automation (ARA) and Continuous Delivery (CD). It takes the software through the hops
and milestones (stages) of the software release life cycle, however you define it. You can model and execute
one or more applications, procedures, or workflows in a pipeline.

Pipelines are a way to orchestrate the flow of the software release process. You can choose what part of the
process in the pipeline to automate, based on your needs. Some examples are:

e From code check-in to production: After developers check in code, itis run through a pipeline that
includes build, test, pre-production, and production stages, running various automation tasks in each of
the stages like deploying the applications, running test automation suites, and so on, ending when the
software is delivered to the production server.

e From system test to production: After the software passes the system tests, itis run through a pipeline to
integrate the code from multiple teams, run user acceptance tests, and deploy the software to for beta
testing and then all the way to the production.

Starting in ElectricFlow 6.2, multiple project support has been extended to ElectricFlow objects in application
deployments, pipelines, and Releases. These objects as well as the objects belonging to them can be in any
project within ElectricFlow. (In releases earlier than ElectricFlow 6.2, these objects were limited to the Default
project.)

All objects in ElectricFlow have these capabilities for better management and maintenance of end-to-end
software releases:

e Projects are top-level security containers that provide access control at the project level. All objects in a
project inherit the access control settings from the project to which they belong.

e Projects are also ways to provide logical groupings of objects. If your deploymentis large and has many
production environments, you can organize production environments by project, with each project
having its own access control settings. This makes it easier to manage and maintain multiple
environments during the software delivery process.

In this section, you will learn:
e About pipeline models—See Pipeline Concepts on page 284.
e How to author and run a pipeline—See Example: Authoring and Running Pipelines on page 319.

e About pipeline stage summaries—See Pipeline Stage Summary on page 295.

IMPORTANT: When you export a project while a pipeline is in progress, only the full exportincludes flow
runtimes that have been completed. If you want to include in-progress pipeline runs in the path-to-production
view and the visual indicators showing their percentage completed in the Release dashboard, set the
excludeJobs argumentto 0 or false in the export command. When the XML file is imported, the in-
progress pipeline runs in the imported project are displayed in the path-to-production view and the Release
dashboard. The jobs might be incomplete once the XML is imported.
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Pipeline Concepts

A pipeline allows you to model the complete software delivery process. You can create multiple milestones,
referred as to stages, in a pipeline. Examples of stages are development (Dev), QA, user acceptance test (UAT),
pre-production, production, and so on. Most of the time, these stages will map closely to the environments
where applications will be deployed, but do not have to be.

‘ Stage ‘ } ‘ Stage ’ Stage

v
Pipeline

Each stage consists of an entry gate, an exit gate, and the automation tasks to complete the stage.

Stage

Entry Exit
Gate Tasks Gate

Parameters

e An entry gate controls the approvals required before a pipeline can enter a stage. The entry gate
ensures all the checks and balances are met before tasks in that stage can begin.

e The exit gate allows you to control when a pipeline can exit a stage and what approvals are needed.
e The tasks allow you to execute the automation logic. This is where you specify what to do.

For example, if your stage is a test stage, it contains the tasks that must be executed to ensure that the
test automation for your software delivery process is successfully completed.

e Parameters can be created for various objects and automation tasks in the stage. This makes the
pipeline reusable, allowing orchestration of the inputs and outputs for the stage and of the properties
passed between stages.

¢ Run if and Wait until conditions can be set on pipeline objects. Go to "Run if* and "Wait until" Conditions
on page 288 for more information.

Pipeline Start and End Stages and Stage Skipping

You can choose start and end stages in a pipeline. You can also skip pipeline stages. Following are specific
examples of how you can use this feature.
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<«

Configure Run / Stage Selection Select [[ETETN

Run »»3 52 Shopping Cart Release52 Shopping Cart Release52 Shopping Cart Release52 Shoppin... / oo deployShoppingCart

0K

Running or Re-Running a Stage Independently

In traditional release styles, when a deployment to a release stage fails, release management or operations

often must fix the issue (such as with the code or environment) and start again from the failed stage to avoid

running earlier stages unnecessarily. For example, if stage 2 requires hours of testing, but stage 3 fails because

a required server went offline. This functionality lets them determine if the error requires an entire pipeline rerun.

Other examples are as follows:

You can rerun a stage independently to redeploy a stage to update to a newer application release
candidate that came out since the last stage run (successfully or not).

Release management or operations running a release stage can to rerun a failed stage to recover from
stage errors (such as a bad process step, failed server, or unavailable resource) that do not affect the
final output, so that they can fix the problem and move forward without potentially rerunning potentially
expensive stages that do notrequire a rerun.

A release stage owner participating in a release with traditional characteristics can rerun the stage that
they own with a different application version, because they received an update from the application team
that needs testing in the release stage owner's environments.

Selecting a Subset of Pipeline Stages to Run

This functionality lets you start a pipeline and run stages only to a certain point or from a certain point without it

being considered failed or left running and requiring an abort. For example:

Beginning to middle—Consider a release pipeline that starts with continuous output of release
candidates from the development team. In the first two weeks of a release, they continuously deploy
different development outputs and test them in the first few stages of the pipeline, but they want it to stop
and be considered a success after the test stage. Once the results are satisfactory, they change the
target state to "production" and rerun all stages.

Middle to end—You can recover from a stage failure by fixing the problem and then rerun the fixed stage
to continue to production from the failure point. You can also start after the stage that you fixed manually
(such as when a failed manual step to update the documentation was fixed).
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Running Multiple Pipeline Stages at Once

This feature allows stages to run at the same time. With traditional releases, separate teams working on a
release will work on their stages at the same time (and often in parallel), but their work still must be tracked and
aggregated into the final release status. For example, if stage 4 is production, the operations department can
start a time-consuming database backup before stage 3 (UAT) even begins. Other examples are as follows:

e The integration stage is being run to deploy and test the latest work from the developers, who might not
testit. At the same time, the test stage is already running functional testing on the previous release
candidates.

e The testing stage runs performance tests at the same time that the UAT stage is running user
acceptance tests.The release manager examines the outcome of both before approving to move further
down the pipeline.

Pipeline Scheduling

You can create schedules for pipeline runs.You can set a start date and can also make a run recurring (for
example, daily or weekly).

Tasks

Each task can specify automation logic defined by an application process, procedure, or workflow. You can also
call integrations to third-party tools using plugins, or you can specify manual tasks performed by one or more
users.

e Application process: Use this to deploy applications at the right time in a pipeline.

When artifact staging is enabled for an application, ElectricFlow tries to retrieve artifacts that will be
deployed before the application run starts. This ensures that the artifacts are downloaded and available
on the target (either the artifact cache (the defaulf]) or a directory specified in the component definition).
This minimizes the time to retrieve artifacts and reduces downtime during the application deployment.
For details about artifact staging, see Artifact Staging on page 113

For an example of how to deploy applications, go to Example: Modeling and Deploying Applications on
page 133.

e Procedure: Use this to run a set of best practices, subroutines, modules, or functions that you can create
and reuse at the platform level. Examples are scripts, command sets, or other automation logic objects.
For details, see Pipeline Task Definitions on page 293.

e Manual task: Use this when a task should be performed manually. The appropriate notifications are sent
to the user or group who performs that task and to the user or group who responds when the task is
completed. For more information about completing a manual task and restarting its pipeline, see
Example: Visibility in a Release Pipeline from the Release Dashboard on page 363.
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e Workflow: Use this to run a set of procedures in Cl life cycles at the platform level. A workflow can
combine all procedures for a build-test-deploy life cycle. For details, see Workflow Overview on page
1060

After the workflow is completed, it returns the workflow state to the pipeline as ERROR or SUCCESS:

e ERROR: This means thatthe ERROR LOG has entries, /myWorkflow/outcome or
/myWorkflow/result is error, the workflow ended in a state thatincludes Error or Fail in its
name, or it has any failed jobs.

® SUCCESS: /myWorkflow/outcome or /myWorkflow/result existand are notequal to error.

e Plugin: Use this to run third-party procedures that interface with external systems. Plugin tasks are a
perfect way to integrate and orchestrate your third-party tools. For example, you can run Selenium
automation at the right time by using the Selenium plugin. For details about plugin tasks, see Plugin
Pipeline Tasks on page 315.

e Ultility: Use this to run a utility function, which is a higher-order operation than a third-party plugin, as a
stage task. You can also define an application or component process step as a utility function. For
information about defining an application process step or a component process step as a utility function,
see Authoring Application Processes on page 146 or Authoring Component Processes on page 137.

You can skip specific tasks at runtime by using the Enabled check box for those tasks in a task list.This check
box is checked by default.

You can also select a Deployer task, which is a special type of task used when you want to deploy applications
in a Release but will provide the details in the Release definition. For details, see Release Management on
page 356.

When using Deployer tasks, the system automatically knows the applications to deploy, which are provided as
part of a Release definition instead of separate Deploy tasks for each application.

When defining a task, you must specify whether the pipeline continues or stops if the task fails because of an
error. To do so, you must select either Continue running or Stop running under the On Error field.

e Continue running: If the task fails, the pipeline continues to the next gate or stage task.

e Stop running: If the task fails, the pipeline aborts. This is the default behavior. This behavior is usually
used in Continuous Delivery pipelines.

For a manual task, the pipeline determines whether it stops running or continues running based on the rejection
or completion of the task. If the task is rejected and Continue running is selected, the pipeline continues to the
next gate or stage task.

Entry and Exit Gates

Gates at the entries and exits of the stages control the pipeline's progress. Specific users or groups can be
allowed to manually approve the criteria at a gate. During a pipeline run, you can see the progress of the
pipeline at each stage using the pipeline stage summary. You can review the user-generated information in the
pipeline stage summary to make approve or reject decisions at a gate.

e An entry gate controls if a stage may begin and its tasks may be executed.

¢ An exit gate controls if the stage may be completed and the pipeline may progress.
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You can set the approvals so that approval from only one of the approvers is sufficient for the pipeline to
progress. In this case, you can have one approval rule and have all the approvers assigned to that rule.

Instead, if you want all the key individuals to approve sequentially, you can specify multiple approval
rules, each for a specific user.

In addition to specific users, approval rules support groups. Approval or rejection from any user in the
group allows the pipeline to progress or stop.

When defining a gate, you must specify whether the pipeline continues or stops if the gate approval is
rejected. To do so, you must select either Continue running or Stop running under the On Error field.

e Continue running: If the user rejects the gate approval, the pipeline still completes the task
and then continues to the next gate or stage task with a known error.

e Stop running: If the user rejects the gate approval, then the pipeline aborts. This behavior
usually occurs in Continuous Delivery pipelines.

If a gate has approvals, one or more of these actions occurs:
e Email notifications are sent to the specified approvers.
e Ifthe approver approves the request, the pipeline's progress continues.

e [fthe approver rejects it, the pipeline ends with an appropriate error (except if On Rejection is
set to Continue running).

Approval gates are optional, and if a gate has no approvals, the pipeline's progress continues.

For example, if your pipeline has multiple stages for testing, you may want to set entry and exit criteria for each

stage to ensure that the code is testing properly in the software delivery life cycle.

In the system test stage, the QA engineer needs to approve the start of t the system testing workflow. The
same user or someone else in the QA group can review the system test results before approving the exit
criteria.

Before anything can enter the production stage, you may want to have entry gate approvals by various
individuals.

"Run if" and "Wait until” Conditions

Before ElectricFlow 6.5, pipelines ran sequentially from the first stage to the last stage, without skipping a stage,

task, or approval gate. . When there was an error, the pipeline had to restart from the beginning. Starting in

ElectricFlow 6.5, the pipeline runs can start or end at any point as well as skip a specific stage, task, or gate using

Run if and Wait until conditions.

In the U, you can set run the Run if and Wait until conditions on pipeline stages, tasks, and gates.

You can also set the Run if and Wait until conditions on pipeline stages, tasks, and gates using APl commands

through the command-line interface or through the DSL IDE while authoring pipelines.

A Run if (run condition) is a property reference that the pipeline evaluates before executing the next
stage, task, or approval gate. The pipeline waits until one or more dependent run conditions are met.

In an APl command, this condition is "fixed text" or text embedding property references that are
evaluated into a logical TRUE or FALSE. An \"O\" or \"false\" is interpreted as FALSE. An empty string or
any other resultis interpreted as TRUE.By default, this condition is not set and is FALSE.

The property reference can be a JavaScript expression, for example, this expression could test whether
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the name of a step is equal to the value of a property called "restartStep":
$[/javascript (myStep.stepName == myJob.restartStep) ]

e A Wait until condition (precondition or wait condition), is a property that allows a stage, task, or gate to
be created with "pause", which then pauses the pipeline at that point. The pipeline waits until one or
more dependent conditions are met. When the pipeline status is eligible to transition from pending to
runnable, this condition is evaluated.

In an APl command, this condition is fixed text or text embedding a property reference thatis evaluated
to TRUE or FALSE. An empty string, a \"O\" or \"false\" is interpreted as FALSE. Any other result string is
interpreted as TRUE. The pipeline does not progress until the condition is TRUE. By default, this condition
is notsetand is FALSE.

You cannot use timestamps in preconditions on any object that supports preconditions. This includes
stages, gates, and tasks as well as procedures and process steps.

Run if and Wait until conditions can be used to:
e Control a stage task based on the previous task.

e Skip some pipeline states based on some specific conditions, such as if a Linux installer file was not
successfully built, tested, and verified.

e Execute certain approvals only if certain conditions are met. For example, during a functional test suite,
the pipeline meets a rule or gate approval criteria if 90% of the functional tests have passed. If not, the
pipeline waits for manual approval by assigned users before it can progress.

For examples of how to set Run if and Wait until conditions on pipeline objects, go to Pipeline Objects and
Conditions on page 300.

Pipeline Ul
This section shows how pipelines are represented in the ElectricFlow Ul.

All of the information described in the previous sections is summarized in the pipeline definition in the Pipelines
List.

Pipelines List
The Pipelines List shows all the pipelines that you have permission to view.
To open it from the Home page, click Pipelines > All Pipelines.

This is a Pipelines List:

42 Pipelines e o_>v= All projects Select [ Al Add 4

“ [T @ deployPipeline 4—9 & Default 'ﬂ e 2 ooo B o_.c M |

IO 17 Heatclinic pipeline DSL == Default 3oo0 @ e/oe':/'u

Each row in the listis a pipeline definition, consisting of the pipeline name, the project to which the pipeline
belongs, and the number of stages in the pipeline.

For each pipeline, you can perform these actions:
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e Clicking the green Run pipeline button (hnumber 7) starts a pipeline run.

e Clicking the Expand button (number 8) shows the previous pipeline runs.

e Clicking the View Details button (number 9) opens the Pipelines Visual Editor.

e Selecting All or None and then clicking the Delete button removes the selected pipelines from the list.

e Clicking the Add+ button adds a pipeline.

1 Breadcrumb identifying the object you are viewing and the total number of pipelines.
Clicking i shows information about the object. In this example, clicking i shows the pipeline
description:

2 Description:

A Test pipeline
0 1 deployPipeline
3 Name of the pipeline.
The defaultis to show the applications for all projects.
If you want to see only the objects for a specific project, click the down arrow in the All
projects field to select one or more projects one of these ways:
4 e Click on the name of one or more projects.
e Enter the search criteria in the Search field. The projects that match the criteria
appear in the list.
If there are no matches, a message appears stating that there are no resource templates in
the selected projects.

5 The project to which the pipeline belongs.

6 Number of stages in the pipeline.

7 Click the Run pipeline button to run the pipeline when the button is green.

8 Click the Expand button to view the previous pipeline runs.

9 Click the View details button to go to the Pipelines Visual Editor.

Pipelines Visual Editor

In the Pipeline Visual Editor, you can author and edit a pipeline as well as view the underlying platform-level

details.

This is a pipeline with two stages: QA and PROD.
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b

&= Default / Pipelines / 0D deployPipeling Stage Add 4000
« pe ployPip g +

You can perform these actions:

Clicking the Add new stage button (number 7) will add a new stage to the pipeline.

Clicking the Menu button (number 8) will open a menu where you can get more details about the
pipeline and take actions on the pipeline.

Clicking the Run pipeline button (number 9) will start a pipeline run.

In a stage, clicking the Define stage tasks button (humber 6) will open a dialog box where you can
define tasks for the stage.

1 Breadcrumb showing the object hierarchy, path to the pipeline, and the pipeline name.

2 Stage in the pipeline, a milestone or checkpointin the software delivery process.

3 Tasks in a stage, the automation logic for a stage. See Tasks on page 286.

4 Entry gate, consisting of the approvals to enter a stage. See Entry and Exit Gates on page 287.
5 Exit gate, consisting of the approvals to exit a stage. See Entry and Exit Gates on page 287.

6 Click the Define stage tasks button to open the task list for the stage.

7 Click the Add new stage button to add a stage.
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Click the Menu button to open the menu where you get more details about the pipeline and
take actions on the pipeline.

Clicking Details opens the Pipeline Details dialog box where you can edit the pipeline
name and description.

Clicking Properties opens the Properties dialog box where you can view, add, and
delete the properties associated with the pipeline.

Clicking Parameters opens the Parameters dialog box where you can view, add, and
delete the parameters attached to the pipeline.

Clicking Access Control opens the Access Control page where you can view, add,
and edit the privileges for the pipeline.

Clicking Track Changes shows the Change History for the pipeline and the objects in
it. ElectricFlow tracks the changes to tracked objects including applications,
procedures, workflows, workspaces, resources, and project-owned components such
as library components and records a Change History of the historical states of the
system and the changes between them.

Clicking Delete deletes the pipeline after you verify that you want to do this.

Click the Run pipeline button to run the pipeline. The Pipeline Runs List shows the real-time
progress of the pipeline run. Clicking in a stage will open the Stage Summary where you can
view task details and progress of each task.

You can also view the results of previous pipeline runs.

The task list for the stage shows all the tasks for the stage that are executed in sequential order.

<4 & Electric Cloud / Pipelines / om deployPipeling 0 voooQA Select All Task 3 i:r
9 Enabled 5

v 1. ¢ QA-Stage-Deploy | Process Deploy from af ShoppingCart on QA | = =
2. 3 QA-Stage-Deploy-With-Snapshot Process Deploy from ShoppingCart on QA = =
v 3. § B QA-Stage-TakeSnapshot &Y Procedure TakeSnapshot 6 = =

Project
Utilities

1 Breadcrumb showing the object hierarchy, path to the pipeline, and the pipeline name.

2 Name of the task.

3 | Name of the stage.
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4 | The task type and the specific details for it. See Tasks on page 286.

This task is defined by an application process called Deploy from the "Shopping Cart" application.
The application process is deployed in the QA environment.

5 | Click the Add task button to add a task to the to the stage.

6 | The task type and the specific details for it. See Tasks on page 286.

This task is defined by a procedure called TakeSnapshot in the Default project. Clicking on the
Project button shows the project to which the procedure belongs.

Pipeline Task Definitions
Tasks are defined in the Task Definitions dialog box described in this section.

There are two ways to get to this dialog box:

e When you want to add a task, click the Add task button.

=]

e When you want to view or edit a task in the task list, select a task and click the button in its row.

Depending on the task type that you select, different fields appear on the right side oft the dialog box.

If you want to deploy an application, select App Process. You need to select an application, a snapshot, an
application process, and the environment where the application process will run. If the parameters were created
for application process, the Parameters field is enabled. You can also enable or disable Smart Deploy, where
the system deploys only the artifacts that have not been deployed to a resource, specific versions of the artifacts,
or artifacts that have not yet been deployed to new resources.

This example shows how to use a parameter to specify the snapshot. When you click in the "Select a Snapshot"
field, these options appear:

Oog QA / § QA-Stage-Deploy

Default v

ShoppingCart v

Deployer

Procedure T

SC-51
SC-82

Manual

Workflow
Plugin

Utility

Smart Deploy is Stage Artifacts is
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There are two ways to specify a snapshot:

e Select a specific snapshot for the application, such as SC-S1.

000 QA / § QA-Stage-Deploy
- = Default v 1. £ 3 Credentials This credential is missed
® AppProcess
ShoppingCart v Credential path Browse
O Deployer
Q Use Snapshot v x Bind Parameter Credential @ Credential Q
O Procedure Deploy v
o Select v
QO Manual BB QA v
O Workflow
O Plugin
1 L3 Parameters A 1 Required =
QO utiy
Smart Deploy is Q Stage Artifacts is

e Enter the snapshot as a parameter.

Enter this parameter: $[/myPipelineRuntime/snapshotName].

OO0 QA / g QA-Stage-Deploy

2 — -
55
ShoppingCart v
O Deployer
Use Snapshot
O Pproceaure $[/myPipelineRuntime/snapshothx T
O wanua There are no snapshots for

this Application.

O Workflow

O Plugin

1 [ J Parameters A 1 Required =

O utility

Smart Deploy is o Stage Artifacts is

If you want to run a set of best practices, subroutines, modules, or functions that you can create and reuse (such
as a script), select Procedure. You need to select a project and a procedure in that project. If the parameters
were created for procedure, the Parameters field is enabled.

This example shows that the task is a procedure called TakeSnapshot in the Utilities project.
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000 QA / ¢ QA-Stage-Deploy

I

Utilities v
O App Process

<> TakeSnapshot v

O Deployer

O Manual

r1
Ld
T

O workiiow
O eugin

O utiiity

Pipeline Stage Summary

A pipeline stage summary shows various status and metrics relevant to the pipeline when a pipeline stage is
executed. For example, the summary could be the scan results from the code coverage tool or links to reports
that are generated during the pipeline run. You can view the pipeline stage summaries during the pipeline run
or for completed pipeline runs.

From the Pipeline Runs view, you can click on a specific stage to see that stage's summary. The stage summary
shows two sets of stage-specific information.

e Deployment summary consisting of:

e A system-generated deployment summary.

e Applications deployed through the pipeline and the environments where they are deployed.
e User-generated summary consisting of:

e Links to web sites for reports and other information about the deployed artifacts.

e Property information about the pipeline stage and the objects in it.

Creating User-Generated Data for the Stage Summary

If the task in a stage is defined by a procedure, a workflow, or an application process thatincludes a procedure
as a process step, you can create user-generated data using ectool.

Stage Summary Information as Links to a Web Site

To create links to web site:
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1. Create a procedure and the underlying steps with commands like the following:

ectool setProperty "/myPipelineStageRuntime/ec_summary/report" --value "<html><a hr
ef=\"http://www.myreportserver.com\" target=\"_ blank\">Global Report</a></html>"

2. Call this procedure from a task in the stage.

Generic Property Information
1. Create a procedure and the underlying steps with commands like the following:

To create a summary property:

ectool setProperty "/myPipelineStageRuntime/ec summary/testCoverage "test value"

To create a property entry:

ectool setProperty "/myPipelineStageRuntime/ec summary/testCoverage" --value "80%"

2. Call this procedure from a task in the stage.
Go to the following sections to see examples of user-generated data in the stage summary.

Viewing the Stage Summary During a Pipeline Run

To view the stage summary of a stage during its pipeline run, start the pipeline run by selecting a pipeline in the

[>)

Pipelines list and clicking the button:
5 Pipelines v &%= All projects Select Add 4
B =sreriee | & oetau 2000 @ [0]: =

This pipeline requires input before the applications to be deployed through the pipeline. Enter the required
parameters for pipeline, and click OK.

4 Parameters to run deployPipeline

[ 3 QA Stage Control Param

NORMAL

2. £ PROD Stage Control Param

NORMAL

3. 3 Specify Snapshot to Use

SC-s1

4. [ ] Specify Sleep Time

The pipeline runs. You can view its progress on the Pipeline Run page.

When manual approvals are required at the entry and exit gates to a stage, the system waits for the approvers to
approve or reject before proceeding to the next step in the pipeline.
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<4 1 Pipeline Run

deployPipeline_1_201 0 o
- 8 0125152042 ooo QA vy Jan 25,2016 15:20 00:02:15 2% @ o +
QA PROD
3 Tasks 2 Tasks
0 Complete 0 Complete

b

TO oomQA /= Entry Gate
1 k. PRE-QAStage-Approval 1 john

2 k. PRE-QAStage-Approval 2 john

As the pipeline progresses through a stage, you can view its progress by clicking in the stage, which opens the

pipeline stage summary.

<4 1 Pipeline Run
deployPipeline_1_2016 X X 0 "
- i T oom QA vy Jan 25, 2016 15:20 00:03:45 45% Q@ o -
PROD
2 Tasks
0 Complete
b
5
QA-Stage-Deploy @@ ShoppingCart - 4 Deploy on B £ QA o
QA-Stage-Deploy-With-Snapshot @@ ShoppingCart - 4 Deploy on £ 5 QA 9
report Global tu
testsRun 100
Q 3Tasks o,
1. QA-Stage-Deploy 0 ¥ Process fc =
2. QA-Stage-Deploy-With-Snapshot 9 £ Process =
B 3. QA-Stage-TaskeSnapshot 9 ©» Procedure ©>» TakeSnapshot ¢ 3

For the QA stage, the stage summary shows this information:

e Environment summary—The first two tasks (numbers 1 and 2 above) show what application processes
were deployed and where they were deployed. The summary consists of the application, the application
process being deployed, and the environment to which the application is deployed.

e User-generated summary—You can create two types of summary data, property information (consisting
of text and/or numbers) and links to web sites (number 3 above).

In this example, the property information is testCoverage at 80%, and the link to the reportis Global
Report. When you click Global Report, the web site http./www.myreportserver.com opens.

The stage summary also shows information about the tasks:
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1 | The firsttask is QA-Stage-Deploy. Itis defined by the ShoppingCart application. The Deploy application
process was deployed in the QA environment. The green check mark means that the task was
successfully completed.

2 | The second task is QA-Stage-Deploy-with-Snapshot. Itis also defined by the ShoppingCart application.
The "Deploy" application process was deployed in the QA environment. The green check mark means
that this task was also successfully completed.

3 | The third task is QA-Stage-TaskeSnapshot. It is defined by a procedure called TakeSnapshot.

bl

When you click on the task name or click the button, the Job Details page opens, showing that the
procedure consists of two steps. Both steps were successfully completed.

You can dig deeper by clicking on the Log button in the Log column on the Job Details page.

X Job Details

Job Details / job_1_20160125152408 @

Completed with Success

iew: Al ¥

Step

Start Time® 2016-01-25 15:24:08 PST

Elapsed Time: 00:00:03.594

Project: Utiliies
ocedure: TakeSnapshot
y- admin

Priority: normal

Parameters Properties Notifiers Published Artifact Versions

Retrieved Artifact Versions

Log  Status

Elapsed Time

Records per page:| 100 v

Expand All | Collapse Al

snapshoting a Completed with Success 00:00:01.265 local o #
[ subProcedureCal Completed with Success 00:00:01.641 & 2
show Completed with Success 00:00:01.713 PROD-res & 2

Tthru3of3

Viewing the Stage Summary for a Completed Pipeline Run

To view the stage summary of a stage in a completed pipeline run, start by selecting a p

+
-+

Listand clicking the button:

ipeline in the Pipelines

Default 2poo B

I @ deployPipeline —

Clicking on the name of pipeline shows the list of current and completed pipeline runs.
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2 [Om @ deployPipeline & Default 2nooo @ ° % =
deployPipeline_4_2016012515 . -An- 0,

m Q o Jan 25, 2016 15:32 00:00:55 100% ¢
deployPipeline_3_2016012515

aon 3‘:59"’ lpeline_s_ ooo QA Jan 25, 2016 15:31 00:00:08  18% o |
deployPipeline_2_2016012515 | .a0- 0,

H A oo ooo QA Jan 25, 2016 15:30 00:00:49  B3% o =
deployPipeline_1_2016012515

oon P Jan 25, 2016 15:20 00:09:49  100% P |

To troubleshoot the pipeline, select the pipeline run that completed with errors. Click the name of the pipeline
run to view a representation of the pipeline, and then click in a stage to view the stage summary for that stage.

This is an example of a stage summary:

¢ 1 Pipeline Run

deployPipeline_2_2016
A“o12515304z Jan 25, 2016 15:30
QA

PROD

2 Tasks
0 Complete

x I Stage Summary

QA-Stage-Deploy @ SnoppingCart - g Deploy on EEQA
QA-Stage-Deploy-With-Snapshot @ ShoppingCart - #f Deploy on EEQA
report Global Report

testsRun 100

0 3 Tasks

° 1. QA-Stage-Deploy ¥ Process

° 2. QA-Stage-Deploy-With-Snapshot ¥ Process

0 B 3. QA-Stage-TaskeSnapshot ©) Procedure ©» TakeSnapshot

00:00:43  63% o Lt
o
o
100% o =
100% ¢ =B
100% & =

To find out why the pipeline was completed with errors, click the
summary.

[N

button (number 1 above) in the stage

The summary of the Exit Gate for the QA stage shows that one of the required approvals were rejected, so the

pipeline stopped with errors.

299



ElectricFlow

<« 1 Pipeline Run

bk

FROM OOOQA /[ Exit Gate

2. | POST-QAStage-Approval 2

deployPipeline_2_20160
AP 5515300
PROD

2 Tasks
0 Complete

1 b POST-QAStage-Approval 1 ¥ admin 1 b PRE-PRODStage-Approval john

john

Jan 25, 2016 15:30 00:00:49 63% & L

TO @©ooPROD /=] Entry Gate

Credentials in Pipelines

Credentials are passed to pipelines through applications in pipeline stages. If an application has required
inputs (parameters) and any of the inputs is a credential parameter, you can enter the path to the credential,
browse to it, select a credential parameter (Parameter Credential) or a credential binding to a pipeline task
(Credential binding), or select a user-defined credential that is attached to the project associated with the

pipeline.

A credential must be explicitly attached to the object using it so the server can perform an access control list
(ACL) check at the definition time and limit the visibility of the password. To support accessing credentials at the
pipeline task level, these tasks need to have the appropriate credentials attached. This is done implicitly by the
Ul when you are binding credentials to the pipeline tasks. If you are using ectool, use the attachCredential

API command to perform the same operation.

Pipeline Objects and Conditions

You can set Run if and Wait until conditions in pipelines through the Ul or using APl commands.

e The Run if condition, also referred to as a run condition, allows a stage, gate, or task to run only if the
condition is satisfied. If not, the stage, gate, or task is skipped.

Examples:

e A quality gate has these Run if conditions:

If 90% or more of the test cases pass, the pipeline continues running.
If 70% to 90% of the test cases pass, human intervention is required.

If less than 70% of the test cases pass, the error handling condition of the gate (
Stop running (the default) or Continue running) determines what happens next.

e The performance testing task can be skipped if it was executed in a specific environment.
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e The Wait until condition, also referred to as a precondition, means that a stage, gate, or task will not run
(is notrunnable) unless the condition is satisfied.

Example:

e A stage, gate, or task cannot be run until approval from an external ticketing system or
change management system is received.

You cannot use timestamps in preconditions on any object that supports preconditions. This includes stages,
gates, and tasks as well as procedures and process steps.

This topic describes how to set Run if and Wait until conditions:
e Inthe Ul

e Using APl commands

In the Ul

You can set Run if and Wait until conditions for pipeline stages, gates, and tasks. Setting these conditions for a
pipeline stage, gate, or task consists of the following:

1. Modeling a pipeline
Setting the "Run If* and "Wait until" conditions for the stage
Setting the "Run If" and "Wait until" conditions for a task

Setting the "Run If" and "Wait until" conditions for a gate

o~ w0 N

Running the pipeline
Modeling a Pipeline

Create a pipeline called deployCheckOut, and define the stages for it. Then define tasks for each stage.

<& Defaull/ Pipelines / 0 deployCheckOut Stage 2 Add<4-DOO

Setting the "Run If" and "Wait until” Conditions for the Stage

In the PROD stage, click the Define stage tasks button in the lower right corner of the stage.
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The task list opens.

< & Default/ Pipelines / m deployCheckOut ¥ ooo PROD Select [ All o Task 2 +%r

v U PROD-Stage-Deploy § Process Deploy from «g ShoppingCarton 55.. & =

4]
a
Il

v 2. $ B PROD-Stage-TakesSnapshot ©» Procedure UpdateTicket

To set the Run if and Wait until conditions for the PROD stage, click in the upper right corner of the task
list, and select Conditions.
Stage

Details Y

Properties [mi]

Conditions 4

Access Control

The Conditions dialog box opens.
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Conditions

Run if

Wait until

Enter the Run condition in the Run if field and the Wait condition in the Wait until field.

Conditions
Run if $[/myPipelineRuntime/rundev]
Waituntl | $y/myPipelineRuntime/qaready]

Click OK to save the conditions.

Setting the "Run If" and "Wait until” Conditions for a Task

Return to the task list for the PROD stage.

< & Default/ Pipelines / oM deployGheckOut vooo PROD Select [ All w Task 2 +Q
1. ¢ PROD-Stage-Deploy 1% Process Deploy from «§ ShoppingCart on . = M El
v 2. § B PROD-Stage-TakesSnapshot ©» Procedure UpdateTicket = g =

Click in the row for the first task (PROD-Stage-Deploy), and select Conditions.
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In the Conditions dialog box, enter the Run condition in the Run if field and the Wait condition in the Wait until

field, and click OK to save your entries.

Conditions
Run if ${/myPipelineRuntime/rundev]
Wait until ${/myPipelineRuntime/qaready]

Setting the "Run If" and "Wait until” Conditions for a Gate

Setting Gate Conditions

Return to the Pipelines Visual Editor.

& Default/ Pipelines / om deployCheckOut Stage 2 Add+000

Click the Edit button ( ) in the entry gate to the PROD stage.

The list of rules for the entry gate opens.
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& Default / Pipelines / o deployCheckOut / ama PROD v 5] Entry Gate Select [m Rule 1 +k

v 1. ¢ PRE-PRODStage-Approval i john: N Eefault Pipeline notificatio =

Click in the upper right corner of the rule list, and select Conditions to define the Run if and Wait until
gate conditions.

In the Conditions dialog box, enter the Run condition in the Run if field and the Wait condition in the Wait until
field, and then click OK.

Conditions ;
k|
i g
‘ - ; {
Runif $[/myPipelineRuntime/qatest] F
-
ey
Wait until $l/myPipelineRuntime/jiraresolve]| | ,
¥
&4
Fa
P g g el P

Setting the "Run If* and "Wait until” Conditions for a Rule in a Gate

Return to the Pipelines Visual Editor.
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= Default / Pipelines / £ deployCheckOut Stage 2 Add 4000

I'd e
2 1
L | 4
Click the Edit button ( ) in the entry gate to the PROD stage.
The list of rules for the entry gate opens.
<« & Defauli/ Pipelines / @M deployCheckOut / mma PROD v =] Entry Gate Select I Rule 1 +k
v 1. ¢ PRE-PRODStage-Approval & iohn: N Eefault Pipeline notificatio El

Click in the row for the PRE-PRODStage-Approval rule, and select Conditions to define the Run if and
Wait until gate conditions.
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Details H

Properties [mi]

Gnm‘Wms .

Caonditions
Add rule Before -|-=

Add rule After +E

In the Conditions dialog box, enter the Run if condition in the Run if field and the Wait until condition in the Wait
until field, and then click OK.

Conditions +*

]

[ 4

L
Run if $[/myPipelineRuntime/jiraprod] :
é

4

|

. . 4
Wait until $[/myPipelineRuntime/assignjiral y
*

[

7

Running the Pipeline

When the pipeline runs, it waits until the Run if and Wait until conditions are met before the pipeline can
progress to the PROD stage. Before the first task in the PROD stage starts, the pipeline again waits until the Run
if and Wait until conditions are met before starting the task.

Using APl Commands

You can set the Run if and Wait until conditions using the APl commands through the command-line interface
or through the DSL on pipeline stages, tasks, and gates.

Stages

To create the Run if and Wait until conditions in a stage, use these APl commands:
ectool createStage <projectName> <stageName> [<condition>]

ectool createStage <projectName> <stageName> [<precondition>]

To set a Run if condition where the name of the next stage is "Preflight”, enter:
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ectool createStage "Default" "Preflight" --condition "$[/javascript (myPipelineRunt
ime.pipelineName == myPipelineRuntime.Preflight)]"

To set a Wait until condition where the "Automated Tests" stage is completed before running the "Preflight”
stage, enter:

ectool createStage "Default" "Preflight" --precondition "$[/myPipelineRuntime/autoT
estCompleted] "

To modify the Run if and Wait until conditions in a stage, use these APl commands:

ectool modifyStage <projectName> <stageName> [<condition>]
ectool modifyStage <projectName> <stageName> [<precondition>]
To modify a Run if condition where the name of the next stage is "UATdemo", enter:

Sec->modifyStage ("Default", "Preflight", {condition => "$[/javascript (myPipelineRu
ntime.pipelineName == myPipelineRuntime.UATdemo)]"});

To modify a Wait until condition so that the "Automated Tests" stage is completed before running the "UAT
demo" stage, enter:

Sec->modifyStage ("Default", "UAT demo", {precondition => "$[/myPipelineRuntime/auto
TestCompleted]"});

When you use DSL to model the pipeline, the DSL scriptincludes this content. The Run if and Wait until

conditions are defined in the stage object. This example shows that the dev stage has a Run if condition and a

Wait until condition. The Run if condition is that $ [ /myPipelineRuntime/rundev] is TRUE for the dev stage to
start. The Wait until condition is that $ [ /myPipelineRuntime/gaready] is TRUE for the pipeline to progress to

the next stage.

pipeline ("heatclinic_pipeline){
stage ('dev’) {

condition = '$[/myPipelineRuntime/rundev]’
precondition = '$[/myPipelineRuntime/qaready]’

task ('uninstall’) {

}..,

Tasks

To create the Run if and Wait until conditions in a task, use this APl commands:

ectool createTask <projectName> <taskName> [<precondition>]

ectool createTask <projectName> <taskName> [<condition>]

To create a task with Run if and Wait until conditions, enter:
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ectool createTask "Default" "Deploy WAR file" --condition "$[/Jjavascript (myTask.ta
skName == myTask.deployWar]" --precondition "$[/myTask/autoTestComplete]"

To modify the Run if and Wait until conditions in a task, use these APl commands:
ectool modifyStage <projectName> <taskName> [<condition>]
ectool modifyStage <projectName> <taskName> [<precondition>]
To modify Run if and Wait until conditions for a task, enter:

ectool modifyStage "Default" "Preflight" --condition "$[/javascript (myTask.taskNam
e == myTask.deployWar)] --precondition "$[/myTask/autoTestComplete]"
When you use DSL to author the pipeline, the DSL script includes this content. The Run if and Wait until
conditions are defined in the task object. This example shows that the uninstall task has a Run if condition and
a Wait until condition defined within the dev stage task.

pipeline ("heatclinic_pipeline’) {
stage ('dev’){

task (‘'uninstall’) {
condition = '$[/javascript myFlow Runtime.flow Runtime States[taskName=t1].param == 1]’
precondition = '$[/javascript new Date().getHours() > 15]*
subprocedure = build’
subproject = 'default’

}

Gates
To create Run if and Wait until conditions in a gate, use these APl commands:
ectool createGate <projectName> <stageName> [<condition>]

ectool createGate <projectName> <stageName> [<precondition>]

To create a gate with Run if and Wait until conditions, enter:

ectool createGate "Default" "Preflight" --condition "$[/javascript (myPipelineRunti
me.pipelineName == myPipelineRuntime.Preflight)]" --precondition "$[/myGate/autoTes
tCompleted] "

To modify Run if and Wait until conditions in a gate, use these APl commands:
ectool modifyGate <projectName> <stageName> [<condition>]

ectool modifyGate <projectName> <stageName> [<precondition>]

To create a gate with Run if and Wait until conditions, enter:

ectool modifyGate "Default" "Preflight" --condition "$[/javascript (myPipelineRunti
me.pipelineName == myPipelineRuntime.Preflight)]" --precondition "$[/myGate/autoTes
tCompleted] "

You can define more than one task in a gate by using the APl commands.
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When you use DSL to author the pipeline, the DSL scriptincludes this content. The Run if and Wait until
conditions are defined in the stage object. This example shows that the build stage has two gates, an entry gate
(PRE) and an exit gate (POST). The tasks for each gate are embedded within each one.

pipeline (‘heatclinic_pipeline’) {
stage('build’) {

gate ('PRE") {
condition = '$[/myPipelineRuntime/runqgal’
task (‘pre-gate-task1') {

.
}

gate ('POST') {
precondition = '$[/myPipelineRuntime/qaready]’
task (‘post-gate-task1‘) {

.
}

task (‘stage-task1’) {
}

Note: Before ElectricFlow 6.5, gates are implicitly created when you create a stage. You can define tasks for a
stage. If you want to define an approval task for a gate, you have to define a task with a gate type (PRE or POST)
and a task type of APPROVAL. DSL scripts created before ElectricFlow 6.5 will still work, but Run if and Wait until
conditions cannot be applied to them.

Example: Authoring a Pipeline with Manual and Utility Tasks

This example shows how to add tasks to a pipeline while defining a stage. The tasks include a manual task and
a utility task. You add a manual task to a pipeline while defining a stage.

1. Choose a stage in the pipeline.
2. Click the Define stage tasks button in the lower right corner of the stage.

The task list opens. When the task list has one or more items, it shows the tasks in sequential order for
the stage.

3. Add a task to the stage.

4. Enter the name of the new task in the Name field, and enter an optional description in the Description
field.
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5. Setthe position of the task.
a. Select Before or After.

b. Click the down arrow to select the task that the new task will precede or follow.

Example:
1 Undeploy HeatClinic from Static Environment &% Process Stop from «§ HeatClinic DSL on E E heatclinic-ds| = =
v 2t Deploy HeatClinic on Static Environment % Process Run from «§ HeatClinic DSL on heatclinic-ds| -] =
x Place Before After ¥ Undeploy HeatClinic frem Static Environment

6. Ifyou wantto add another task, click + Add another and repeat the previous two steps to add it.
7. Ifyou do not, click Done.

The list shows the tasks in the order that they will be executed.

Example:
~ 1. ¢ B8 Verify on server ) A Requires Definition =
v 2. 3 Undeploy HeatClinic from Static Environment £k Process Stop from e HeatClinic DSL on heatclinic-ds| = =
v 31 Deploy HeatClinic on Static Environment £ Process Run from & HeatClinic DSL on hg@jmﬂ;[ = =

8. Click Requires Definition for the task you added.

The dialog box to define the task opens.
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9. Enter the settings to define the task as a manual task, and click OK to save the task definition.
Example:

a. Select Manual to define the task as a manual task requiring human action in the Instruction
field.

The instructions can include property references using the "$ [ 1" notation for file links, which
is needed when referencing a task instruction in an email notification template. For example,
a manual task could have this instruction:

Please check the Clover report, and make sure there is atleast 80% code coverage before
you approve.

http.//myserver.com/reports/$[/myPipelineRuntime/ec_summary/report_name]

b. Clickin the Assignees field.

c. Enter the name of the users or groups assigned to the task, and select the one or more users
or groups.

Example:

OOnDEV / £ Verify on server
Assignees
O App Process
- s OEAETTS -
O Deployer
O Procedure
Go to xyzcorp.com and check for server
upgrades
O Workflow
O Plugin
O wiility

You can also use the $[ ] notation to specify the parameter

Assignees

v $[] /myGroup/useriame/| x
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d. Click OK to save the task definition.
The task list now shows the task as a manual approval requiring human intervention.

Example:

| « 1. $ @ Verify on server <& Manual

v

10. Click to add another task to the stage.
11. Enter the name of the new task in the Name field, and enter an optional description of itin the Description
field.

12. Setthe position of the task.

Example:
1. ¢ @ Verify on server & Manual =
20 % Undeploy HeatClinic from Static Environment {¥ Process Stop from «§ HeatClinic DSL on heatclinic-dsl = =
3 3 Deploy HeatClinic on Static Environment {¥ Process Run from «§ HeatClinic DSL on heatclinic-dsl = =
*  Place Before After v Deploy HeatClinic on Static Environment
13. Click Done.
The task list now shows the new task.
Example:
+ 1. 3t @ Verifyon server <& Manual =
2. ¢ Undeploy HeatClinic from Static Environment £ Process Stop from &§ HeatClinic DSL on heatclinic-dsl = =
3 Deploy HeatClinic on Static Environment £k Process Run from e HeatClinic DSL on heatclinic-dsl = =
v 42 Tear down environment E 3 A Requires Definition =
IS

14. Click Requires Definition for the task you added.
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15. Enter the settings to define the task as a utility task, and click OK to save the task definition. A utility task,
also referred to as a utility function, is a higher-order operation than a third-party plugin, that you can use in
pipeline modeling.

a. Select Utility to define the task as a utility task.

b. Click the down arrow in the "Select procedure" field and select Decommission Environments.

c. Click in the Parameters field to enter the parameters for the selected utility function.

Example:

OOBDEV / £ Tear down environment

O App P -5 2 Decommission Environments v
p Process

177 Parameters - |
O Deployer
O Procedure
O Manual
O Workflow

O Plugin

The dialog box to enter the parameter values opens.
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d. Enter the parameter values and OK

1T Decommission Environments / Parameters

EnvironmentList: |Qaeny

The task list now shows a manual task as the first task and a utility task as the last task in the

stage.

Example:
« 1. ¢ @ Verify onserver O Manual =
v 2.1 Undeploy HeatClinic from Static Environment £k Process Stop from e§ HeatClinic DSL on heatclinic-ds| = =
v 3 2 Deploy HeatClinic on Static Environment {¥ Process Run from &3 HeatClinic DSL on heatclinic-ds| = =
v 4 B Tear down environment 1T Decommission Environments =

Plugin Pipeline Tasks

Plugin tasks allow you to orchestrate third-party tools at the appropriate time in your pipeline. The following

third-party tools can be used with ElectricFlow:

Application Servers—Examples are IIS, JBoss, and Tomcat.
Builds—Examples are EMake, Maven, or Visual Studio.

Code Analysis—Examples are Clover CMD, Coverity, or Klocwork.
Databases—Examples are DBI, Oracle, or SQLServer.

Defect Tracking—Examples are Bugzilla, JIRA, or Rally.
Notification—An example is Twitter.

Reporting—An example is Reports.

Resource Management—Examples are Chef, EC2, or OpenStack.

Scripting/Shell operations—Examples are Groovy, Python, or Ruby.

Source Code Analysis—Examples are ECSCM-ClearCase, ECSCM-Git, or ECSCM-Perforce.

System —Examples are Artifact or FileSysRepo.
Test—Examples are HPQualityCenter, Jasmine, or Selenium.

Utility—Examples are FileOps or SendEmail.

Plugin Tasks

This example shows how to add a task to a pipeline stage and define it using a test plugin.
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In the Pipelines Visual Editor for the deployCheckout pipeline, click the Define stage tasks button in the lower
right corner of the PROD stage.

ault/ Pipelines / 0 deployCheckQut Stage 2 Add 4000

’ ’
2 1
4 4

In the task list for the PROD stage, add a task named "PROD-Stage-Test-Snapshot" after the "PROD-Stage-
Takes-Snapshot" task, and click Done.

= Default/ Pipeines / 0 deployCheckOut v ooo PROD Select 0 Tesk 2 47
v 1. ¢ PROD-Stage-Deploy g Process Deploy from &g ShoppingCarton E5.. & =
v 2. § B8 PROD-Stage-TakesSnapshot 9> Procedure UpdateTicket = =
% Place (QBefore @ After v PROD-Stage-TakesSnapshot On Error:  Q Continue running @ Stop running
PROD-Stage-Test-Snapshot 4 Add another # Define ||#] Done

The task listis updated. Click Requires Definition to define the task.

1 3 PROD-Stage-Deploy ﬁ Process Deploy from o ShoppingCarton 55.. & =
v 2. §$ B PROD-Stage-TakesSnapshot ©» Procedure UpdateTicket = =
v 3 g PROD-Stage-Test-Snapshot ﬂ- A Requires Definition =

In the dialog box to define the task, select Plugin as the task type and then click in the Select Category field to
view the list of available plugin types.
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O App Process
O Deployer

o Procedure

O Manual

O Workflow

Q utiity

OO0 PROD / £ PROD-Stage-Test-Snapshot

o

Select Category

Qs

Application Server
Build
Code Analysis
Database
Defect Tracking
Notification
Reporting
Resource Management
Scripting/Shell
Source Code Management
System
Test
Utility

R P s R IR E R

Select Test, and then click in the Select Plugin field to view the list of available test plugins.

O App Process
O Deployer

O Procedure

O Manual

O Workflow

QO uiity

000 PROD / £ PROD-Stage-Test-Snapshot

o Test
& Select Plugin
QF:

EC-ALM
EC-HPQualityCenter
EC-JMeter
EC-JTest
EC-Jasmine
EC-MSTest
EC-QTP
EC-Selenium
EC-SilkCentral
EC-SilkTest
EC-TestNG

&

WAL W WIS S WG & R WY W
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Select EC-Selenium, and then select runSelenium in the Procedure field. There are four required parameters
for this procedure.

000 PROD / ¢ PROD-Stage-Test-Snapshot

o Test v
o App Process
* EC-Selenium v
O Deployer
o> runSelenium v
O Procedure
11 £ Parameters A 4 Required =
O Manual

o Workflow

N

Q uiiity

Click to go to the dialog box where you enter the plugin parameters, enter the parameters, and click OK.
. . 4
O Test / # EC-Selenium / ¢ runSelenium / Parameters pe
Java installation path: java Required '
Selenium installation path: |selenium-server.jar Required ¥
Browser: |firefox Required f
-
Start URL: \www.gototest.com Required j
Suite file: testconfig.jar Required _
Result file: |testresults.jar] Required #
fle: '- r
"M R .-Ar-n' .

The task list for the PROD stage now shows three tasks, including the plugin task.
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= Default/ Pipelines / om deployCheckOut v ooo PROD Select [ All o Task 3+
Enabled
v 1. ¢ PROD-Stage-Deploy 4% Process Deploy from #g ShoppingCart on — =
v 2. $ B8 PROD-Stage-TakesSnapshot €Y Procedure UpdateTicket = =
v 3. 3 PROD-Stage-Test-Snapshot & Plugin EC-Selenium ¢ runSelenium =

Example: Authoring and Running Pipelines

This example shows how to create a new pipeline, define it, and view the pipeline run results.

In the following steps, you will learn how to
1. Create a pipeline.

Edit the stage details.

Define the stage.

View and edit the pipeline definition.

Run the pipeline.

Approve the entry to or exiting from a stage

N o o~ e DN

View pipeline runs.

This is a Pipelines List:

«4 P\pshnss v & All projects 9 Select o Add4
- EI:D Docker Pipeline = Foo 2poo0 @ ° M |
Description:
ELZZB:Z;S, deploy the application in & Default 3ooo @ ° : =
IO @ deployAppPipeline e == Default 2ooo @ (> I |
.8 I @ deployPipeline == Default 2oo0 @ v
+

Clicking i shows the description of the pipeline.

<« 4 Pipelines o

1 I 1 Docker Pipeline
Description:
Pipeline to deploy the application in
production.

‘ IO @ deployAppPipeline

W"J“h#‘“v‘ -

LY Yo VORE W

Breadcrumb identifying the object you are viewing and the total number of pipelines.
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Clicking the down arrow next to All Projects opens a drop-down menu that shows the list of
available pipelines. The defaultis to show the pipelines for all projects.

v == All projects 9

== Foo

If you want to see only the objects for a specific project, click the down arrow in the All
projects field to select one or more projects one of these ways:

o Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria
appear in the list.

If there are no matches, a message appears stating that there are no resource templates in
the selected projects.

The pipeline definition thatincludes a description of the pipeline, the project to which it belongs
(Default), and the number of stages in the pipeline.

N
IO @ deployAppPipeline e & Default 2poo0 B C .

Clicking i next to the pipeline name shows a description of the pipeline.

Clicking i next to the number of stages shows a list of the stage names in the pipeline.

>

Clicking starts a pipeline run.

€4

Clicking shows the list of pipeline runs.

Clicking shows the details of the pipeline run.

This is the pipeline two stages: QA and PROD.
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<& Electric Cloud / Pipelines / CIT1 deployAppPipeline

= ©

Stage 2 Add 4000

Element Name

1 Stage

2 Tasks

3 Entry gate
4 Exit gate

IMPORTANT: When an application, pipeline, or release is cloned across different projects, you may have to
fix the references after the objects are cloned. For example, if a pipeline with an application reference in
"default" project is cloned to a different project, the application reference needs to be fixed after the pipeline is

cloned.

Creating a Pipeline

There are two ways to create a pipeline:

To create a pipeline component from scratch, startin the Home page and:

1.

e Create a pipeline from scratch.

e Create a pipeline based on an existing pipeline.

Go to the Pipelines List one of these ways:

e Click on the Main menu button in the upper left corner, and then select Pipelines > All Pipelines.

e Click Pipelines.

The Pipelines List opens.
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2. Click Add + to add a pipeline.
a. To create a new pipeline:
i. Click Create new pipeline.

ii. Enterthe pipeline name, select a project where the applications in the pipeline will be
deployed, and enter a description of it.

Example:

New

Pipeline

1

Select Project v

New

Pipeline

[ 1

Default v

deployAppPipeline

A New test pipeline
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iii. Click OK.
The Pipelines Visual Editor re-appears.

It shows a pipeline with one stage.

Example:

[ = Electric Cloud / Pipelines / D deployAppPipeline Stage 1 Add 4000
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b. To create a pipeline based on an existing pipeline:

Click Create from Existing.

A list of existing pipelines opens.

It shows the list of available pipelines. The defaultis to show the pipelines for all projects. If
you want to see only the pipelines for a specific project, click the down arrow in the All
projects field to select one or more projects one of these ways:Click on the name of one or
more projects.Enter the search criteria in the Search field. The projects that match the criteria
appear in the list.You can also search for one or more pipelines by entering the search
criteria in the Search field next to the All projects field. If there are no matches, a message
appears stating that there are no pipelines in the selected projects.

Example:

New

- All projects

om deployAppPipeline

Pipeline from Existing...

v

== Electric Cloud

om deployPipeline

== Default

om deployPipeline-EC
om Heatcelinic pipeline DSL

om Patch Release Banking Releases

oo Quarterly Online Banking Release ...

== Electric Cloud
== Default
== Electric Cloud

= Electric Cloud

0 @ @ @ @ @

Select a pipeline.
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iii. Enterthe pipeline name, select a project where the applications in the pipeline will be
deployed, and enter a description of it.

Example:
New
Pipeline
= Default v

deploy61Pipeline

A new test pipeline
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iv. Click OK.

The Pipelines Visual Editor re-appears and shows a pipeline with the same stages, tasks,
and gates as the existing pipeline.

Example:

The new pipeline that has the same settings as the deployPipeline pipeline:

<« = Default/ Pipelines / CIO deployé 1Pipeline Stage Add 4000
P ployB1Pip g

r s ’
2 1
4 4
This is the deployPipeline pipeline:
<« = Default / Pipelines / CIO deployPipeline stage 2 Add4DOO00
L
s ¢ re s
2 2 » 1 1
4 4 L | 4

Editing the Pipeline Details

When a pipeline is created from scratch, it initially has one stage with the default stage name (Stage N) and no
description of it. To provide meaningful information about it, change the stage name and description.

[ = Electric Cloud / Pipelines / o deployAppPipeling stage {1 Add<4DODO
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1. Click the Edit button next to the stage name:

Example:

2. Enter the stage name and a stage description.

Example:
Pipelines Stage Details
QA
QA group
Cancel W OK
3. Click OK.

The pipeline now shows that the stage name is QA.

Example:

327



ElectricFlow

Defining the Stage
This section describes how to define a task in a stage.

Starting in the Pipelines Visual Editor:
1. Choose a stage in the pipeline.

2. Click the Define stage tasks button in the lower right corner of the stage.

Example:

The task list opens. When the task list has one or more items, it shows the tasks in sequential order for
the stage.
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3. Ifthe stage has no tasks, do the following in a empty row:

a. Enter the name of the task in the Name field.

b. (Optional) Enter a description for the task in the Description field

c. Selectthe On Error condition. When the stage task fails, the pipeline either continues
running and proceeds to the next task (Continue running) or stops running and aborts (Stop
running). This gives you more control in the pipeline. The default is to Stop running.

Example:

On Error: @ Continue running (Q Stop running

4 Add another # Define 18] Done

Enter QA-Stage-Deploy in the Name field.

On Error: @ Continue running O Stop running

QA-Stage-Deploy 4 Add another | # Define 18 Done |

d. Click + Add another.
The task you just added is saved, and a new task is automatically added after it.

4. Enter the name of the new task in the Name field.

5. (Optional) Enter a description for the task in the Description field.
6. Setthe position of the task.
a. Select Before or After.
b. Click the down arrow to select the task that the new task will precede or follow.

7. Selectthe On Error condition. When the stage task fails, the pipeline either continues running and
proceeds to the next task (Continue running) or stops running and aborts (Stop running). The defaultis
to Stop running.

Example:
v 1. % QA-Stage-Deploy v A Requires Definition =
®x Place Before After ¥ QA-Stage-Deploy On Error:  Q Continue running (3 Stop running
QA-Stage-Deploy-With-Snapshot <4 Add another # Define 8] Done

8. Ifyou wantto add another task, click + Add another and repeat the previous three steps to add it.
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9. Ifyou do not, click Done.

Example:

v 1. % QA-Stage-Deploy . A Requires Definition =
v ZEE QA-Stage-Deploy-With-Snapshot ﬁ- A Requires Definition =
X Place Before After ¥ QA-Stage-Deploy-With-Snapshot On Error: Q) Continue running @ Stop running
QA-Stage-Deploy-TaskeSnapshot 4 Add another | [L:} IB:W'IO

The list shows the tasks in the order that they will be executed.

Example:
LV 4 1. ¢ QA-Stage-Deploy ﬁ- A Requires Definition
LV g 2. 3 QA-Stage-Deploy-With-Snapshot ﬁ- A Requires Definition
(V4 3. 3 QA-Stage-Deploy-TaskeSnapshot ﬁ‘ A Requires Definition

10. Click Requires Definition for the first task in the list.
The dialog box to define the task opens.

For more information about the task types, see Tasks on page 286.
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11. Enter the settings to define the task, and click OK to save the task definition.

Example:

a
b.

C.

Select App Process to define the task as an application process.
In the Select Project field, select the Default project.
Select the ShoppingCart application and Use Snapshot

When you click in the Select a Snapshot field, a Search field opens where you can enter the
criteria to search for a snapshot as well as the names of existing snapshots.

Select SC-S1 as the snapshot to use.

Select the Deploy process and the QA environment where application will be deployed.

Example:
OO0 QA / £ QA-Stage-Deploy
- Default v
ShoppingCart v
Deployer
(O] SC-51 v
Procedure Dep\oy v
Manual QA v
Workflow
Plugin
=
Utility
Smart Deploy is Stage Artifacts is

Go here for more information about the different ways to define a stage taskPipeline
Concepts on page 284
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g. The Parameter field is disabled because the Deploy process does not have any required
parameters.

Example showing the Parameter field enabled:

1 T Parameters A 1 Required 53

If the process has a required parameter for the pipeline run, such as a credential
parameter, a message with the number of required parameters (such as 1 Required)
appears in the Parameter field. You can enter the path to the credential, browse to it,
select the Parameter Credential or Credential binding, or select a user-defined
credential that is attached to the project associated with the pipeline.

1. £ Credentials This credential is missed

x Bind. .. Parameter Credential & Credential Q

oo Select v

12. Click Requires Definition for the second task in the list, define the task, and click OK to save the task
definition.

The dialog box to define the task opens.
Example:

a. Select App Process to define the task as an application process.
b. Inthe Select Project field, select the Default project.
c. Selectthe ShoppingCart application.

d. Selectthe Deploy process and the QA environment where the ShoppingCart application will
be deployed.

e. Ifthe Deploy process has one or more required parameter for the pipeline run, the Parameter
field is enabled. Go here for more information.
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13. Click Requires Definition for the third task in the list, define the task, and click OK to save the task
definition.

Example:

a. Select Procedure.

b. When you click in the Select Project field, a drop-down list of available projects opens.
Select the Utilities project.

c. When you click in the Select Procedure field, a drop-down list of available procedures
opens. Select the TakeSnapshot procedure.

Example:

000 QA/ fx QA-Stage-Deploy

Utilities v

I

O App Process

o> TakeSnapshot v
O Deployer

=1
O Manual
O Workflow
O Piugin

O utiity

If the TakeSnapshot procedure has required parameters for the pipeline run, the Parameter
field is enabled. Go here for more information.

14. (Optional) Change the order in which the tasks will be executed. Go to Pipeline Concepts on page 284
for instructions.

Viewing and Editing the Pipeline Definition

To view the pipeline definition:
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1. Go to the Pipelines List.

2. Choose a task and click the Menu button on the end of the row.

Example:

v 1. ¢ QA-Stage-Deploy 4% Process Deploy

v 2. § QA-Stage-Deploy-With-Snapshot 4 Process Deploy

v 3. § QA-Stage-Deploy-TaskeSnapshot ©)» Procedure TakeSnapshot

from «f Shopg

from ef Shopjg

Details 53
Properties [m]
Task Definition @3
Change Order =

Add task Before 4

Add task After 1.=

Access Control @
Track Changes Q,

Delete Wy

3. Click Task Definition.
The task definition appears.
4. Change the settings that you want to modify, and click OK to save them.
Defining Gate Approvals
This section describes how to create approval rules on the entry and exit gates.
Gates for Pipelines

This example shows entry and exit gates in a pipeline in the ElectricFlow Ul.

<« Pipelines 11 deployPipeline

= Integration #

1 ’
Task

= 2 1 1

Stage 3 Add<-OO0

Click the Edit button ( ) to add an approval to the gate or edit them..

2 Number of approvals in the gate.
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In this situation, this gate will require attention when the pipeline gets to this entry gate.

The hand icon means "needs attention."

Ny

To add approvals to a gate that does not have any, click + in that gate:

Creating One Approval Rule in a Gate

This example shows how to create one approval rule with many approvers, where only one of them needs to
take action.

Starting in the Pipelines Visual Editor:
1. Go to the gate where you want to add the approval rule.
2. Click + to add a gate approval rule.

The page to add or edit approval rules for the gate opens.

This is an undefined approval rule:

1 o

Default Pipeline notification ¥ ‘ <+ Add another

In the Name field, enter PRE-PRODStage-Approval.

In the Approvers field, add the users named john and bob and the group called SCMAdmins. Start typing
the user or group name to find available users or groups.

Keep the Default Pipeline Notification as is (do not change it).
Click Done.

For the gate, there is one approval rule that one of the approvers (bob, john or the SCMAdmins) must approve
for the pipeline to progress.

v 1. ¢ PRE-PRODStage-Approval bob; john; SCMAdmins Default Pipeline notification
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Creating Multiple Approvals in a Gate

This example shows how to create multiple sequential approval rules where sequential approvals from

everyone is needed.

Starting in the Pipelines Visual Editor:

1.
2.

>

© N o o

10.
11.

12.
13.
14.

15.
16.

Go to the gate where you want to add the approval rules.
Click + to add a gate approval rule.
The page to add or edit approval rules for the gate opens.

This is an undefined approval rule:

Default Pipeline notification ¥ = Add another 18 Done ‘

In the Name field, enter POST-QAStage-Approval 1.

In the Approvers field, add the user named john. Start typing the user or group name to find available
users or groups.

Keep the Default Pipeline Notification as is (do not change it).
Click + Add Another.
In the Name field, enter POST-QAStage-Approval 2.

In the Approvers field, add the user named bob. Start typing the user or group name to find available
users or groups.

Keep the Default Pipeline Notification as is (do not change it).
In the Name field, enter POST-QAStage-Approval 3.

In the Approvers field, add the group named DefectTrackingAdmins. Start typing the user or group
name to find available users or groups.

Keep the Default Pipeline Notification as is (do not change it).
In the Name field, enter POST-QAStage-Approval 4.

In the Approvers field, add the group named SCMAdmins. Start typing the user or group name to find
available users or groups.

Keep the Default Pipeline Notification as is (do not change it).

Click Done.

For the gate, there are multiple approval rules where each approvers needs to approve for the pipeline to

progress. The approvers must approve in this order:

1.

2
3.
4

john

bob
DefectTrackingAdmins
SCMAdmins
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v 1. § POST-QAStage-Approval 1 john Default Pipeline notification =
v 2 ¢ POST-QAStage-Approval 2 bob Default Pipeline notification =
v 3. ¢ POST-QAStage-Approval 3 DefectTrackingAdmins Default Pipeline notification =
v 4. § POST-QAStage-Approval 4 SCMAdmins Default Pipeline notification =

Running Pipelines
This section shows how to run a pipeline. It also has examples showing different pipeline run scenarios.

Starting from the Pipelines Visual Editor:

1. Click the Run pipeline button ( ) to start a pipeline run.

You can optionally select a previous pipeline run to use the parameters from that run. You can modify
one or more of these parameters as described in the dialog box where the runtime parameters and
settings are set.

2. Ifthe pipeline has required parameters to run the pipeline, enter the parameter values.
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3. View the real-time progress of the pipeline run.

Note: These are the "Attention Needed" icons:

Attention needed.
The current user is in the
approvers list.

Attention needed.
The current user is notin
the approvers list.

The following example shows that exit gate of the QA stage and/or the entry gate of the PROD stage has
gate approvals that needs to be approved before the pipeline can enter the PROD stage.

4 1 Pipeline Run
. jePonF‘iPeline_Z_zm6012414414 @R vy Jan 24, 2016 14:41 —— 45% @ ¢ +
PROD 9
2 Tasks
0 Complete
[
o View previous Pipeline Runs
1 Click the button to see the gate approvals and the required reviewers.
2 Click to see who the required reviewers are at the entry gate to the PROD
stage.

For the entry gate of the QA stage, the required approvers are the user named john and then the group

named DefectTrackingAdmins.

-1 Pipeline Run
-

ooo QA vy Jan 24, 2016 14:41 00:01:46 2% Q@ ¢ —+

QA

3 Tasks

5 deployPipeline_2_2016012414414

4
PROD

2 Tasks

0 Complete 0 Complete

bk

TO DOoOQA /%] Entry Gate

john

1. | PRE-QAStage-Approval 1

DefectTrackingAdmins

2. W PRE-QAStage-Approval 2
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For the exit gate of the QA stage, the required approvers are a user named bob (user) or a group named
SCMAdmins and then a user named john.

€1 Pipeiine Run
+

deployPipeline_2_2016012414414
- @© o PevPeneS ooo QA vy Jan 24,2016 14:41 00:05:56  45% @ & *

QA PROD

3 Tasks 2 Tasks

3 Complete 0 Complete
oo @

» FROM ©DooQA/[= Exit Gate TO BDooPROD /& Entry Gate

1. | POST-QAStage-Approval 1 bob 1. | PRE-PRODStage-Approval john

2. | POST-QAStage-Approval 2 SCMAdmins

4. Click in a stage to see the details of the pipeline stage summary.
For examples of pipeline stage summaries, see Pipeline Stage Summary on page 295.
5. Click View previous Pipeline Runs to see the previous runs of this pipeline.

For an example, see Example: Viewing Previous Pipe Runs on page 340.

Examples: Viewing the Details of a Pipeline Run

While a pipeline is running, you can click a stage to view its progress and open the pipeline stage summary.

- 1 Pipeline Run
deployPipeline_2_2016012414414 . .
- @ 8, oos PROD vy Jan 24,2016 14:41 00:07:31  90% © ¢ +

QA PROD

3 Tasks 2 Tasks
3 Complete 2 Complete
@ et @
x »

PROD-Stage-Deploy @ ShoppingCart - § Deploy on HEPROD v

testsRun 100

Security-linesScanned 100000

0 2 Tasks o
o 1. PROD-Stage-Deploy ¥ Process 100% © =
o B 2. PROD-Stage-TaskeSnapshot ©» Procedure ©» UpdateTicket 100% © =

For a task, click the ( ) button to see the Job Details page:
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<A1 Pipeline Run

deployPipeline_2_2016012414414
- 0, ooo PROD vy Jan 24,2016 14:41 00:07:31 90% 0 ¢ 5

D Stage Summary i

PROD-Stage Deploy @ ShoppingCart - & Deploy on B PROD
testsRun 100

Security-linesScanned 100000

0 2 Tasks o
Q 1. PROD-Stage-Deploy ¥ Process 100% © =
0 B 2. PROD-Stage-TaskeSnapshot ©» Procedure ©» UpdateTicket 100% © =

Example: Viewing Previous Pipe Runs

Click View previous Pipeline Runs to see the previous runs of this pipeline.

<4 1 Pipeline Run

deployPipeline_6_2016012414565
- a 7ep oyFipeline_5_ oo QA vy Jan 24,2016 14:56 00:00:38 2% @O ¢ +
QA PROD
3 Tasks 2 Tasks
0 Complete 0 Complete
b

View previous Pipeline Runs

The previous pipeline runs appear.

- 1 Pipeline Run
- B :EP'°ypiPE”"5—s—2015012414565 ooo QA v§ Jan 24,2016 14:56 00:02:03 2% @ & *
QA PROD
3 Tasks 2 Tasks
0 Complete 0 Complete
ks
. 0 = geployPipeline_5_2016012414554 I A, TS G o0:00:40 100% o
Ao :eplnyPipeline_4_2016012414540 I L, IS 000105 100% o
n Q - :eplcyPipeline_3_2016012414525 SR 4 G 000055 100% o 3
n 0 u3eplcyPipeline_2_2018012414414 e o010:30 100% o
H 0 B:eplcyPipeline_1_2016012414284 e ——— 63% o ¢

*
-

Click the button for one or more previous pipeline runs.

In this example, the pipeline was not completed successfully. The approval at the exit gate of the PROD stage
was rejected because a Sev 1 bug was found in the software release.
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4 1 Pipeline Run
deployPipeline_6_201601241456
- - 5;" oyFipeline_o_ ooo QA vy Jan 24, 2016 14:56 00:06:03 2% O ¢ +
QA PROD
3 Tasks 2 Tasks
0 Complete 0 Complete
b
- ﬂj:plcyplpellne_5_201601241455 T £ SR AR _—— :
deployPipeline_4_201601241454 X o o 3
A 8, Jan 24, 2016 14:54 00:01:06 100% o
[
FROM BEEPROD /[ Exit Gate
1 k. POST-PRODStage-Approval X admin ®
Sev 1 bug found

Viewing Pipeline Runs

The Pipeline Runs List summarizes the pipeline runs. Each row is an pipeline instance that has an icon and is
color-coded to indicate the status. You can use filters and the Search field to find certain pipeline runs. See
What's in the Pipeline Runs List on page 341 and Searching the Pipeline Runs List on page 344 for more
information.

When you expand a row, you can view the details about the pipeline runs as well as the stage and task
summaries for a pipeline instance. See Running Pipelines on page 337 for more details.

Opening the Pipeline Runs List

Click on the Main menu button on the Home page, and then click Pipelines > Pipeline Runs to open the
Pipeline Runs page.

By default, the list shows all the running or completed pipeline runs that you have the permission to view.

What's in the Pipeline Runs List

Each row shows the status of the pipeline run, the pipeline ID and name, the user running the pipeline, when
the pipeline was run, and how long the pipeline run lasts.

For each pipeline run, you can take the these actions:

*»
e Clicking the Expand button ( ) shows the pipeline run details and results of previous runs.

e Entering partor all of a pipeline name in the Find field (number 8 below) starts the search for pipelines
matching the criteria. See Searching the Pipeline Runs List on page 344 for how to search in the
Pipeline Runs List.

e Clicking on one of the filters (number 9 below) shows the pipeline runs whose status matches the filter.
See Searching the Pipeline Runs List on page 344 for how to search in the Pipeline Runs List.

This is the Pipeline Runs List:
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=0 =) more 516
45 Pipeline Runs 9 v & All projects a Select [ AN

. @ - gePonPiPeline_s_Zm5012414565 —— o vg Jan 24,2016 14:56 —— 2% @ ¢ ¢

0 - :ePIcyPiPeline_5_2016012414554 0 Sy 24 EG 58 o040 100% 6

n Ao :eplcyPipeline_4_2016012414540 e S 24 FNG 00:01:05 100% 6 2

n Q - geplcyPipeline_3_2018012414525 e 24 FNG R oo00ss 100% o

H 0 ujeplcyPipeline_2_2018012414414 T A, S 00:10:30  100% o

H 0 u:eplcyPipeline_1_2016012414284 @ e ——— 63% o *

1 Breadcrumb identifying the object you are viewing and the total number of pipeline runs.

2 Find field. Enter the search criteria to find specific pipelines.
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Filters presenting the status of the pipeline run.

Needs attention. Manual approval may be required to complete the current stage and go
to the next stage.

Completed with errors

Running

Completed with success

Completed with warnings. The pipeline run could still be running, or it may have
completed running.

Pipeline aborted. When you click the Abort button during a pipeline run, the pipeline will
be aborted after the currently running tasks finish and no new tasks will be started.
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Clicking the down arrow next to All Projects opens a drop-down menu.
It shows the pipeline runs for a specific pipeline. The defaultis to show the pipeline runs for all
projects.
If you want to see only the pipeline runs for a specific project, click the down arrow in the All
projects field to select one or more projects one of these ways:
4 e Click on the name of one or more projects.
e Enter the search criteria in the Search field. The projects that match the criteria
appear in the list.
You can also search for one or more pipeline runs by entering the search criteria in the Search
field next to the All projects field. If there are no matches, a message appears stating that there
are no pipeline runs in the selected projects.
5 Clicking the Abort button causes the current task to complete. No new tasks are started, and the
current pipeline run stops.
+*
*
Click the button to show more details about the pipeline run. Clicking itin this rows shows
results in displaying more details about the pipeline run.
6
aSEP'OVPiPe""S-S-ZG‘5012414555 ooo QA v@§ Jan 24, 2016 14:56 00:40:59 2% @ ¢ +
QA PROD
3 Tasks 2 Tasks
bk
This pipeline run is in progress. This shows that the pipeline is currently in the QA stage, an
7 approver needs to do something to keep the pipeline running, when the pipeline is running and
how long, and the percentage complete. You can abort the pipeline (number 5 above) and also
see more details about this pipeline run (number 6 above).
8 The pipeline run was completed successfully.
9 The pipeline run was completed with errors.
10 The pipeline run was aborted.

Searching the Pipeline Runs List

To focus on specific pipeline runs, ElectricFlow provides several ways to quickly filter and search for pipeline

runs, using a combination of filters and the Find field. You can also use these methods with the search

operations on other ElectricFlow features.
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e Filtering with Filter Icons on page 345

e Searching With the Find Field on page 346

e Filtering by Projects on page 346

e Filtering and Searching With the All Methods on page 347

When no filter icons are selected, the Find field is empty, and All projects is selected, all of the pipeline runs

appear in the list, such as:

more

47 Pipeline Runs

deployAppPipeline_1_2016012415
9 2500
deployPipeline_6_2016012414565
® o7
deployPipeline_5_2016012414554
s,
deployPipeline_4_2016012414540
deployPipeline_3_2016012414525
(VLK
deployPipeline_2_2016012414414
Qs,
deployPipeline_1_2016012414284
@ uimr

v == All projects

Jan 24,

Jan 24,

Jan 24,

Jan 24,

Jan 24,

Jan 24,

Jan 24,

2016 15:25

2016 14:56

2016 14:55

2016 14:54

2016 14:52

2016 14:41

2016 14:28

00:00:19

00:56:17

00:00:40

00:01:06

00:00:55

00:10:30

00:10:59

Select

63%
100%
100%
100%
100%
100%

63%

All

® & o @ o o ¢

€P P €3 €r  €r  e»

«»

Filtering with Filter Icons

When you select a filter, the Pipeline Runs List is updated and shows only the pipeline runs with a status

matching the filter. These examples show how to filter pipeline runs using the filter icons:

e Running

<42 Pipeline Runs

(C]

@ deployPipeline_2_201... deployPipeline ooo Integrat... admin v§ 08/11/2015 - 2:24 PM 0 Day, 00:35:07 1
@ deployPipeline_1_201... deployPipeline ooo Integrat... admin +§ 08/11/2015 - 1:30 PM 0 Day, 01:29:34 :
e Competed with success

= Q more.

-4 4 Pipeline Runs v == All projects Select [ Al

- Q - :eployPipeline_6_2016012414565 S 24, G (A5E ooss17 100% o

deployPipeline_5_2016012414554 . .

Q a; Jan 24, 2016 14:55 oo:00:40  100% Fou
n @6 :eployPipeIine_3_2016012414525 S B4, G (AR 00:0085 100% o ¢
Q ujeployPipeline_Z_2016012414414 S 24, BT 64K 00-10:30 100% o
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e Completed with errors

= A more

< 1 Pipeline Runs v m= All projects Select [ Al

. Ao geplcyplpellne_4_2016012414540 I 2, S S 000105 100% P

e Pipeline aborted. When you click the Abort button during a pipeline run, the pipeline will be aborted
after the currently running tasks finish and no new tasks will be started.

4 2 Pipeline Runs = All projects Select | Al
deployAppPipeline_1_2016012415

- € B0, PRPene- Jan 24, 2016 15:25 00:00:19  63% & !
deployPipeline_1_2016012414284

€ o PevPeine-t Jan 24, 2016 14:28 00:10:53  63% o *

Searching With the Find Field
Start typing the name of the pipeline in the Find field.

For example, if you enter "my" as the search criteria, there are no pipelines that match the search criteria. The
Pipeline Runs Lists returns with nothing in the list.

- Pipeline Runs my| v &= All projects Select [ Al

To find a pipeline starting with "deploypip" in the Pipeline Runs List, start to enter "deploypip" and notice that
ElectricFlow updates the list and shows the pipelines with names that match the search criteria.

6 Fipeline Runs v &= All projects select [ Al
deployPipeline_6_2016012414565 .

- @ o PevTiPeiness Jan 24, 2016 14:56 00:86:17  100% o °
deployPipeline_5_2016012414554 .

® ﬂnep oyPipeline_5_: Jan 24, 2016 14:55 00:00:40 100% & 3

n Ao ;IeplcyF'lpellne_4_2016012414540 I A, T 000105 100% o
deployPipeline_3_2016012414525 no.

(VLR Jan 24, 2016 14:52 00:00:55 100% & 3

H o - jeplcyPlpellne_2_2016012414414 T 5, ST 001030 100% P

n 0 c :eployplpellne_1_2016012414284 e ——— 63% o ¢

Filtering by Projects

Clicking the down arrow next to the All projects opens a drop-down list of all the projects you have permission
to access.
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v == All projects

All projects

Default
DeployObjects-1.7.8
EC-Examples
EC-Tutorials-1.0.0.101812
EC-Utilities

Electric Cloud

¢ ep
bR nn

o 0 kw2

You can select the pipelines for specific projects one of these ways:

e Selectone or more specific projects in the drop-down list, and then click outside the drop-down list.

v == All projects

All projects

Default
DeployObjects-1.7.8
EC-Examples
EC-Tutorials-1.0.0.101812
EC-Utilities

Electric Cloud

[ I O

L

e Enter search criteria to find a specific project, and then click outside the drop-down list.

v == All projects
/N

Q, Electric| x

v = All projects

v 1. == Electric Cloud

The pipeline runs for the pipeline in the Electric Cloud project now appear in the Pipeline Runs List.

- 3 Pipeline Runs v == Electric Cloud
1 5 deployPipeline-EC_3_2016012416 Jan 24, 2016 16:33
3336
deployPipeline-EC_2_2016012416 X
A“324s Jan 24, 2016 16:32
deployPipeline-EC_1_2016012416
n o Yrpeine=h Jan 24, 2016 16:31

00:00:40

00:00:34

00:00:49

Select

2%

«»

s

Filtering and Searching With the All Methods

You can use all three methods to search for specific pipeline runs.
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This example shows how to do this:

e Select (Completed with success) .
¢ In the Find field, enter "deployPipeline-EC".

e Selectthe "Electric Cloud" project.

The pipeline runs that were completed successfully, start with "deployPipeline-EC", and are in the "Electric
Cloud" project now appear in the Pipeline Runs List.

= 0 more

2 Pipeline Runs deployPipeline-EC v &= Electric Cloud

Select [ Al

deployPipeline-EC_3_2016012416
. (/] u3:§;y RIS Jan 24, 2016 16:33 00:00:40 100% & 2

deployPipeline-EC_1_2016012416
(/) “3?51°y RIS Jan 24, 2016 16:31 00:00:49 100% & 2

Troubleshooting Pipelines

This section shows how to troubleshoot your pipeline runs. If your pipeline resultis not green, you may have a
problem that you want to resolve. This topic describes some of the common steps that you may need to use
when determining where there are issues in the pipeline process.

Example: Error Due to Gate Approvals
Starting in the Pipelines List:
1. Choose a pipeline to troubleshoot.

In the example in this topic, choose the deployPipeline.
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2. To view details about a specific pipeline run, choose a run and click the View Details button in the row.

ooono

IO @ deployPipeline == Default 2o0o0 8 e % =
deployPipeline_6_20160124145657 Jan 24, 2016 14:56 00:56:17 - |
deployPipeline_5_20160124145540 Jan 24, 2016 14:55 00:00:40 oS |

A\ deployPipeline_4_20160124145407 ooo PROD Jan 24, 2016 14:54 00:01:06 100% FoR |
deployPipeline_3_20160124145253 Jan 24, 2016 14:52 00:00:55 o

Clicking the View Details buttons on any task will show you the details of the underlying work that was

done to complete the task.

The pipeline run summary appears. There is an error in the exit gate of the PROD stage.

€1 Pipeiine Run

- Ao deployPipeline_4_2016012414540
7

Jan 24, 2016 14:54

00:01:06

100% &

>«

3. To get more information about the exit stage, click in the exit gate.

Clicking in the exit gate will show the approval status of gate.

In this example, the pipeline was not completed successfully. The approval at the exit gate of the
PROD stage was rejected because a Sev 1 bug was found in the software release.

1 Pipeiine Run

- Ab deployPipeline_4_2016012414540
7

FROM ©0ooPROD /[ Exit Gate

1. b POST-PRODStage-Approval ®  admin

Jan 24, 2016 14:54

Sev 1 bug found

00:01:06

100% & +

Example: Error in a Pipeline Stage

Starting in the Pipelines List:
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1. Choose a pipeline to troubleshoot.

2. To view details about a specific pipeline run, choose a run and click the View Details button in the row.

2 PipelineV3 3 Stage +
A PipelineV3_3_20150824140712 8/24/15 - 02:07 pm 100% o =
m A PipelineV3_2_20150824140427 8/24/15 - 02:04 pm 100% & =)
ﬂ o PipelineV3_1_20150824140105 8/24/15 - 02:01 pm 100% © J

Clicking the View Details buttons on any task will show you the details of the underlying work that was
done to complete the task.

The pipeline run summary appears. There is an error in the Post-PROD stage.

<« 1 Pipeline Run

A PipelineV3... PipelineV3 admin 08/24/2015 - 2:04 PM 0 Day, 00:02:03

QA PROD

2 Tasks

Post-PROD
2 Tasks

3 Tasks
3 Complete

00:00:20 o

2 Complete 1 Complete

00:00:00 A

View previous Pipeline Runs

00:00:18
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3. To get more information about the Post-PROD stage, click in the stage.
Clicking in the Post-PROD stage will show the Stage Summary and Task Error details.
The Stage Summary shows the task definition.

In this pipeline, the task is an application process.

< 1 Pipeline Run

A\ PipelineV3 . Pipelinev3 admin 08/24/2015 - 2:04 PM 0 Day, 00:02:03

QA PROD

2 Tasks

Post-PROD
2 Tasks

3 Tasks
3 Complete 2 Complete 1 Complete

00:00:20 o 00:00:18 o 00:00:00 A
b 4 OO Stage Summary A Task Error |

Run deploy #8 Heat Clinic Store 1.1 - # Deploy on B Ehcstore ge 4\

4 Drill down...

View previous Pipeline Runs

The Task Error information appears.

The error occurred in the "Run deploy" task. The problem is that the environment to which the
application is mapped does not exist.

< 1 Pipeline Run

A\ PipelineV3...  PipelineV3 admin 08/24/2015 - 2:04 PM 0 Day, 00:02:03

QA PROD Post-PROD

2 Tasks 2 Tasks

3 Tasks
3 Complete 2 Complete 1 Complete

00:00:20 o 00:00:18 0 00:00:00 A
X | oM Stage Summary A\ Task Error

1. Run deploy Environment 'hc-store ge’ dees not exist

4 Drill down...

View previous Pipeline Runs
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4. Click Drill down to see more stage details.

<« 1 Pipeline Run
A\ PipelineV3 . Pipelinev3 admin 08/24/2015 - 2:04 PM 0 Day, 00:02:03

Post-PROD
2 Tasks

PROD
2 Tasks

QA

3 Tasks
3 Complete 2 Complete 1 Complete

00:00:20 o 00:00:18 ° 00:00:00 A
x o Stage Summary A\ Task Error | =27

Run deploy #8 Heat Clinic Store 1.1 - # Deploy on HEhc-store ge 4\

€) Drildown /2 Tasks Find W
A\ 1. Rundeplo... £ Process 100% ¢
2. Final build ©> Procedure 0% & 4

View previous Pipeline Runs

Notice that the "Run deploy" task failed and that the "Final build" task never ran because of the "Run
deploy" task.

5. Click the View details button.

The Job Details page opens and shows that the "Run deploy: tasks was completed with errors. The
problem is that the environment in the task definition does not exist.

x Job Details

Job Details / job_87428235903189741340 ¢ 0~ m & &

Completed with Errors Default
Start Time: 2015-08-24 14:06:30 PDT oc |SEE]
Elapsed Time: 00:00:00.000

normal

Steps Diagnostics Parameters Properties Notifiers Published Artifact Versions Retrieved Artifact Versions

View: All ¥ Expand All | Collapse All

Currently, there are no records to display in this list.
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6. Click View previous Pipeline Runs to see the previous runs of this pipeline.

< 1 Pipeline Run

A\ PipelineV3_.  PipelineV3

PROD
PAEL

QA

3 Tasks
3 Complete

00:00:20 o

2 Complete

00:00:18

Run deploy
@) Drildown /2 Tasks

A 1. Run deplo...

2. Final build

x m Stage Summary

#8 Heat Clinic Store 1.1 - # Deploy on EEhcstore ge £\

Find

admin 08/24/2015 - 2:04 PM

Post-PROD
PAEL

1 Complete

0 00:00-00 A

A\ Task Error |

Find

£ Process

©» Procedure

0 Day, 00:02:03

o
100% & =

0% & A

PipelineV3

A\ Pipelinevs_..
Q PipelineV3...

PipelineV3

Hide previous Pipeline Runs

admin 08/24/2015 - 2:07 PM

admin 08/24/2015 - 2:01 PM

0 Day, 00:01:43 *

0 Day, 00:01:43 *

7. Choose a pipeline in the Previous Pipeline Runs list, and click the Expand button.

< 1 Pipeline Run

A PipelineV3... PipelineV3

PROD
2 Tasks

QA

3 Tasks
3 Complete

00:00:20 o

2 Complete

00:00:18

A\ PipelineV3_.  PipelineV3

PROD
2 Tasks

QA

3 Tasks
3 Complete

00:00:17 °
Q PipelineV3... PipelineV3

2 Complete

00:00:15

admin 08/24/2015 - 2:04 PM

Post-PROD
2 Tasks

1 Complete

00:00:00 A

View previous Pipeline Runs

admin 08/24/2015 - 2:07 PM
Post-PROD
2 Tasks
0 Complete
b
admin 08/24/2015 - 2:01 PM

0 Day, 00:02:03

0 Day, 00:01:43 %

0 Day, 00:01:43 :

The pipeline run summary for that pipeline appears.

8. Repeat Step 3 to Step 7 to do more troubleshooting.
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Examples: Task List in a Stage

These examples show other actions you can performin a task list.

Change the Order in Which the Tasks Are Executed

This section describes how to quickly move a task to a different position in the sequentially ordered task list and
change the order in which the tasks will be executed.

Starting in the task list:
1. Choose the task that you want to move.

2. Click and hold the up/down arrow next to the task name to move the task row to its new position in the

list.
v 1 1 QA-Stage-Deploy-With-Snapshot Process Deploy from Shoppin.. QA =
v 2. g QA-Stage-TaskeSnapshot @ ©) Procedure TakeSnapshot = =
T
v 3. ¢ QA-Stage-Deploy Process Deploy from Shoppin.. QA =

The task is now in the firstin the list.

v 1 ¢ QA-Stage-Deploy Process Deploy from Shoppin.. QA =
v 2. t QA-Stage-Deploy-With-Snapshot Process Deploy from Shoppin... QA =
v 3. ¢ QA-Stage-TaskeSnapshotB ©)» Procedure TakeSnapshot = =

Sample Task List for a Stage

This example describes the information in a sequentially ordered task list.

= Eleciric Cloud / Pipelines / gm deployPipeline o ¥ ooo QA e Select Task 3+
v 1. 3 QA-Stage-Deploy Process Deploy from ef ShoppingCart on QA = =
| v 2. 3 QA-Stage-Deploy-With-Snapshot @ Process Deploy from #f ShoppingCart on QA = = |
| + 3. § B QA-Stage-TakeSnapshot e Y Procedure TakeSnapshot = = |
1 Breadcrumb showing the path to the pipeline.

Name of the stage.

2 When you click the down arrow, a list of the stages in the pipeline opens. Select a stage to
quickly to go to a different stage and view the task list for it.
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Click the Select button to select All or None of the items in the list.

Click the Delete button to delete the selected items.

Number of tasks in the stage.

Click the Add task button to add a task to the stage.

Click the Menu button to open the menu where you get more details about the stage and take
actions on the stage.

Task definition consisting of the task defined by an application process. It consists of a task
named QA-Stage-Deploy and an application process called Deploy, which is part of the
ShoppingCart application that is mapped to the QA environment.

Clicking the Menu button opens the menu where you get more details about the task and take
actions on the task.

Task definition consisting of the task defined by a procedure. It consists of a task named QA-
Stage-TakeSnapshot and a procedure called TakeSnapshotin the Utilities project. Clicking the
project button shows the project to which the procedure belongs.

©) Procedure TakeSnapshot

i

Project: Ulilities

Clicking the Menu button opens the menu where you get more details about the task and take
actions on the task.

Determines whether to skip the task at run time. This lets you skip tasks that were executed
successfully in the prior run. This check box is checked by default.
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Release Management

The Release module captures, executes, visualizes, and controls the life cycle of multiple application enterprise
releases. Using the Release capability, outputs from multiple teams can be coordinated to produce a final
release to be pushed to production. You can create a Release model consisting of multiple applications
deployed on different systems, such as traditional, cloud, mainframes, and remote servers. You can then run the
Release pipeline reliably and repeatedly until the software release is complete.

You can use the Release feature to deliver software releases through traditional methods where changes from
multiple applications are bulked up and are released together as a unit through a pipeline on a regular cadence
(schedule) such as weekly, monthly, quarterly, or other frequency. In such traditional scenarios, the Release
capability allows you to manage dependencies between multiple applications. In addition, you can even use
the Release feature to cater to Continuous Delivery-style releases where code check-in from a developer can
traverse all the way to production through various pipeline stages and approval gates. The Release feature
allows ElectricFlow to manage all the releases in one platform, regardless of the release methodologies used
by the release team. Anyone can quickly get a status of a release and then access the Release details. This
information can also be used to troubleshoot and improve the software release process.

e Visibility and coordination

The Release Dashboard, also referred to as the Release List, allows the release team to get a bird's eye
view of all the releases that are planned, active, or completed. For a specific release, you can easily see
its status, what the milestones are, if the release is blocked for some human intervention, and the
Release's progress.

e Path to Production (or what is where)

For each stage in the Release pipeline, the Path-to-Production view shows the applications deployed in
the release, the deployed versions, and the environments to which they are deployed. The details in this
view include the application versions, the snapshots, and the environments that are notin compliance
with the bill of materials throughout the Release.

e Control

ElectricFlow keeps track of the data from the multiple teams involved in the release. The Release feature
captures, validates, coordinates, and tracks all the details in one place, where everyone can access the
Release definition, bill of materials (which applications to release),the pipeline controlling the release
process, and environment to use across stages, approval conditions, release configurations, and so on.

When the Release is run, ElectricFlow automatically coordinates the pipeline information needed to
deploy applications in each stage. If you need to add an application, change an application version, or
deploy to a different environment, you need to change only the bill of materials. You do not need to
revise the pipeline definition or pipeline tasks.

You can reuse the pipeline to deliver multiple releases of the same software.

The Release manifest, also referred to as the Release definition, specifies the release process flow for the
application or applications to be released, which include:

e The pipeline controlling the process.

e The applications in the pipeline for multiple-tiered deployments.
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and artifact staging.

Where versioned objects will be deployed (multiple-tiered environments).

The approvers for manual process steps, manual tasks, and pipeline gates.

Multiple Pipeline Runs in a Release

You can launch multiple instances of a pipeline associated to a release:

How to deploy tasks and processes using run-time parameters and other settings, such as smart deploy

¥ == 3 Test Project

Add

Select

Delete i

+

ooo 2 Stages

1 » gzar?rl‘aoge_ (® Releass in prog Started: Sep 2. $ Delayed: Sep ...

== 3 Test Project #F 1 Application © ~vort Sep 28, 20°
oo deployShoppingCartPL [i ] O 2 Active Pipeline Runs 2, ooo Stage Running: QA >

oon 2 Stages vy 2 Pipeline Runs waiting for Man wad Waiting for Manual Response
(9 Duration: 00:03:24 v
> 2 ] ggg?gging @ Release in prog ses  Started: Sep 2... : Delayed: Sep ... =% a

&= 3 Test Project #% 1 Application (5 Re-runsep 28, 20
oo deployShoppingCartPL [i ] c 0 Active Pipeline Runs ooo Stage Ended: QA >

@ Duration: 07:22:30 v
You can navigate through multiple pipeline runs:
«4100Releases [Fna | ¥ & 3 Test Project Select[ ANl | T Add
2] EShoppl @ Release in pro sss  Started: Se * Delayed: Se =
g Cart Re... P 8P om F yed: sep.. <o
= 3 Test Project #3 1 Application O avort Sep 28, 20

oo deployShoppingCartPL

oon 2 Stages

C 2 Active Pipeline Runs

¥y 2 Pipeline Runs waiting for Mar

ooo Stage Running: QA

wad Waiting for Manual Respons

(9 Duration: 00:00:04

YAQOGOS

3 Pipeline Runs

T Y & woa Sep 28, 2016 - 18:26
> Y a. poa Sep 28, 2016 - 18:26
3 A B B QA Sep 28, 2016 - 09:47

>

A

You can pass pipeline parameters when starting a release:
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New

Run »3 51 Shopping Cart Release

2 poo Stages Configure 53

3 L3 Parameters ~ 2/2 Required

1. 3 QA Stage Control Param @

NORMAL

2. I3 PROD Stage Control Param @

NORMAL

3. £ Specify Sleep Time @

Value

Cancel Run

You can also select the pipeline stages to run in a release:

<« Configure Run / Stage Selection Select [[ETETN

Run »»3 52 Shopping Cart Release52 Shopping Cart Release52 Shopping Cart Release52 Shoppin... / oo deployShoppingCarti

QA PROD

Cancel 0K

L

Release Scheduling

You can create schedules for releases. For example, where teams are responsible for each stage and they
want to execute only the releases for their stage. With the ability to schedule releases and configure stages to
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run, each team can set up their own independent schedules that run on a particular stage. They can set a start
date and can also make a release recurring (for example, daily or weekly).

Release Concepts

Releases allow you to orchestrate multiple applications across multiple environments and to manage the
software release life cycle using one platform. It brings together everything you need to take your software
through its journey to production, regardless of your software release processes. You can manage traditional
release processes (culminating in one big software release at the end of the software delivery life cycle), Cl
scenarios (build-test automation), CD scenarios (deployment automation), or a combination of these methods
using a single platform. Dependencies can also be managed and controlled with this platform.

Modeling Releases

You can model a Release by defining the Release process that consists of
e The bill of materials consisting of the multiple applications that you want to deploy.
e One or more environments where the applications will be deployed or installed during the Release run.

e Pipelines and any inputs to the applications (parameters created for them) specifying how the
applications will be deployed. Pipelines are the paths to production, and all the other objects in the
Release are linked to the selected pipeline.

e The pipeline approval gates that determine when tasks in the stage can start or when the pipeline can
enter or exit a stage.

e Approvers and task assignees perform specific activities as the Release runs. Individual users and
teams are notified when an action needs to be taken.

The Release feature leverages the pipeline capability and a special type of pipeline task called Deployer to
truly deliver an auto-flexing mechanism where the same pipeline can be used across multiple releases. For
example, you have a standardized process for your major releases, and the only thing that normally changes
are the applications and their released versions. In this case, you do not want to specify the exact applications
to deploy as part the pipeline tasks, which do not allow for pipeline reusability. This is where a Deployer task in
the pipeline and Release capability work together to provide reusability.

The Deployer task, previously mentioned in Pipelines on page 283, is a special type of task specified in the task
list of a pipeline stage. It gets the actual list of applications (and the number of applications) to deploy from the
bill of materials in the Release definition. This listis considered the payload of the Release. At runtime, the list of
applications to deploy is passed to the pipeline through the Release object. The pipeline then deploys the
applications in sequential order. So you can create one pipeline that works for different software releases.

In a pipeline stage, you can define a task using a out-of-the-box third-party integrations, also referred to as
plugins, such as:

e Artifact repositories products such as Git, Perforce, Subversion, Microsoft Team Foundation Server (MS
TFS), Accrue, ClearCase, Repo, and Vault.

e |ssue tracking products that provide application developers with requirements tracking such as HP
Application Lifecycle Management (HP ALM), Bugzilla, ClearQuest, Fortress, JIRA, HP Quality Center
(HPQC), Rally, IBM Rational Team Concert, TeamForge, and TestTrack.

e [T service management (ITSM) products such as ServiceNow.
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¢ Project management products such as Rally.
For a complete list of supported plugins, go to the Electric Cloud Plugins Directory.

For more information about tasks in pipeline stages, go to Tasks on page 286, Defining the Stage on
page 328, and Viewing and Editing the Pipeline Definition on page 333.

ElectricFlow provides multiple project support for objects in application deployments, pipelines, and Releases.
These objects as well as the objects belonging to them can be in any project within ElectricFlow.

All objects in ElectricFlow have these capabilities for better management and maintenance of end-to-end
software releases:

e Projects are top-level security containers that provide access control at the project level. All objects in a
project inherit the access control settings from the project to which they belong.

e Projects are also ways to provide logical groupings of objects. If your deployment is large and has many
production environments, you can organize production environments by project, with each project
having its own access control settings. This makes it easier to manage and maintain multiple
environments during the software delivery process.

Setting Up Releases

This section describes only how to set up releases. To get started defining the Release process, you selecta
pipeline on which the process is based. This pipeline needs to have a Deployer task in its stages. Then you
select the applications that you want to deploy (the bill of materials), the environment where the applications will
be deployed, and any inputs to the applications. To see how to do this in the ElectricFlow Ul, go to Release
Definition on page 367.

To geta bird's eye view of all the releases that are planned, active, or completed, go to Release Dashboard on
page 384.

To view the bill of materials, go to Path-to-Production View on page 389.
To view the pipeline's progress during the Release run, go to Pipeline Stage Summary on page 295.
For instructions on how to set up objects in a release:

e Go to Example: Modeling and Deploying Applications on page 133 to set up applications.

¢ Go to Master Component Examples on page 76 for examples of how to create and add parameters to
your applications. The steps apply to applications with master and normal components.

e Go to Pipelines on page 283 to set up pipelines.

ElectricFlow supports resource exclusivity at the platform level. This allows a procedure to lock a
resource for a job step and execute the tasks. The job step acquires and retains exclusive use of a
resource, ensuring that the resource is always available for the step. Go to Reserving a Resource for
Job Step Duration on page 1115 for more information.

IMPORTANT: When an application, pipeline, or release is cloned across different projects, you may have to
fix the references after the objects are cloned. For example, if a pipeline with an application reference in
"default" project is cloned to a different project, the application reference needs to be fixed after the pipeline is
cloned.
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IMPORTANT: When you export a project while a pipeline is in progress, only the full exportincludes flow
runtimes that have been completed. If you want to include in-progress pipeline runs in the path-to-production
view and the visual indicators showing their percentage completed in the Release dashboard, set the
excludeJobs argumentto 0 or false in the export command. When the XML file is imported, the in-
progress pipeline runs in the imported project are displayed in the path-to-production view and the Release
dashboard. The jobs might be incomplete once the XML is imported.

Controlling the Releases

ElectricFlow provides these ways to ensure that the Release runs are successful:
e Manual gates:

For each stage in the Release pipeline, an entry gate controls when the tasks can start. If the conditions
and approvals are met, the process flow can proceed and the tasks can be executed. The process flow
can complete the stage and proceed to the next stage when the exit conditions and approvals are met.

ElectricFlow sends notifications to the appropriate approvers, users, and/or groups.
Go to Visibility and Status of Release Pipelines on page 361 for an example process flow.
e Preconditions:

You can set Run if and Wait until conditions on stages, tasks, and gates in pipelines. Go to Pipeline
Concepts on page 284 for more information.

You can set conditions in process branching when authoring application and component processes.
These conditions determine the path that the Release takes through the process flow. Go to Process
Branching on page 117 for how to set conditions on the transitions between process steps.

You can set preconditions on procedure steps. Go to Step - create new or edit existing step on page 668
for how to set preconditions in procedure steps.

e ServiceNow integration: Use the ServiceNow plug to integrate IT service management (ITSM) with
ElectricFlow.

e Plugins: You can use third-party plugins to execute the conditions and rules for approvals and quality
gates.

e Postp: You can use postp to get data from the log files, make it appear on the Job Details page, and use
it to take action on the Release run. Go to Postp on page 362 for more details.

Visibility and Status of Release Pipelines

From the Release Dashboard

The Release dashboard orchestrates all the information about the planned, active, or completed releases and
displays the releases that you have permission to view in one place. At any time, you can quickly see the
current status of the release, where itis in the process flow, any errors during the runtime, when human
intervention is required to take some action or perform a task, approvals, and the start and end dates for the
release. Go to Release Dashboard on page 384 for more information, and go to Example: Visibility in a Release
Pipeline from the Release Dashboard on page 363 for an example how to drill down from the top Pipeline Run
view to the specific job details of the release tasks.
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For a Release thatis in progress or has been completed, clicking the Release status opens the Pipeline Run
view. You can view the Stage Summary for the latest Release or view previous pipeline runs. The Stage
Summary shows the pipeline's progress through each stage and evidence that the tasks were executed.
Clicking in a stage task or a gate displays its Stage Summary. Go to Pipeline Stage Summary on page 295 for
more information.

e When the Release is in progress, you can view the progress of the pipeline as itruns. Go to Viewing the
Stage Summary During a Pipeline Run on page 296 for an example of this.

e You can also view a completed pipeline run. Go to Viewing the Stage Summary for a Completed
Pipeline Run on page 298 for an example of how to do this.

e Clicking View previous Pipeline Runs displays the last five pipeline runs. After selecting one of these
runs, you can view the Stage Summary to view more details about the pipeline run.

e [fthe pipeline has errors, you can also view what the error is and where it occurred in the pipeline in the
Task Error view.

For example, you can view the progress and evidence of the Deployer task run. Clicking displays the
payload of the Release. This is the actual list of applications (and the number of applications) to deploy thatis

specified in the bill of materials in the Release definition.

From the Release dashboard, you can go to the Path-to-Production view for a running or completed release.
This view shows the bill of materials for the release. You can easily see the artifacts and snapshots that are in
compliance with the Release manifest. Go to Path-to-Production View on page 389 for more information.

From the Environment Inventory

The environment inventory shows what is deployed in an environment at any time. Go to Environment Inventory
on page 272 for more information.

From the Change History

The Change Tracking feature tracks the changes between every state of non-runtime objects, such as
environments and resources. ElectricFlow records a Change History of the historical states of environment
objects, including environment tiers and resources, and records changes between them. Go to Change
Tracking on page 862 for more information.

Postp

Postp, a postprocessor included with ElectricFlow, is used for data collection and for report generation. For
visibility in a Release run, you can get live streaming data from the log files using the standard output settings.
Using postp commands in pipeline tasks (defined by application processes, procedures, or workflows), you can
make this data appear in the Job Details page in ElectricFlow.
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Compile Agent 64 2] 146 compiles
Compile £] 955 compiles
Windows - undo subst Skipped
Signal to unit tests & install 2] Completed with Success
Plugin build & unit test Skipped
El server tests ® Running
E] Server unit tests @ Running
Startup tests Skipped
Common tests £] 2982 tests
Server tests (junit) a @ ;14;;;02;9515
1 warning
Server tests (integration) £] 415 tests
Save logs

This example shows:
e During the Compile step, there were 955 compiles.
¢ In the "Command tests" step, 2982 tests were run.

e Forthe "Server tests (junit)" step, 14410 tests were run with 4 errors and 1 warning. Clicking on the links
in this step provides details and evidence about how the job ran and what actions to take next.

Clicking on the log button for any of these steps will display the log file details.

For more information about using postp:

e Go to Defining the Stage on page 328 and Viewing and Editing the Pipeline Definition on page 333 to
define, view, and edit pipeline tasks in the pipeline definition.

e Go to Postprocessors: Collecting Data for Reports on page 1000 and Postp extension on page 1112 to
set up data collection, generate reports, and display data from the log files.

Example: Visibility in a Release Pipeline from the Release Dashboard
For an In-Progress Release

You can view the progress of the pipeline during the Release run starting in the Release Dashboard:

1. In the Release dashboard, clicking on the status of an in-progress or completed Release opens the Pipeline
Run view for the Release pipeline.

Example: Clicking Release in progress for the second pipeline shows the progress of a currently running
Release.
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ASReleases|  fina | ¥ & All projects select[ Al | Deleteffy Add 4
il 3 gReportArchive Release in planning ° Start: Apr 11, .. Target: Apr 25... =
= Default B «f 3 Applications
D deployReportSummary 0

ooo2 Stages

A 3 qReportSummary @ Release in progress eee Started: Apri.. Target: Apr25... == =

= Default B g 2 Applications ooo Stage: QA

D deployReportSummary 35

ooo 2 Stages

@ Duration: 2 hours 0 minutes 9

3 3 gDatabaseClean @) Release completed Started: Apr 1... § Ended: Apr 11...
& EC-Utilities B &3 2 Applications ooo Stage: QA
oD deployPipeline
ployPip a 230,
ooo2 Stages

@ Duration: 1 hour 31 minutes 2.

2. When human intervention is needed at a gate (indicated by the hand icon), clicking Approval waiting for
john displays the Stage Summary for an entry gate.

(©) Release in progress e

#§ 2 Applications

|‘l| Approval waiting for john |

The Stage Summary for the enabled entry gate shows the required approvals.

qReportSummary_deployRe 13- .04 0, +
@uPortSummary_s_zmemﬂ__ ooo QA vad  Apri11,2016 - 13:11 @ 00:04:57 2% @ &
QA PROD
5 Tasks 3 Tasks
0 Complete 0 Complete

b

X TO ©DooQA /=] Entry Gate
1. |k PRE-QAStage-Approval 1 john
2. | PRE-QAStage-Approval 2 john

After the approval rules or conditions are approved, the pipeline continues.
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3. When a pipeline stage is running, itis enabled. Clicking in it displays the Stage Summary, which shows the
tasks in the stage and their progress.

g oo s e e Gz 14% O 6 %
PROD
3 Tasks
0 Complete

»

QA-Stage-Deploy-With-Snapshot ShoppingCart - ¥ Deploy on BE QA

0 5 Tasks o
1. Deployer task 0 Manual Go to http://electric-cloud.com/plugin.. vay 0% @ u

° 2. QA-verify <» Manual Go to https://helpcenter electric-cloud... 0% &

° 3. QA-Stage-Deploy-With-Snapshot # Process Deploy 0% &

° B 4. QA-Stage-TaskeSnapshot o Procedure TakeSnapshot 0% &

° 5. Stage SQL ¢ Deployer for 2 &8 Applications 0% & 3

a. Inthe Stage Summary, the top section shows information about the tasks deployed in the
pipeline stage, which you can show or hide. You can also display user-generated information
such as:

e Links to web sites for reports and other information about the deployed artifacts

e Property information about the pipeline stage and the objects in it

b. The nextsection shows the tasks in the pipeline stage. If the pipeline is in progress, click or
the down arrow in the row to view details for the manual task:

1. Deployer task €» Manual Go to http://electric-cloud.com/plugin... vad 0% & H
M I Task - Depl K
° 2. QA-verify &) Manual Go to https://helpcenter g5;"1:;“p“mmi'ﬁf;;Z:sm
& Dbob, john
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c. After completing the manual task, click Complete as the outcome, add a comment, and click OK
in the Manual dialog box.

To view details about a completed manual task, click to view the details. The Manual dialog

box opens. When the manual task has required input, click in the Parameters row to view
the manual task details. The Manual dialog box now shows the action and evidence fields. The

action field describes what was done to approve the manual task, and the evidence field
describes what was done to approve it.

When human intervention is needed at the exit gate (indicated by the hand icon), an exit gate is enabled.
Clicking in the exit gate displays the approvals required to complete the pipeline stage.

If the entry gate to the next stage has approval conditions before the tasks in it can start, this entry gate is
enabled. Clicking in the entry gate displays the approvals required to start the tasks in a pipeline stage.

The sequence continues as the pipeline progresses.

Click View previous Pipeline Runs to view the previous five runs.

+
+
Clicking displays the pipeline, where you can click in a gate or stage to view more details.
&+
+
Clicking hides this pipeline.

To view details about a manual task, click to view the details of the manual task. The Manual dialog

box opens. When the manual task has required input, click in the Parameters row to view the manual
task details. The Manual dialog box now shows the action and evidence fields. The action field describes

the what was done to approve the manual task, and the evidence field describes what was done to approve
it.

To view details about the other pipeline tasks, click to view the Job Details

For a Completed Release

Go to Running and Completing Releases on page 393 for an example of running and completing a Release.
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Release Definition

The Release process is defined in the Release definition, which consists of the underlying pipeline, the
applications to deploy (the payload), where the applications will be deployed (the environments), and any
inputs (parameters) to the application (referred to as configurations). The Release definition also includes notes
that can be entered by team members, task assignees, and approvers as well as planned start and end dates
for Releases.

This section has examples of Release definitions and shows how to define a Release.

Example: Completed Release Definition

This release definition shows:

e The Release called "Q1 2016 Release - OB" is based on the pipeline called "Quarterly Online Banking
Release Pipeline."

e The Applications field shows that there are three applications to be deployed in this release. Clicking in
the Applications field displays the list of applications to be deployed, which is passed to the Deployer
task in the pipeline by the Release.

When artifact staging is enabled for an application, ElectricFlow tries to retrieve artifacts that will be
deployed before the application run starts. This ensures that the artifacts are downloaded and available
on the target (either the artifact cache (the defaulf]) or a directory specified in the component definition).
This minimizes the time to retrieve artifacts and reduces downtime during the application deployment.
For details about artifact staging, see Artifact Staging on page 113

e The Environments field shows that the applications will be deployed in three environments. Clicking in
the Environments field displays the environments where the applications in each stage will be
deployed.

e Clicking in the Configurations field displays the inputs to the applications (parameters) to be entered at
runtime.

e Two notes have already been added to the Release definition.

«Releases »»3 OB_Jan_2016 Jan 23,2016 » Feb 06, 2016 »
2 @ Notes Add +
ao Quarterly Online Banking Release Pi.. e Saturday - 1/23/16 - by admin
Not ready to run yet.
Saturday - 1/23/16 - by admin
Recheck the environment settings
3 Applications 4
e
1 Environment B8 e
128
*x Configurations Y4

Example: Traditional Multiple Application Release

This example shows how to define a multiple application Release.

1. From the Home page, click Releases.

2. Inthe Release Dashboard, click Add+ to add a Release.
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3. Inthe New dialog box, click Create new release.

Note: You can include hyperlinks as part of an object description for any ElectricFlow object.

X *x P8 New

Release

- Select Project v

4. Enter the name of the new Release and select a project to which the Release belongs.

X xS New
Release
= Utilities v
OB_Jan_2016
5. Click OK.

The Release Dashboard displays the new Release at the top.
6. Inthe Release Dashboard, click the new Release name.

The Release Definition page is displayed:

o Releases »»3 OB_Jan_2016 Jan 23,2016 »# Feb 06, 2016 »

0 B Notes Add 4+
o Pipeline
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7. Click Pipeline.

A list of pipelines opens.

5 Pipelines Select one
= All projects v Q
1. [IIJ B deployPipeline == Default 2 goo Stages 207 Ghusecopy O
2. [IIJ @ deployPipeline-EC == Electric Cloud 2 poo stages 207 husecopy O
3. om Heatclinic pipeline DSL == Default 3 Ooo Stages &y Use copy O
4. [IIJ @ Patch Release Banking Releases 2 Electric Cloud 2 gOn stages 2F7 rhusecopy O
@ Quarterly Online Banking Release Pi... Electric Cloud Ch Use copy [

It shows the list of available pipelines. The defaultis to show the pipelines for all projects.

If you want to see only the pipelines for a specific project, click the down arrow in the All projects
field to select one or more projects one of these ways:

o Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria appear in the
list.

You can also search for one or more pipelines by entering the search criteria in the Search field next
to the All projects field. If there are no matches, a message appears stating that there are no
pipelines in the selected projects.
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8. Selecta pipeline.

The pipeline called "Quarterly Online Banking Release Pipeline" is selected.

After the pipeline is selected, the Next button is enabled because the applications in the pipeline have

r1
Ld

required inputs (parameters), as indicated by . This means that there are two required inputs to
deploy the applications through the pipeline. If any inputis a credential parameter, you can enter the

path to the credential, browse to it, select the Parameter Credential or Credential binding, or select a
user-defined credential that is attached to the project associated with the pipeline.

Enter the required inputs, and click OK.

If the applications did not have any required inputs, the OK button would be enabled instead.
More about this pipeline:
This pipeline has a Deployer task, as shown in the task list for the pipeline.

Remember that the Deployer task is specified in the task list of a pipeline stage but gets the actual
list of applications to deploy from the Release payload (the bill of materials of the Release definition).
Atruntime, this listis passed to the pipeline through the Release object, and the pipeline deploys the
applications in sequential order.

4 Pipelines / oo Quarterly Online Banking Release Pipeine v ooo PROD Select Task 3 +@D

v 1. ¢ Batch deploy of applications @ & Deployer for Multiple «¢ Applications

v 2 ¢ PROD-Stage-Deploy Process Deploy from ShoppingCart PROD

v 3 ¢ PROD-Stage-TaskeSnapshot @ ©» Procedure UpdateTicket =
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10.

If the applications in the selected pipeline have inputs, a dialog box showing the inputs to the pipeline
will be displayed.

If any inputis a credential parameter, you can enter the path to the credential, browse to it, select the
Parameter Credential or Credential binding, or select a user-defined credential that is attached to the
project associated with the pipeline.

If any of required parameters do not have values, enter the appropriate values and click OK.

&« 4 Parameters on Quarterly Online Banking Release Pip...

1. £ 3 QA Stage Control Param

NORMAL

2 [ 3 PROD Stage Control Param

NORMAL

w

L3 Specify Snapshotto Use

SC-51

4. I3 Specify Sleep Time

The Application field is now enabled in the Release Definition page.

o Releases »»3 OB_Jan_2016 Jan 23,2016 » Feb 06,2016 »
0 @ Notes Add +

oo Quarterly Online Banking Release Pi.. 4

Applications

Click Applications.

The dialog box where you specify the applications to be deployed through the pipeline opens.
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11. Select the applications that you want to deploy in the release, and then click the button to move
them to the right side of the dialog box, which is the list of applications to be deployed through the
pipeline.

10 Applications

v o= All projects v Q Search i= D H.D : |:|
v 1 .g B Appl &= Default
v 2. &§ B HeatClinic == Default Iy
3 .g 12 HeatClinic DSL &= Default
* @ OB - Account Statement & Electnc Cloud
¢ @ OB - Credit Card Account R Electric Cloud
4 B OB - Fund Transfer & Blectric Cloud
« 7. &g 1) ShoppingCart == Default
v 8 .g B Upgrade == Default
v 9 .: 1) ipetstore2 &= Default
W 10 .g ) manualApp == Default

These applications are selected:

¢ B OB - Account Statement B Electric Cloud

¢ B OB - Credit Card Account B Electric Cloud

&% B OB - Fund Transfer & Electric Cloud

Clicking button moves the selected applications to the right side and displays the number of
required parameters at run time and the application process to be deployed.

10 Applications £
. Smert |

v = Al projects ¥| |Qsearch : ' =
v 1 e & Detaut [ v2 R
v 2 .g 1) HeatClinic == Default v 2 Run ]
v 3 .g 3 HeatClinic DSL == Default v 2 Run
v @3 B 0B - Accou taie i B Elect
(v -‘: B 0B - Credit Ca =
v 6 ;g @ 0B -Fu == El
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[ ]

4

4 | 4
<<
<<
<<

a4
(¢
B’
(<]

It shows the list of available applications. The defaultis to show the applications for all projects.

If you want to see only the applications for a specific project, click the down arrow in the All projects field
to select one or more projects one of these ways:

e Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria appear in the
list.

You can also search for one or more applications by entering the search criteria in the Search field next
to the All projects field. If there are no matches, a message appears stating that there are no
applications in the selected projects.
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12. Click < to set how you want the applications to be deployed during the Release run.
For each application, you can select these settings:

e Stop on Error: Select this error handling setting to abort the Release run when the Deployer
task fails. The defaultis Stop on Error. If the application fails, the release pipeline aborts.

When this setting is not selected (continue on error, which is similar to the Continue running
option in a pipeline stage or gate), the Deployer continues to the next application with a
known error if the current application fails. This allows the release to continue running when
an application run has errors and fails. For example, in a release with multiple applications,
some applications can fail and not be deployed with other that were successfully deployed as
delivered in the release.

e Smart Deploy: Select this setting if you want the Release to deploy the application only with
artifacts that have not been deployed to a resource or with selected versions of the artifact
have not been deployed to new resources since a previous run.

e Stage Artifacts: Select this setting if you want the Release to retrieve artifacts that will be
deployed in an application run before the deployment starts.

In this example, all the settings are selected for the selected applications. The Release will stop if any of
the applications fails.

3 Applications Selected

Remove Stop Smart Stage
On Error Deploy Artifact

$ 1 e EHB‘ - Account Statem &= Electric Cloud v 2 £k Run
1 2 |= SuBnl- S &= Electric Cloud v 2 £k Run
$ 3 ef 1 0B-Fund Transier & Electric Cloud v 2 4% Run

Note: The defaultis that ElectricFlow uses smart deploy to deploy the applications in the pipeline. If
you want to use smart deploy for all the applications, you do not need to change the settings.

3 Applications Selected

Remove smart Deploy []
t 1 OB - Account Statement === Electric Cloud v2 Run
t 2 OB - Credit Card Account === Electric Cloud v2 Deploy
$ @ OB - Fund Transfer == Default vz Deploy ]
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13.

14.

15.

O]

If the applications have snapshots, click the down arrow next to , and select a specific snapshot for
each application, and click OK.

Using a snapshot as part of the Release definition is a best practice. Using snapshots, you can lock the
exact versions of the artifacts to be deployed, which provides consistency and predictability. But you do
not have to select a specific snapshot for an application. If a snapshot is not selected for an application
here, the exact artifact versions to use would be based on how that application is modeled. That s, if the
application model uses the /atest artifact version for a component, the latest version would be used
every time the Release runs when a snapshotis not selected.

When the Release runs, this list of applications (the payload) is passed to the Deployer task in the
pipeline, and the applications are deployed through the pipeline sequentially. You can change the order
in which the applications will be deployed by reordering the application inputin the payload.

Click Environments to select the where the applications in each stage will be deployed.
The "Environment selection" dialog box opens.

Each cell in the table represents an environment where application in a stage will be deployed.

About the filters in the "Environment selection™ dialog box:

B EH O B

When you mouse over the filter icons, the tool tip text appears, from left to right:
e View only cells with missing environments.
e View only cells with missing tier maps.
e View only cells marked "N/A".

e View only empty cells.

Select one or more cells in the table one of these ways:

e Forone cell (one application-stage combination)-You can select one cell by clicking in it.
This allows you to select the environment for a specific application-stage combination.

e For multiple cells (all the applications in a stage)-If the environmentin a stage is the same for
all the applications, you can select all the cells in a column (stage) by clicking in the header
cell with the stage name.

Note: After one or more cells is selected, the Fill button in the upper right corner is enabled.
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16. Click the > button in the upper left corner of the dialog box..

The "Fill Environment Names" section opens on the left side of the dialog box.

Fill Environment Names <

O Sselect Environment

O Name Pattern

O N/A
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17. Selectan environment using one of these options:

o Select Environment—Click the down arrow to select an environment or environment
template.

Clicking Select Environment opens the list of available environments in the Environments
tab. These are static environments that are authored before deploying the application in the
stage.

Clicking on the Templates tab opens a list of environment templates. These are dynamic
environments with provisioned cloud resources that can be spun up during the application
deployment. For more information about dynamic environments, see Modeling Dynamic
Environments on page 203.

e Name Pattern—Click ? for tips on how to specify environment names. The tips describe how
to specify environment names using static text or a fill pattern.

Tips for specifying Environment Names:

Static Text:

My Company-QA

Using fill Pattern:

My Company-<Application= or
MyCompany-<Stage:=
MyCompany-<Application=-<Stage=

e N/A-Select this to not run the application in the stage. You should set environment mapping
to N/A for stages where you do not want an active deployment even though the deployer is
attached to a stage.

In this example, the "hc-store dev" environment is selected from the Environments list.

Fill Environment Names < <
] All projects v

(@® select Environment
1 hc-store dev == Default

QO Name Pattern
2] heatclinic-dsl == Default
3 heatclinic-ge == Default

- —

O N/A 4 jpetstore-qe = Default
5 PROD & Default
6§ QA == Default

It shows the list of available environments. The defaultis to show the environments for all projects.
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18.
19.

20.

21.

If you want to see only the environments for a specific project, click the down arrow in the All projects
field to select one or more projects one of these ways:

e Click on the name of one or more projects.

e Enter the search criteria in the Search field. The projects that match the criteria appear in the
list.

You can also search for one or more environments by entering the search criteria in the Search field
next to the All projects field. If there are no matches, a message appears stating that there are no
environments in the selected projects.

Click OK to close the "Fill Environment Names" section.

Click OK to save the sett